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Session I.D.2:  The scope of the prohibition on circumvention of technological measures: B exceptions

I.
State of the law before transposition of the WIPO Treaties

1.1
Before adoption of the WIPO treaties in 1996, did your country already have legislation concerning technological protection of copyrighted works?  If so, in what areas (eg. software …)?

Before 1996, there was no legislation specifically dealing with technological protection of copyrighted works.  Nevertheless, as explained at paragraph 1.4 below, in an important decision the High Court held that circumvention of a technological protection measure amounted to an infringement of copyright in a computer program.  

1.2
Did your country already have legislation addressing protection of information encoded in the work concerning the work or its author or copyright owner? 

No legislation specifically addressed protection of encoded information.   Nevertheless, the Copyright Act 1968 (Cth) establishes a number of duties not to make false attributions of authorship.
  These duties include:

· a duty not to insert or affix the name of a person other than the author in or on a work in such a way as to imply that the other person is the author;
 and

· a duty not to publish, sell or let for hire, or by way of trade exhibit in public, the work with another person’s name so inserted or affixed, knowing that the other person is not the author.

The duties are owed to the author, or the author’s legal personal representative.  The remedies for false attribution include an injunction and damages.
  The provisions do not apply to sound recordings or cinematograph films.  Although there is nothing to prevent the application of the provisions to encoded information, the protection afforded may be quite limited.  For example, the provisions apply only to inserting or affixing a name, not to removing a name.

1.3
Did your country’s legislation prohibit the circumvention of technological measures:


1.
By the person who committed the act of circumvention?


No.


2.
By the person who furnished the means of circumvention:



a.
By furnishing information about these means?



No.

b.
By furnishing the devices enabling circumvention (preparatory acts)? 

No.

c.
By offering circumvention services?

No. 

1.4
In the absence of legislation, have judicial decisions prohibited acts such as:


1.
The act of circumvention?

In Autodesk Inc v Dyason (No 1),
 the High Court held that production of a device (known as a “dongle”) designed to circumvent a technological protection measure amounted to an infringement of copyright in a computer program.  In that case, it was held that there was an infringement because the circumvention device reproduced a “substantial part” of a computer program that, in effect, was part of a technological protection measure.  Strictly speaking, the case was concerned with the manufacture of a circumvention device and not the act of circumventing a protection measure.

More recently, the High Court has adopted a different approach to determining whether or not there has been a reproduction of a “substantial part” of a computer program.
  Despite this, in certain circumstances it would seem possible for a technological protection measure to be protected as either a “computer program” or a “compilation” under the Copyright Act 1968 (Cth).


2.
Furnishing devices to enable circumvention?

In Autodesk Inc v Dyason (No 1),
 it was held that the manufacture and sale of a circumvention device was an unauthorised reproduction of a computer program and, thus, a breach of copyright.  As explained above, the case held that the production of a circumvention device was an infringement of copyright.  The case was therefore concerned with the manufacture of a circumvention device, not the act of circumvention.


3.
Furnishing circumvention services?

There have been no judicial decisions prohibiting circumvention services.

1.5
If your country had, by legislation or judicial decision, prohibited circumvention of technological measures, did this prohibition prove effective?

1.
How often did copyright owners avail themselves of technological measures?

We have no precise information concerning the frequency with which copyright owners in Australia adopted technological protection measures.  Anecdotal evidence suggests that technological measures were used mainly to protect high value software products and online databases, including measures such as password protection of databases.  As much of the software used in Australia is imported, if software was protected by a technological measure in its country of origin, it would be similarly protected in Australia.

2.
How often were lawsuits brought alleging unlawful circumvention?

The Autodesk cases remain the only reported Australian decisions specifically dealing with the circumvention of technological protection measures.  There has been no noticeable increase in lawsuits brought alleging unlawful circumvention following the High Court’s decision in Autodesk Inc v Dyason (No 1).

3.
In the event that copyright owners did not apply technological measures or did not bring lawsuits against their circumvention, what were the reasons for non recourse to legal protection of technological measures? 

There are a number of possible explanations for the lack of litigation relating to the circumvention of technological protection measures in Australia. First, although circumvention may well have taken place, most acts of circumvention were likely to have been private and, therefore, difficult to detect and/or not commercially significant.  It makes little commercial sense for copyright owners to initiate expensive litigation unless circumvention-related activities represent a significant commercial threat.  Thus, a copyright owner would be more likely to bring litigation in relation to the commercial manufacture and distribution of circumvention devices, than for private acts of circumvention.  Secondly, even following the High Court’s decision in Autodesk, the extent to which traditional copyright law could protect against circumvention of technological measures, or prohibit the manufacture and distribution of circumvention devices, remained somewhat uncertain.  The decision in Autodesk Inc v Dyason (No 1)
 was subject to considerable academic criticism.  As implied by the subsequent decision of the High Court in Data Access Corporation v Powerflex Services Pty Ltd,
 the Autodesk case involved an extension of traditional principles of Australian copyright law, perhaps beyond the bounds of what would now be judicially acceptable.

1.6
In the absence of legislation or judicial decisions, did a practice develop of tolerating circumvention?

It would not be accurate to say that circumvention of technological measures was “tolerated”.  If a degree of circumvention was “tolerated”, it was in relation to private acts of circumvention with little commercial significance.  As is well understood, in such cases, enforcement costs will likely outweigh any possible benefits from instigating litigation.

1.7
Did you country’s legislation provide for exceptions to prohibitions on circumvention?  If so, please describe them.

As there were no express legislative prohibitions in relation to circumvention, there were no express exceptions to liability for circumvention.  Insofar as circumvention-related activities were prohibited under existing principles of copyright law, the general exceptions to copyright infringement applied.  The main exceptions include the defence of fair dealing and limited exceptions relating to educational use and library copying. 

II.
Implementation of WIPO Treaty obligations – provisions concerning the protection of technological measures

2.1
Has your country adopted legislation to implement the obligations set forth in the WIPO Treaties (WIPO Copyright Treaty, arts. 11 and 12; WIPO Performers and Phonograms Treaty, arts. 18 and 19)?

Provisions to implement obligations under the WIPO Treaties, including provisions aimed at restricting the circumvention of technological protection measures and protecting electronic rights management information, were introduced as amendments to the Copyright Act 1968 (Cth) by the Copyright Amendment (Digital Agenda) Act 2000 (Cth).  The relevant provisions are included in a new Division 2A of Part V of the Copyright Act 1968 (Cth).


1.
When?

The Copyright Amendment (Digital Agenda) Act 2000 (Cth) came into effect on 4 March 2001.

2.
By what means?  A special copyright law?  A general law of which copyright legislation is only a part?  

A special copyright law.  The provisions implementing obligations under the WIPO Treaties were part of a package of extensive amendments made to Australian copyright law by the Copyright Amendment (Digital Agenda) Act 2000 (Cth).

2.2
Is your country active in the field of research concerning or development of technological measures? 

Some research is taking place in Australia in relation to technological protection measures and electronic rights management.  The research is being conducted at universities and by corporations concerned with computer and network security.

2.3
How does your legislation ensure the legal protection of technological measures?

1.
By provisions specifically addressed to the question?

Division 2A of Part V of the Copyright Act 1968 (Cth) includes provisions that specifically provide legal protection of technological measures. 


2.
By provisions on copyright infringement?

No.  Nevertheless, as explained at paragraph 1.4 above, in certain circumstances, circumvention-related activities may amount to an infringement of copyright under established principles of Australian copyright law.


3.
By provisions concerning the general tort law?

No.


4.
By other means?  (for example, provisions on computer crime)

As explained in the answers to the questionnaire for Session IC, other areas of Australian law, including computer crime laws, may provide legal protection for technological measures.

2.4
Briefly describe the legislation.

Division 2A of Part V of the Copyright Act 1968 (Cth) prohibits certain dealings with circumvention devices or services.  Under section 116A, a copyright owner or exclusive licensee may bring an action against a person who commits certain acts in relation to circumvention devices or services.  For an action to lie, the following three elements must be satisfied:

· the work or other subject matter must be protected by a technological protection measure;

· a prohibited act must be committed in relation to the circumvention device or service, without the permission of the copyright owner or exclusive licensee; and

· the defendant must have known, or ought reasonably to have known, that the device or service would be used to circumvent, or facilitate the circumvention of, the technological protection measure.

The Australian anti-circumvention provisions do not specifically prohibit the act of circumvention.  In relation to a circumvention device, the following actions are prohibited: making the device; selling, letting for hire, offering or exposing for sale or hire, promoting, advertising or marketing the device; distributing the device for the purpose of trade, or for any other purpose that will prejudicially affect the copyright owner; exhibiting the device in public by way of trade; importing the device for certain commercial purposes; and making the device available online to an extent that will prejudicially affect the copyright owner.
  In relation to circumvention services, the legislation prohibits providing, promoting, advertising or marketing a circumvention service.
 

In addition to the anti-circumvention provisions, a copyright owner may bring an action for conversion or detention in relation to a circumvention device that is used, or intended to be used, to make infringing copies.

2.5
List the sanctions available for violations and specify whether or not your country’s legislation provides for criminal sanctions.

The remedies available for a breach of the civil anti-circumvention provisions include an injunction and either damages or an account of profits.
  Punitive damages may be awarded, in appropriate circumstances, for flagrant breaches of the provisions.
  Moreover, an action may be brought for conversion or detention in relation to a circumvention device that is used to make infringing copies.
  The remedies for conversion or detention include delivery up of a circumvention device and damages.  

The Australian legislation also establishes criminal offences that, in large measure, parallel the civil actions.
  The penalties for a contravention of the criminal provisions are a fine of not more than 550 penalty units and/or imprisonment for not more than 5 years.
 

2.6
Which persons are liable?

1.
Those who engage in the act of circumvention?

In general terms, the act of circumvention is not prohibited under the Australian anti-circumvention provisions.  Nevertheless, under section 116 of the Copyright Act 1968 (Cth) a copyright owner may bring an action for conversion or detention in relation to a circumvention device that is used, or intended to be used, for making infringing copies.

2.
Those who enable or facilitate the commission of an act of circumvention by:

a.
Supplying information?

No.

b.
Supplying devices?

As explained at paragraph 2.4 above, the anti-circumvention legislation prohibits actions relating to the manufacture and commercial supply of circumvention devices, including making a device available online.

c.
Offering services?

As explained at paragraph 2.4 above, the anti-circumvention legislation prohibits providing, promoting, advertising or marketing a circumvention service.

3.
Is knowledge or intent to circumvent a prerequisite to liability?

Knowledge is a prerequisite to both civil and criminal liability.  A distinction must be drawn between the civil provisions and the criminal provisions.

In relation to a civil action, the defendant must have known, or ought reasonably to have known, that the device or service would be used to circumvent, or facilitate the circumvention of, a technological protection measure.
  The legislation establishes a rebuttable presumption that a defendant knows, or ought to know, that the device or service would be used to circumvent the technological measure.

In relation to the criminal provisions, the defendant must have known, or been reckless as to whether, the device or service would be used to circumvent, or facilitate the circumvention of, a technological protection measure.
  In a criminal action, there is no presumption that a defendant possesses the requisite mental element.

2.7
Are there differences in the scope of the prohibition depending on the kind of technological measure circumvented?  For example is the prohibition the same with respect to: access controls; measures protecting rights of the copyright owner; copyright management information?  If so, why?

In general, the anti-circumvention legislation does not distinguish between different kinds of technological protection measures.  Thus, the definition of a “technological protection measure” includes access controls, encryption and scrambling, and copy protection.
  The general position is, however, subject to two qualifications.

First, the legislation deals separately with circumvention devices and services, on the one hand, and copyright management information, on the other.  In relation to circumvention devices and services, the legislation prohibits the manufacture and commercial supply of devices and the commercial supply of services.  The prohibitions in relation to copyright management information, known as “electronic rights management information”, are quite different.  The legislation establishes two distinct kinds of prohibition in relation to electronic rights management information.  First, the unauthorised removal or alteration of electronic rights management information attached to material protected by copyright is prohibited.
  Secondly, the legislation prohibits certain commercial dealings with material in relation to which electronic rights management information has been removed.
  Electronic rights management information is treated differently from circumvention devices and services because the two kinds of protection measures perform quite separate functions.  Thus, circumvention devices and services are designed to facilitate access to, or copying of, material protected by technological measures.  Electronic rights management information, however, is designed mainly to assist in the identification of copyright infringements.

Secondly, the legislation prohibits a wider range of activities in relation to circumvention devices than are prohibited in relation to circumvention services.  As explained at paragraph 2.4 above, the prohibition in relation to services is limited to providing, promoting, advertising or marketing a circumvention service.
  It therefore does not expressly include activities such as the importation of a circumvention service.  The secondary material accompanying the introduction of the legislation did not explain the reasons for treating circumvention devices differently from circumvention services.  Presumably the prohibitions in relation to circumvention services were considered sufficient to encompass those activities likely to be of concern to copyright owners.

2.8
If supplying devices for circumvention is a prohibited act,


1.
Specify how devices are defined.

A “circumvention device” is defined as:

… a device (including a computer program) having only a limited commercially significant purpose or use, or no such purpose or use, other than the circumvention, or facilitating the circumvention, of an effective technological protection measure.

A “circumvention service” is defined in similar terms.
   

The legislation defines a “technological protection measure” essentially as a device or product that is designed to prevent or inhibit the infringement of copyright by controlling access (including the use of encryption or scrambling) or by a copy control mechanism.

The reference to “effective” technological protection measures in the definitions of a “circumvention device” and “circumvention service” creates a logical loop: if a measure can be circumvented, then it is no longer “effective”, meaning that a device or service that successfully circumvents a technological measure does not fall within the legislative definitions of a “circumvention device” or a “circumvention service”.  This difficulty was a drafting error and legislation has been introduced to rectify the definitions.
 

a.
Does the definition encompass software (computer programs)?

Yes.

b.
Does liability depend on whether the device is effective, and if so, what standard is used to determine the effectiveness of a device?

Liability does not depend upon the device or service being effective. 

2.
How does the legislation take account of the fact that some devices capable of circumventing technological protection measures also have other, beneficial purposes?  Eg., does liability depend on whether circumvention is the sole purpose of the device, or its primary purpose, or on whether there are commercially significant uses for the device other than circumvention, or some other standard?

The legislation takes account of the fact that some circumvention devices may serve beneficial purposes in two ways.   First, the definition of a “circumvention device” is limited to devices that have “only a limited commercially significant purpose or use” other than circumventing a technological measure, or devices with the sole purpose or use of circumvention.  Thus, there appears to be no liability in relation to a device that has a commercially significant purpose or use other than circumvention.

Secondly, the legislation establishes defences in relation to the manufacture, importation and supply of circumvention devices if such activities are undertaken for a “permitted purpose”.  As explained below, a circumvention device is supplied for a permitted purpose if it is supplied for a use that falls within a number of specified exceptions to copyright infringement.  The exceptions include use of a device for the decompilation of computer programs, error correction and security testing.
  There is, however, no exception for uses that fall within the Australian defence of fair dealing.

III.
Exceptions to prohibitions:  authorized circumventions

3.1
Does your country’s legislation provide for exceptions to the prohibition on circumvention?  Do the exceptions differ according to the type of measure at issue (access controls; measures protecting rights of the copyright owner; copyright management information)?

The anti-circumvention provisions of the Copyright Act 1968 (Cth) include a number of statutory exceptions to the prohibitions on circumvention.  In general, the exceptions do not differ according to the type of technological protection measure.  The prohibitions relating to electronic rights management information are, however, treated quite differently from the prohibitions on circumvention devices and services.  Provided the elements of an action are made out, there are no exceptions to the prohibitions on the removal or alteration of electronic rights management information, or on commercial dealings with material whose electronic rights management information has been removed.  


1.
Exceptions for the benefit of users:


a.
Do they correspond to all copyright exceptions?


No.

b.
Do they correspond to only some of the exceptions (eg. draft EU Directive, seven listed exceptions)?

Yes.

c.
Is there a closed list of exceptions, or general criteria to assess the appropriateness of the exception?

There is a closed list of exceptions.  The most important exceptions apply only if a circumvention device is supplied, made or imported for use for a “permitted purpose”.  A “permitted purpose” is identified by reference to certain statutory exceptions to copyright infringement. 

d.
Describe the circumvention exceptions in your law.

There are three separate general exceptions that apply to the prohibitions on circumvention devices and services.

The first exception applies to the supply of a circumvention device or service for use for a permitted purpose.
  The following three elements must be established for the defence to apply:

· the circumvention device or service must be supplied for use for a “permitted purpose”;

· the person to whom the device or service is supplied must be a “qualified person”; and

· the person must give the supplier before, or at the time of, the supply a signed declaration stating certain matters.

A circumvention device is “supplied” if it is sold, let for hire, distributed or made available online and a circumvention service is supplied if it is provided.
  A device or service is used for a “permitted purpose” if the use falls within one of a specified number of statutory exceptions to copyright infringement.
  The exceptions relate to the reproduction of computer programs to make interoperable products, to correct errors, and for security testing; lawful copying by libraries, archives, educational and other institutions, including institutions assisting persons with an intellectual disability; and lawful use of copyright material for the services of the Commonwealth or a State.  A “permitted purpose” does not include a use of a device or service that amounts to a fair dealing.  A “qualified person” is essentially a person who is authorised to copy or deal with material for the purpose of one of the specified statutory exceptions.

For the defence to apply, the qualified person must give a signed declaration to the supplier.  The declaration must include: the name and address of the person to whom the device or service is supplied and the basis on which the person is a qualified person; the name and address of the supplier; a statement that the device or service is to be used only for a permitted purpose and a statement identifying the purpose; and a statement that the copyright material is not readily available in a form that is not protected by a technological protection measure.
  During policy debates surrounding the introduction of the anti-circumvention provisions, copyright owners expressed concerns that “the system of signed declarations … could be easily rorted by pirates”.
  As a result, a House of Representatives Committee recommended the inclusion of a provision prohibiting the making of false declarations in relation to circumvention devices or services.
  This recommendation was accepted.  Under section 203G it is a criminal offence for a person to make a declaration in relation to a circumvention device or service, knowing that the declaration is false or misleading in a material particular, or being reckless as to whether the declaration is false or misleading in a material particular.
  Consequently, a qualified person who, at the time of making the declaration, knowingly or recklessly makes a false statement that a device or service will be used only for a permitted purpose commits an offence.
  Conversely, if a person does not, at the time of making the declaration, knowingly or recklessly make a false or misleading statement, but a device or service is later used for a purpose other than the identified permitted purpose, no offence is committed.  The declaration must be given by the qualified person to the supplier of the circumvention device or service.  The supplier must retain the declaration for a specified period, known as the “prescribed retention period”.  It is an offence for a person to knowingly or recklessly dispose of, or destroy, a declaration within the prescribed retention period.
  The prescribed retention period is six years from the day on which the declaration is made.

The second exception applies to the making or importing of a circumvention device.
  To establish the defence, it must be shown that the device has been made or imported for one of two purposes.  

First, making or importing a device is not prohibited if:

· the device is made or imported for use for a “permitted purpose”; and

· the material is not readily available in a form that is not protected by a technological protection measure.

As explained above, a “permitted purpose” refers to use within a limited number of statutory exceptions to copyright infringement, including exceptions relating to computer programs and copying by libraries and educational institutions.

Secondly, making or importing a device is not prohibited if the device is made or imported to enable a person to supply the device or a circumvention service for use only for a “permitted purpose”.
  As noted above, a device is used for a “permitted purpose” if the use falls within one of a specified number of statutory exceptions to copyright infringement, including exceptions relating to computer programs, libraries and educational institutions.

The third exception is an unqualified exception that applies to anything lawfully done for the purposes of law enforcement or national security by or on behalf of the Commonwealth, a State or Territory, or an authority of the Commonwealth, a State or Territory.

The three exceptions that apply to the civil prohibitions are matched by three identical defences to the anti-circumvention criminal offences.
 

e.
What are the justifications for the exceptions for which your country’s legislation provides?

The exceptions are intended to prevent the prohibitions relating to circumvention devices and services from undermining certain established exceptions to copyright infringement and to allow for some degree of access to digital material.  Thus, the Second Reading speech to the Copyright Amendment (Digital Agenda) Bill 1999 (Cth) stated that:

‘The new enforcement measures are subject to important exemptions which will allow a person to undertake the proscribed activities for specific ‘permitted purposes’.  These exemptions will facilitate the operation of specific exceptions to the rights of copyright owners and are vital for ensuring reasonable access to copyright material in electronic form’.
 

2.
Are there new exceptions for circumvention of technological measures that did not expressly exist in your country’s prior copyright law?

Yes.   The exceptions permitting the making, importing or commercial dealing with circumvention devices and services for the purposes of law enforcement and national security are new.
 

3.
Do exceptions differ depending on the type of technological measure circumvented?  Why?

As explained above, the prohibitions relating to electronic rights management information are treated quite differently from the prohibitions relating to circumvention devices and services.  Unlike the anti-circumvention provisions, there are no exceptions to the prohibitions on electronic rights management information.  The differences clearly result from differences in the operation of rights management information, on the one hand, and other technological protection measures, such as access and copy control technologies, on the other.  As rights management information is intended to assist in tracking copyright infringements, not in controlling access, exceptions to the prohibitions on electronic rights management information are not required to ensure reasonable access to electronic material.  It should be noted that the prohibitions relating to electronic rights management information apply only to material in which copyright subsists. 

3.2
Does your country afford users the means to exercise the exceptions to circumvention?  If so, how? 

Australian copyright law does not specifically afford users the means to exercise exceptions to the anti-circumvention provisions.

3.3
Are there private agreements (contracts, collective bargaining …) that permit certain categories of users (eg, public libraries) to circumvent?  If so, why? 

To our knowledge there are no private agreements permitting users to circumvent.  It should be noted that the Australian anti-circumvention legislation does not expressly prohibit use of a circumvention device or service.

3.4
Does your legislation offset any circumvention exceptions with rights to remuneration or compensation?

As explained at paragraph 3.1 above, the anti-circumvention provisions establish exceptions in relation to a circumvention device or service if the device or service is used for a “permitted purpose”, meaning that the use falls within one of a specified number of statutory exceptions to copyright infringement.  Two of the identified statutory exceptions to copyright infringement provide for remuneration to the copyright owner.  

First, a “permitted purpose” includes use of copyright material that is exempted from copyright infringement under Part VB of the Copyright Act 1968 (Cth).  Part VB provides for the lawful reproduction and communication of copyright material by educational institutions, institutions assisting persons with a print disability and institutions assisting persons with an intellectual disability.  Part VB consists of a number of specific statutory exceptions to copyright infringements.  Some exceptions, including those relating to copying of insubstantial amounts of material in hardcopy form, are not subject to remuneration.  Other exceptions, however, including those relating to multiple copying and communication of material, are subject to a statutory licensing scheme requiring the payment of equitable remuneration to a collecting society.   

Secondly, a “permitted purpose” includes use of copyright material for the services of the Commonwealth or a State under section 183 of the Copyright Act 1968 (Cth).  Section 183 establishes a statutory licence that permits the Commonwealth or States to do acts comprised in the copyright under an agreement with the copyright owner or exclusive licensee.  The terms of the agreement, including remuneration, are those agreed between the Commonwealth or a State and the copyright owner or exclusive licensee.  In the absence of an express agreement, the terms are those fixed by the Copyright Tribunal.
    

3.5
Do consumer equipment manufacturers have any obligation to design their products to recognize and comply with specific protection measures?  Does your legislation address this issue, and if so, how?

Under the Australian copyright anti-circumvention laws, there are no legal obligations requiring consumer equipment manufacturers to design their products in accordance with specific technological measures.

3.6
What has been your experience under your legislation to date (eg, court proceedings, administrative interpretations, etc.)? 

The Australian anti-circumvention legislation came into operation on 4 March 2001.  We know of no legal proceedings since the legislation has come into effect.

3.7
To what extent are works currently marketed in your country with technological protection?  Please describe with as much detail as possible the kinds of works currently protected and the kinds of technological measures used.

Technological protection measures currently used in Australia are similar to those used elsewhere.

Many online databases hosted in Australia, such as databases of financial information, are password protected.

Motion pictures stored on digital versatile discs (DVDs) are protected by either the Content Scrambling System (CSS) or, in analogue form, by macrovision.

Other forms of technological protection measures currently used in Australia include other encryption technologies and the use of steganography, such as digital watermarking.
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