1. The protection of Technological Measures before the WIPO Treaties.

1.1. Technical measures protecting softwares

a) Source

The Belgian Copyright Act does not provide for anti-circumvention provisions, but in the Belgian law on the legal protection of computer programs, which has implemented the related European directive of 1991. The software directive, article 7(c), says : 

"... Member States shall provide....appropriate remedies against a person committing (...) c) any act of putting into circulation or the possession for commercial purpose of, any means the sole intended purpose of which is to facilitate the unauthorized removal or circumvention of any technical device which may have been applied to protect a computer program."

This provision has been resumed in the article 10 of the Belgian Software Act, dated of 30d of June 1994 : 

"(…) People who put into circulation or possess for commercial purpose of, any means the sole intended purpose of which is to facilitate the unauthorized removal or circumvention of technical devices which protect a computer program shall be fined 100 to 100.000 Belgian franks.

The text is rather similar to that of the directive.

b) Prohibited devices and activities

The act of circumvention or defeating the technical measure is not prohibited. The law only speaks about the persons who commercialize devices or means enabling such circumvention. As the directive, the law applies only to circumvention devices and preparatory activities. Prohibited activities are largely defined in the article 10 by the wording "put into circulation". In our view, this includes the sale, distribution, rental, importation, and the on-line delivery. On the contrary, manufacturing, advertising, promoting or providing information related to such circumvention means should stay outside the scope of the law. 
Besides, the possession for commercial purposes of prohibited devices is specifically covered, contrasting to the performance of circumvention services, which should thus remain authorized. 

The illicit devices are "any means the sole intended purpose of which is to facilitate the unauthorized removal or circumvention of technical devices". This criteria is both wide and narrow. The wording "any means" is indeed very large since it could cover a broad range of devices, software, tools, components of a device. On the other hand, the only purpose of the devices should be the circumvention, which narrows strongly the means that could be considered as illegitimate. For instance, a software whose purpose is completely legitimate while it subsidiarily enables the passing off of the protection measure, will not be condemned, even though the consumers may use such software on that lone purpose. "Only purpose" standard leaves a great number of devices out of the scope of the anti-circumvention provision. This raises a doubt as to whether such provision might be effective. A circumvention feature could be easily combined with other legitimate, even though accessory, functions in the same device which will be hence qualified as lawful. 

It is noteworthy to repeat that the sanctions are criminal ones which induces that the text should be narrowly construed. In consequence, the definition of the unlawful devices and the forbidden activities related thereto are strictly limited. 

The measures protecting the software whose circumvention by devices is prohibited are not defined. The provision only tells about " technical devices which protect a computer program". This could cover a broad range of devices such as access-control tools, encryption of the source code, anti-copy mechanisms, etc. The technical protection does not have to run along the scope of  copyright in the software. In our view, it means that measures other than those preventing a copyright infringement are also protected. 

c) Limitations and exceptions to anti-circumvention provisions

The Belgian prohibition of circumvention devices does not allow for exceptions. Sellers of anti-circumvention devices could not argue that the device aims at enjoying from an exception, e.g. carrying out a back-up copy, reverse-engineering the software. Yet, some legal scholars
 consider that prohibiting devices which enable the making of exceptions would imply make the exception useless. For instance, a mean that makes easier a back-up copy should not be unlawful. Otherwise the back-up copy won't exist anymore. Such opinion is legitimate but it limits the text of the Belgian law with exceptions that are not recognized by the law. Besides, making unlawful the circumvention of a technological measure in the purpose of enjoying from an exception amounts indeed to make the exception inefficient. It is not the same as far as devices are concerned (it should be reminded that the Belgian law only covers devices not the act of circumvention). In such a case, one can reasonably argue that prohibiting the sale of circumvention device enabling the exercise of an exception signifies the death of an exception. 

Nevertheless, the same result, i.e. safeguarding the exceptions against technical barriers, could be achieved through the very definition of the unlawful devices. Indeed the device will be unlawful if its sole intended purpose is to facilitate the unauthorized removal or circumvention of technical device. One could argue that a device that aims at enjoying from the exception does not circumvent as the sole intended purpose, hence is lawful.

d) Mandate obligation 

The Belgian law does not impose to electronic consumer manufacture or computer industry to make their products compliant to existing protection measures. Such an obligation, the so-called 'no mandate provision', prevents electronic or computer devices manufacturers from being sued for anti-circumvention provisions infringement if their devices does neither comply nor interoperate with technological copyright protection measures. 

Besides, the criteria for the unlawfulness of the circumvention device is narrow enough (the sole intended purpose of which is to facilitate the unauthorized removal or circumvention of technical device) to prevent the prohibition of electronic consumer devices for the sole reason they do not help the protection measure be effective. For instance a personal computer that does not comply with an anti-copy device embedded in the operating system software should not be considered as unlawful. Indeed, it aims a number of legitimate purposes other that the sole circumvention of the protection mechanism. 

1.2. The protection of 'rights management information'.

The Belgian copyright act does not  tell about 'rights management information' as defined in the 1996 WIPO Treaties. 

Nevertheless, tampering or altering information related to the identity of the author could in some cases be sanctioned by the copyright law. An example is the article 80, al. 3 of the copyright law that considers as an offence the use and application of the name or other distinctive sign of the author or neighboring rights holder on works not created, produced or performed by her. These works will then be qualified as counterfeiting objects. 

The wording 'name or other distinctive sign' is broad enough so as to cover the digital identification methods as we will know tomorrow. The only requirement would be that such identification relates to the author and not to the work or rights attached thereto. Article 80 actually aims at protecting the identity of the author and at condemning 'false signature'. The key purpose of this provision is to fight against fake. It is worth noting that the offence does not fit into the boundaries of the moral right since it applies to the author and to related rights holders as well, including the phonogram and  film producers and broadcasters even though they do not enjoy from a moral right of paternity under the Belgian law. 

The false attribution of a work by using or altering any data related to the identification of the author, or any numbers or codes that represent such information, will be prohibited. On the contrary, deleting  these data will not be an offence under this article 80, al. 3. However, such an act would amount to a moral right infringement, sanctioned as any rights infringement as a fault and by the first indent of article 80 of the Belgian law
. Only information identifying the author, object of the moral right of paternity of the author and information identifying the performers who benefit from a right to the mention of their names, are here concerned. Tampering with information representing the name of the producer, who does not enjoy a moral right under the Belgian law, or with that related to the work or the usage rights will not be considered as a moral right infringement. 

1.3. Case Law 

As far as we know, the Belgian courts have not yet applied the anti-circumvention software provision. 

II. Transposition of WIPO Treaties

At present, Belgium has not transposed the WIPO Treaties anti-circumvention and rights management information provisions. This will be certainly be done when implementing the forthcoming European directive on copyright in the Information Society whose article 6 and 7 convey this part of the WIPO Treaties. 

One intricate question should arise then. In 1998, the Belgian law maker when implementing the European directive on the database protection has integrated two provisions in the copyright act stating that the exceptions to copyright and related rights are binding
. This principle applies to all exceptions, even to compulsory licenses. 

Consequently, legal exceptions can not be contracted out. In that case, is a technical device allowed to bypass the exceptions ?  It should be justified that contract and technical measure have to comply with the same rule.

Yet, the purpose of granting a binding nature to exceptions was not preventing technological measures from depriving users from the exercise of an exception. To our knowledge, the main purpose of this unprecedented provision was to prevent the right holders from bypassing the negociations on compulsory licenses, e.g. for private copy. Copyright holders could have agreed on the amount of the levy for private copy and entering specific contracts at the same time with some users. Considering such licenses as imperative preclude contracting out.

We think that the binding nature of an exception could be invoked against a technological measure that impedes its exercise. Should this case be in front of a court, the judge could be convinced and decide that the exception prevails over the technical device. 
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� This amounts to 2,5 to 2500 Euro. Fines are multiplied by the so called "décimes additionnels", which means 200 times the amount of the fine. The maximum fine can therefore be 500 000 Euro. 


� F. de Visscher & B. Michaux, Précis du droit d'auteur et des droits voisins, Bruylant, Bruxelles, 2000, p. 535-536, n°675.


� Which considers as a criminal offence infringements of the rights of the author and related rights holder when carried out maliciously or with fraud.


� M.C. Janssens, Belgian Report, Rapport belge, in The boundaries of copyright, ALAI Study Days, Cambridge, 14-17 September 1998, Australian Copyright Council, 1999, p. 42-54. 





