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1. Types of  Circumvention
Are any of the following acts prohibited under some legal regime in your country, and if so, please specify which regime:

a. Gaining access to a technologically protected computer system or to protected material without authorization ?

b. Receiving protected data or material without authorization or without paying the due remuneration ?

c. Gaining access to a technologically protected computer system or to protected material by supplying a false name or password ?

d. Gaining access to a technologically protected computer system or to protected material by supplying a false Internet protocol (i.p.) address ?

e. Gaining access to technologically protected material by supplying false payment information ?

f. Decrypting without authorization encrypted content ?

g. Overriding a limit on the number of simultaneous users allowed access or on the allowed time of access ?

h. Overriding a limit on the number of copies an authorized user is permitted to make, or a technologically enforced prohibition against making any copies ?

1.a-h: I refer to the specific responses to point 2-10 below.

2. General tort law rules of direct or secondary liability: 

a. Under your country’s general tort law principles, could a person be held liable for having engaged in an act of circumvention or for having manufactured or distributed a circumvention device?  What would be the conditions for liability? 

Yes. If a person knows or should have known that he is engaged in an activity that is illegal according to broadcasting law, telecommunication law or crime law, and if another person suffers a loss due to that activity, the former would be held liable to pay damages to the latter.

b. Has your country’s case law already applied tort law to prohibit or to enjoin the act of circumventing or the manufacture or distribution of a circumvention device?  Are knowledge or intent required?  How have knowledge or intent been defined?  Is the liability of manufacturers and distributors of devices direct, or based on secondary liability (contributory or vicarious)?

No important case law exists in Denmark as far as the rapporteur is informed, except the Supreme Court decision mentioned under point 6.

c. If general tort principles may apply in your country to prevent the act of circumventing, or the supplying of circumvention devices, are there exceptions to the scope of the prohibitions?

See point 2.a.

d. Under what circumstances might resort to technological measures to block access be considered in your country an “abuse of right”?

n/a

3. Broadcasting law, cable and satellite regulations, protection of encrypted services or broadcasts, protection of conditional access services 

a. Are encrypted services  or broadcasts (e.g. pay-TV signals, etc.) legally protected in your country? Is the regulation civil, administrative, criminal or public?  What is the rationale for this regulation?

Yes. The legislation is public (Broadcasting Act). The rationale behind the rules is to protect the broadcasters and consumers who suffer from the activities of those who distribute etc. so-called “pirate decoders”.

b. In such legislation, is the decryption, descrambling or any other form of unauthorized interception of encrypted services or broadcasts prohibited? Under what conditions?  What are the rationale and purpose for such prohibition?  What are the services or programs at issue?  Is protection available only if the broadcast or transmission requires payment?   (i.e., no protection for free broadcasts of transmissions?)  Who may bring a claim?  What remedies are available?

According to sec. 75 a of the Danish Broadcasting Act it is prohibited to produce, import, distribute, possess or change decoders or other kinds of decryption equipment the purpose of which is to provide unauthorized access to encrypted radio or television broadcasts. Advertising for such equipment is also prohibited.

This “pirate decoders provision” covers not only pay tv but also free tv services (and radio).

It is not a condition that the activity is commercial. Also private distribution and possession etc. is illegal. Distribution of blank smart cards combined with information on how to circumvent the encryption is prohibited. A web site with information on the encryption codes used by pay tv broadcasters must be deemed illegal.

Any person who is held liable according to this provision in the Broadcasting Act can be sentenced a fine or up to six months in prison (sec. 76 a of that Act). The maximum punishment for non-commercial activities is, however, a fine.

It is the public prosecutor who, on the basis of the police’s investigation, can bring claims under this law.

c. Is the distribution of devices that enable or facilitate circumvention illicit? What are the criteria for considering a device to be illicit?  For example, is there a requirement of knowledge or intent to engage in or facilitate illicit circumvention?  What commercial/private activities related to that device are prohibited (manufacture, distribution, sale, possession, etc.)?  How does the law address devices that potentially have licit and illicit purposes?  Who may bring a claim?  What remedies are available?

See point 3.b.

d. Are there circumstances in which circumvention or decryption is authorized or exempted from the prohibition? How have courts in your country applied the prohibitions (or exceptions) to circumventing technological protections for broadcasts and transmissions? 

See point 3.b. The law has been used in a decision of the Eastern Division of the High Court in 2000 where a person was ordered to pay a fine of DKK 200,000.

e. Do you consider these legal provisions as adequate and effective?

Yes.

f. Conditional Access:

In The European Union, a directive of 1997 protects conditional access services, defined as "services provided against remuneration and on the basis of conditional access,” whereas "Conditional Access" means “any technical measure and/or arrangement whereby access to the service in an intelligible form is made conditional upon prior individual authorization.”  Protected services could be  television and radio broadcasting services as well as Information Society Services, e.g. video or audio-on-demand, electronic publishing, on-line access to a database and a wide range or other on-line services. 
1. Is there a similar protection in your country ? In which legal regime (broadcasting law or other) ? 

2. If yes, what is the rationale of the protection ? Which services are covered? What are the requirements for protection? Is conditional access defined on the basis of a requirement of payment for the transmission? Is the circumvention of the conditional access measure and/or the circumvention device prohibited?  Which activities related to circumvention devices are prohibited (sale, manufacture, possession, etc…)?

3. The European Directive also covers the so-called "Information Society services", i.e. services provided at distance upon individual request from the recipient of the service. Does your legislation on conditional access concern information society services as well? In other words, could your conditional access legislation be applied to services provided through the Internet or other networks? 

The Directive has been incorporated in the Danish Broadcasting Act (see point 3.b) and the Danish Act on Competition and Consumer-Related Aspects of Telecommunication (see point 4.a).

4. Telecommunications Law: 

a. Telecommunications law sometimes prohibits unauthorized interception of any wire or electronic communication. This could serve as a basis for a claim against decryption or any other unauthorized means of getting access to data when transmitted over telecommunication networks.  Does your country’s telecommunications law include such a prohibition? If so, 

1. Which acts are concerned (interception, disclosure, unauthorized access, reception, etc.)? Does the law cover interception devices as well ?

2. Does the content have to be encrypted or otherwise protected so as to benefit from protection? 

3. What are the circumstances where interception is authorized or where interception devices are legitimate (e.g., when they comply with some technical standards)? 

4. Who may bring a claim ? What remedies are available ?

According to sec. 91 of Danish Act on Competition and Consumer-Related Aspects of Telecommunication it is prohibited for commercial purposes to produce, import, distribute, possess or change decoders or other kinds of decryption equipment the purpose of which is to provide unauthorized access to information or content services that normally are offered against payment. Advertising for such equipment is also prohibited.

It is a condition that the activity is commercial. Private distribution and possession etc. is therefore not illegal. A non-commercial web site with information on how to circumvent encrypted information society services must therefore be deemed not to be illegal.

Any person who is held liable according to this provision in the Act on Competition and Consumer-Related Aspects of Telecommunication can be sentenced a fine (sec. 112(1)(3) of that Act).

It is the public prosecutor who, on the basis of the police’s investigation, can bring claims under this law.
b. Telecommunications law might also impose mandatory technical standards to be applied to telecommunication reception devices. This could lead to prohibiting devices enabling the unauthorized reception of communications. What about the telecommunications law in your country? 

There is no such regulation in Denmark.

5. Computer crime

a. In your country, is there legislation related to computer crime?  Can circumvention of technological measures and/or unauthorized access to computer systems, networks or data be prosecuted under such statutes?  What is the rationale of criminalizing such offenses? 

According to sec. 279 a of the Danish Penal Code it is prohibited for profit to make any kind of unjustified change in, addition to or deletion of computer data or programs or to try to affect the result of any electronic data processing – popularly known as hacking or data fraud.

The penalty is prison up to one year and six months (sec. 285(1)). In certain cases the penalty will only be a fine.

b. What is the definition of the offense? Is the way of getting unauthorized access defined : e.g. providing a false password, decrypting, cracking the technical protection, etc. ?

See point 5.a.

c. Can the manufacture or distribution of devices enabling the carrying out of these offenses be prosecuted as well (such devices are sometimes called 'hacker tools')?  If not, could the seller or manufacturer of circumvention devices be prosecuted as an accomplice? What are the penalties for the offense?

See point 5.a. The manufaction and distribution of such devices are not covered by this regulation.

d. Is knowledge or malicious intent required to constitute the violation? 

Yes.

e. Has computer crime legislation already been applied by your country’s courts to the unauthorized access to protected information or transmissions, or to the circumvention of technological protection measures?

Yes.

f. In the absence of specific provisions on computer crime, could unauthorized access and/or the circumvention of technological measures be considered to violate other penal laws (e.g., offences such as theft, fraud, breaking and entering, forgery, etc.)? Are there some examples in the case law?

n/a

6. Unfair Competition law or unfair commercial practices

a. In your country, in the absence of specific prohibitions on circumvention or unauthorized access, has the distribution of circumvention devices or descramblers been prohibited through the application of unfair competition law?  Under what circumstances? 

Notwithstanding the specific regulation elsewhere in the legislation, circumvention or unauthorized access can be deemed to be unlawful according to the Danish Marketing Act (unfair competition law). 

In a decision of 2 November 2000 of the Danish Supreme Court a person was ordered to pay damages of totally DKK 40,000 to two pay tv satellite broadcasters for having distributed smart cards (coded as well as blank) the purpose of which were to decode encrypted television signals.

b. What are the advantages, disadvantages and boundaries of the recourse to unfair competition law as far as circumvention activities or devices are concerned? Do you consider this protection as sufficient and effective?

It is an advantage to be able to combine the provisions in the Marketing Act with the specific regulation mentioned in point 4 and 5 in order to claim damages for the illegal activities.

7. Protection of technological measures as such 

Technical means of protection might be in themselves protected by a proprietary right, e.g. by a copyright (for instance if the technological measure consists of software), patent or trade secrets.  In such a case, circumventing the software or the technical system or developing circumvention devices could effect an unauthorized reproduction of the software (namely by reverse engineering) or a disclosure of the trade secret. 

a. In your country, what legal regime of exclusive or related rights might apply to the technological measure?  Under what conditions?  Do you know any case law in that field? 

If software is copied in the course of an act of circumvention this would be a copyright infringement which would violate the Danish Act on Copyright.

b. What exceptions related to these legal regimes could be applied to legitimate the circumvention act or device?

Probably none, as any reproduction of computer programs can only be deemed legal if it is done by a person who has the right to use that program (sec. 36 and 37 of the Act on Copyright).

8. Other protections

a. Can you think of any other means of protecting technological measures against circumvention in your country?  In which legal areas and by which mechanisms (e.g., privacy law, property right, "trespass", “conversion,” …) ?

No.

b. In particular, do you think that, in your country, contract law can offer an effective prohibition against circumvention?  

1. For example, a contract obliging each user not to circumvent can be embedded in the technological measure itself when it enables the on-line licensing of or access to transmissions (including content). Would such a contract be enforceable in your country?  

2. Or contracts might be negotiated between content providers and the computer or consumer electronic manufacture industries in order to oblige them either to design devices that answer to technological measures or not to develop devices that are able to circumvent them.  Are such negotiations in progress in your country?

n/a

9. Limitations, exceptions, fundamental rights, third parties' and public interest

a. Are there any general limiting principles that could apply to the various legal regimes we have addressed in this report (e.g. freedom of expression, freedom of information, public interest, consumer protection, abuse of right, etc.)?

Not besides those mentioned.

b. What are the concerns of computer and consumer electronics industries related to prohibitions of circumvention devices? Have these concerns been taken into account in the legal provisions addressed above?

Yes.

10. Potential application of the protections surveyed in Questions 1-9 to copyrighted works

a. In your country, could copyright holders avail themselves of some or all of these extra-copyright legal provisions or mechanisms, either to prevent the act of circumvention of technological measures, or to prohibit trafficking in circumvention devices?  If so, which ones? 

Authors and other rightsholders clearly benefit from the rules mentioned under point 4 and 5 as these rules – and the posibility to claims damages in the same areas – provide a protection similar to a copyright law provision on circumvention.

b. Could the alternative means of protection for technological measures available in your country be added or used simultaneously with copyright-related anti-circumvention provisions?

Yes.

c. What would be the pros and cons of recourse to extra-copyright protections against circumvention of access to copyrighted works or circumvention of technological protections of rights of the author?  Do these protections call for reassessment of the need for copyright-specific protections?

There are different purposes of the different pieces of legislation but in the rapporteur’s view it is an advantage to be able to combine these different rules. Together, they form a sensible level of protection.

d. If recourse to extra-copyright protections is available, could your country implement the WIPO treaty obligations without copyright-specific anti-circumvention legislation?  In your view, would this be a desirable approach?  If not, to what discrepancies or failures in the existing law would copyright-related anti-circumvention provisions need to respond?

No. Specific copyright law rules are necessary.

Any other observations ?

No.
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