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Introduction

The adoption of technical measures of protection appears to be the best solution allowing rightholders to control access to their works and even the way their works are used. The implementation of such measures has been dealt with for a long time, far before the digital age. More than twenty years ago, Professor KOUMANTOS already highlighted the necessity to “put the technology to the service of law, of justice and of freedom of thought”.

The diversity of these measures and the gradation of their effects, granting to rightholders a detailed management of the possibilities offered to users, are worth noticing. Some of these measures have existed for many years and their efficiency has been proven.

They can be incorporated in the reproduction device, in the recorded material or in the work itself. In the latter case, a digital sub-code grants protection for each part of the work and the system can ingenuously be associated with identification measures. Of course, several of these measures can be used simultaneously, in order to increase their efficiency.

The effects of technical measures can depend on choices made by right owners.

· In the first place, rightholders can modulate or preclude access to their work.

· In the second place, they have the ability to prohibit copying, or more precisely the use of the material resulting from the copy, by different means consisting exclusively in computer programs or associated with a specific device
. Many possibilities exist to put "locks" in place, such as computer programs have used for a long time: it is the locking method, which seems to be considered legal today
.

· In the third place, technical measures can limit the possibility of reproduction so that the part of the work which has been reproduced can be locked, or that a single copying act can be realized, or that the copy can only be reproduced by means of the original material: the advantage of these measures is to confine copying to situations where its use causes little or no prejudice to the rightholders' interests, that is to restore the compliance with the purpose of the private copying exemption stated in French Copyright law.

Those measures may always be criticised for not being totally effective. Indeed, piracy by "cracking"
, celebrated by many as an art, has no limit. Whatever technical or legal measures might be provided, the game of cops and robbers will certainly raise vocations.

Regarding industrial piracy, more damaging but also more obvious than "domestic" piracy, no technical measure has been able nor will be able to curb it. The struggle against this international practice needs a better judicial and police cooperation on a worldwide scale.

Nevertheless, the enforcement of legal provisions designed to convict persons proposing solutions to circumvent technical measures is a necessary and reasonable solution, given the increasing development of the digitalization of copyrighted works and other subject matters: “In an endless game of mirrors, law then comes to the rescue of technology in order to enable the latter to come effectively to the rescue of law […]! Thus, technology would be an auxiliary to the exclusive right”
.

The study of the possible remedies follows the ALAI Amsterdam Congress of 1996 and more particularly the questionnaire IV on copyright and technical protections.

However, other solutions must not be put aside. In that respect, in a digital environment where communication is mainly made of networks, watermarking or any other identification process is the best solution because any unauthorized communication is inhibited. Indeed, with the implementation of an easy and cheap surveillance system, watermarking can grant control on the use of works and more precisely on the respect of the conditions provided for the enforcement of exemptions. Technical protection measures, which impose undistinguishing legal measures against circumvention (or authorize it for the enforcement of exemptions!), can then be marginalized. Watermarking acts like a sword of Damocles over users’ heads, who can be located for any unauthorized act they commit, provided that they use an open network.

Otherwise, without being addressed in the present report, the enforcement and the protection of technical measures of identification are provided in the statutory texts enacted by WIPO or in the European Directive proposal “Copyright and neighbouring rights in the information society”.
Legal protections and technical protections: interactions





I.
State of the law before transposition of the WIPO Treaties

1.1
Before adoption of the WIPO treaties in 1996, did your country already have legislation concerning technological protection of copyrighted works?  If so, in what areas (e.g. software . . .)

French law has no provision related to the existence or the fostering of technical measures designed to protect copyrighted works.

Similarly, no provision of this kind exists in a broader level concerning the access or use of other immaterial goods such as information or television programs.

1.2
Did your country already have legislation addressing protection of information encoded in the work concerning the work or its author or copyright owner?

French law has no specific provision on the protection of information measures regarding copyrighted works.

However, the author’s moral right can be deemed to grant remedies against persons having suppressed or modified the information related to the author of the work. Indeed, among its attributes, the moral right grants to the author a right to the respect of his/her name (article L. 121-1 of the French Intellectual Property Code). Therefore, every modification or suppression of the information related to the authorship of the work would constitute a copyright infringement giving rise to the subsequent remedies, even though this information could not directly be perceived by the public.

1.3
Did your country’s legislation prohibit the circumvention of technological measures?

1.
By the person who committed the act of circumvention?

2.
By the person who furnished the means of circumvention:

a. By furnishing information about these means?

b. By furnishing the devices enabling circumvention (preparatory acts)?

c. By offering circumvention services?
Considering the French specificities, answering to these questions needs a global approach.

· The only specific remedy provided by the law against circumvention of technical measures protecting copyrighted materials is confined to acts meeting each of the three following conditions:
(
the act concerns copyright

(
the act is related to a computer program

(
the act is associated to, or tends to make more attractive, the making available of devices enabling circumvention: advertising or information on the circumventing functions.

This provision is set out in article L. 122-6-2 of the French Intellectual Property Code (Loi 10 Mai 1994, art. 5): 

“Any advertising or direction for use related to the material enabling the suppression or neutralization of any technical measure protecting a computer program shall mention that the unauthorized use of such material falls within counterfeiting sanctions and remedies.

A decree of the Conseil d’Etat shall determine the conditions needed for the enforcement of this provision”.

This decree (n° 96-103 of February 2nd 1996 art. 1, Journal officiel of February 9th 1996) added an article R. 335-2 to the French Intellectual Property Code: “Any advertising or direction for use related to a material enabling the suppression or neutralization of any technical measure protecting a computer program, which does not mention in obvious terms that the unauthorized use of this material falls within counterfeiting sanctions and remedies, gives rise to sanctions provided for third class contraventions”.

One can be astonished by such a difference between the law and the enforcement decree concerning the strength of remedies. Indeed, counterfeiting is a criminal offense which can lead to a maximum penalty of two years of prison and/or to a 1.000.000 FRF fine, whereas a third class contravention gives rise to a 3.000 FRF fine (article 131-13 of the French Criminal Code).

As a result, these provisions have very narrow consequences, considering both their enforcement conditions and their remedies.

On this issue, one shall notice that the French legislator did not follow the incitation of the European Directive on the protection of computer programs of May 14th 1991, of which article 7 provides for “Specific protection measures”, which are defined as follows:
 “1. Without prejudice to the provisions of Articles 4, 5 and 6, Member States shall provide, in accordance with their national legislation, appropriate remedies against a person committing any of the acts listed in subparagraphs a), b) and c) below: (…(
c) any act of putting into circulation, or the possession for commercial purposes of, any means the sole intended purpose of which is to facilitate the unauthorized removal or circumvention of any technical device which may have been applied to protect a computer program (…(”.

The doctrine members sometimes wish that French law would be more ambitious, and are wondering about the opportunity “of a police for computer programs trading – such as the police governing weapons trading – and (which could( punish the infringement of corresponding provisions, should this ever be difficult to implement”
.

Consequently, French law seems to admit that "cracking" computer programs, that is enabling the suppression or neutralization of any technical measure protecting another computer program, is lawful, to the extent that the consumer is clearly informed about the prohibition of some (or all) of the uses of the device.

However, an analysis of the French Parliament working papers reveals a more complex position. In these documents, the singular situation of the French legislation is justified by the fact that a mere prohibition of circumventing computer programs would not comply with the applicability of exemptions imposed by the European Directive, specifically with the decompilation right. But most of all, reporters contend that French criminal law “already grants repression, pursuant to complicity provisions, against instructions and the making available of means related to a counterfeiting act”
. The concern about a general text is to extend significantly its scope to all copyrighted materials. French courts having already ruled on this issue, we will come back to it in the following question.

· A little outside copyright borders but fully within the information society, it is relevant to remind the tremendous actuality of a repressive process, although it is more than ten years old. The Act 88-19 of January 5th 1988 (Loi "Godfrain", articles 323-1 through 323-3 of the French Criminal Code), sanctions the following acts:

- “Anyone who accesses or remains, without authority, in all or part of an automatic data treatment system shall be convicted to one year of prison and fined 100.000 FRF.
When such an activity led either to the suppression or alteration of data contained in the system, or to an impairing of the system’s functioning, the penalty amounts to two years of prison and to a 200.000 FRF fine”. (article 323-1)

- “Anyone who interferes with or misleads the functioning of an automatic data treatment system shall be convicted to three years of prison and fined 300.000 FRF”. (article 323-2)
- “Anyone who introduces data in an automatic data treatment system without authority or suppresses or alters data contained in that system without authority shall be convicted to three years of prison and fined 300.000 FRF”. (article 323-3)

Without being precisely designed to grant remedies against the circumvention of technological protection of intellectual property, it is obvious that most of these acts are or will be punishable under the said law, the notion of “automatic data treatment system” being relevant to all networks and namely to the Internet. As most of works will precisely be disseminated over the Internet, this is therefore where most of technical protection measures shall be found in the future.

· In a broader domain, but concerning protected works, the Directive 98/84 of the European Parliament and of the European Council of November 20th 1998 on the legal protection of services based on conditional access
 provides for a legal protection of technical measures limiting or prohibiting access to works – Recital 13:

“Whereas it seems necessary to ensure that Member States provide appropriate legal protection against the placing on the market, for direct or indirect financial gain, of an illicit device
 which enables or facilitates without authority the circumvention of any technological measures designed to protect the remuneration of a legally provided service”.

Article 4 gives a clear definition of the infringing activities:

“Member States shall prohibit on their territory all of the following activities:

a) the manufacture, import, distribution, sale, rental or possession for commercial purposes of illicit devices;

b) the installation, maintenance or replacement for commercial purposes of an illicit device;

c)  the use of commercial communications to promote illicit devices”.

Furthermore, a cautious reading of the Directive definitions already allows to consider protection of some works or services within the information society, and namely web sites over the Internet. Indeed, devices are unlawful if they concern “information society services within the meaning of Article 1(2) of Directive 98/34/EC of the European Parliament and of the Council of 22 June 1998 laying down a procedure for the provision of information in the field of technical standards and regulations and of rules on information society services”, provided that they are not available for free and that they are based on a conditional access.
Before this Directive was passed, the French Act of 1986
 on audiovisual communication sanctioned all acts enabling unauthorized access to a broadcasting program.

Pursuant to Article 79-1 of this law, “any person who manufactures, imports for sale or rental purposes, supplies for sale, possesses for sale purposes, sales or installs an equipment, device or product designed, in whole or in part, to give unauthorized access to broadcasting programs, when those programs are reserved to a certain part of the public whose access is subject to a remuneration to the service provider” shall be convicted to two years of prison and fined 200.000 FRF.

Pursuant to article 79-2, “any person who orders, conceives, organises or broadcasts an advertisement promoting, directly or indirectly, an equipment, device or product referred to in article 79-1” shall be convicted to one year of prison and fined 100.000 FRF.

Pursuant to article 79-3, “any person who enables third parties, infringing the service provider’s rights, to access protected programs referred to in article 79-1” shall be convicted to six months of prison and fined 50.000 FRF.

Pursuant to article 79-4, “any person who purchases or possesses, for usage purposes, an equipment, device or product referred to in article 79-1” shall be fined 50.000 FRF.

Articles 79-5 and 79-6 provide for complementary remedies:

“In case of conviction for one of the infringements defined in article 79-1 through 79-4, the court may order the seizure of equipments, devices or products and related advertising documents”. (article 79-5)

“Even if the plaintiff brings a claim in front of a criminal court for one of the infringements defined in article 79-1 through 79-4, the President of the Tribunal de Grande Instance can issue an order and authorize the seizure of equipments, devices or products defined in article 79-1, technical documents, construction plans, graphical descriptions, handbills and other advertising documents showing those equipments, devices or products, even before they are edited or distributed, as well as benefits attributable to the infringing activity.

The President can also grant injunctive relief by ordering to stop the manufacture of such materials”. (article 79-6)

Although the notion of broadcasting programs does not seem as broad as the notion of “information society services” protected by the above Directive, it was important to mention these provisions, namely because of the frequent assimilation of web sites with audiovisual communication services
.

1.4
In the absence of legislation, have judicial decisions prohibited acts such as:

1. The act of circumvention?

The circumvention act in itself must be considered as counterfeiting at least as regard to copyright, because the monopole is directly infringed. Indeed, the French synthetic conception of patrimonial rights allows to consider that every unauthorized access or use of a work deals with the right of reproduction (through the right of destination). In that respect, we can therefore contend that circumvention is already punished in France. However, because most of these acts take place in the private sphere, the enforcement of copyright encounters the same difficulties as the ones met by some exemptions or pseudo exemptions.

2
Furnishing devices to enable circumvention?

3
Furnishing circumvention services?

Courts have condemned service as well as equipment provision enabling to circumvent technical measures of protection. Some of those decisions lay on the criminal characterisation of complicity within the scope of copyright infringement, while other court decisions sanctioned on the basis of tort liability.

· Contributory copyright infringement
Article 121-7 of the new French Criminal Code recognizes that a person is liable for complicity when that person “knowingly aids or abets” the preparation or commission of the offense; “Is also liable for complicity the person who procures, induces or causes the commission of the offense by gift, promise, threat, order, or authority or power abuse”.

The making available of means seems to fall within the meaning of complicity. Obviously, furnishing circumvention devices grants help or assistance. Otherwise, former article 60 of the French Criminal Code defined complicity as “the making available of weapons or any other mean enabling to commit the offense”.

All these provisions require a moral element. But most of the time, the knowledge of the infringing character of the activity does not need much investigation.

For instance, the Appeals Court of Paris, having convicted a software hacker, held on the basis of these provisions, that the person who makes circumventing software available could be liable for complicity
. Nevertheless, the Court did not sanction the professional seller who marketed copying devices, which had been bought and sold legally, considering that the seller was unable to know the real usage of the circumventing equipments. That is the reason why it is necessary to “depart the making available of a circumventing device truly made for aid or assistance purposes, from the sole making available of such devices in the marketplace. In that hypothetical, one must admit that nobody should be held accountable for contributory infringement”.

Dismissing the appeal, the French High Court
 held that the defendant “was perfectly aware that the copying devices were most of the time not used to make back-up copies of the video games, and that by selling such devices in such an important number, he enabled counterfeits' manufacture” and that therefore he “cannot allege his good faith because he knew, being perfectly aware about the functioning of the circumventing process and about the lack of protection of the copies reproduced by means of this process, that the devices he sold enabled to circumvent the security system of Nintendo cartridges (…(; that the notion of complicity by the making available of means, which supposes that the one who gives the mean knows, at the moment of the mean's delivery, that the user will make an infringing use of this mean, is met in the present case”.

· Unfair competition
Courts can also charge as an act of competition, on the ground of tort liability, the making available to the public of devices enabling the circumvention of protection measures. Here again, the solution lies in the cracking software domain. The Appeals Court of Paris
 convicted for unfair competition a business which had marketed cracking software products “having for overt purpose to circumvent protection measures designed for expressly designated softwares”. While asserting that the marketing of those copying software products was not punishable as such, the Court considered that the conditions of the making available made the act unlawful.

The French High Court, dismissing the appeal on May 12th 1991, without considering that every cracking software was illegal, punished “the sale to (this( purchaser of means enabling him to make, in a greater number, copies of the original software”
.
1.5
If your country had, by legislation or judicial decision, prohibited circumvention of technological measures, did this prohibition prove effective? 

1.
How often did copyright owners avail themselves of technological measures?

2.
How often were lawsuits brought alleging unlawful circumvention?

3.
In the event that copyright owners did not apply technological measures or did not bring lawsuits against their circumvention, what were the reasons for non recourse to legal protection of technological measures?

In the absence of any specific legal instrument and of a significant number of judicial decisions, it is not possible to answer this question today.

1.6
In the absence of legislation or judicial decisions, did a practice develop of tolerating circumvention?

If we refer to the software experience, which is the only relevant matter as one of the oldest digital creations, one shall notice (but France may not be the only country concerned by this observation) that a lot of editors abandoned technical measures enabling to protect their devices against unlawful copies. In counterpart, they developed a more aggressive commercial behaviour regarding prices and customer services, which lessened the interest to make unlawful uses in a significant way.

1.7
Did your country's legislation provide for exceptions to prohibitions on circumvention?  If so, please describe them.

French law has no provision regarding eventual exemptions to remedies and sanctions for the circumvention of technical measures protecting works.

II
Implementation of WIPO Treaty obligations -- provisions concerning the protection of technological measures
2.1
Has your country adopted legislation to implement the obligations set forth in the WIPO Treaties (WIPO Copyright Treaty, arts. 11 and 12; WIPO Performers and Phonograms Treaty, arts. 18 et 19)?

1.
When?

2.
By what means? By special copyright law? A general law of which copyright legislation is only a part?
The WIPO Treaties have not yet been implemented in French law. However, the European institutions established a Directive proposal entitled “Copyright and neighbouring rights in the information society”. This Directive intends to harmonize European legislations, namely concerning issues addressed by the WIPO Treaties. The last draft (December 1st 2000) will probably be adopted by the European Parliament in February 2001. The Directive provides that the national implementation shall intervene within two years of its enforcement
.

As a reminder, and in the absence of national provisions, let us quote provisions of the Directive proposal dealing with technical measures:
Recital 47: “Technological development will allow rightholders to make use of technological measures designed to prevent or restrict acts not authorised by the rightholders of any copyright, rights related to copyright or the sui generis right in databases. The danger, however, exists that illegal activities might be carried out in order to enable or facilitate the circumvention of the technical protection provided by these measures. In order to avoid fragmented legal approaches that could potentially hinder the functioning of the internal market, there is a need to provide for harmonised legal protection against circumvention of effective technological measures and against provision of devices and products or services to this effect”.

Recital 48: “Such legal protection should be provided in respect of technological measures that effectively restrict acts not authorised by the rightholders of any copyright, rights related to copyright or the sui generis right in databases without, however, preventing the normal operation of electronic equipment and its technological development. Such legal protection implies no obligation to design devices, products, components or services to correspond to technological measures, so long as such device, product, component or service does not otherwise fall under the prohibition of Article 6. Such legal protection should respect proportionality and should not prohibit those devices or activities which have a commercially significant purpose or use other than to circumvent the technical protection. In particular, this protection should not hinder research into cryptography”.

Recital 49: “The legal protection of technological measures is without prejudice to the application of any national provisions which may prohibit the private possession of devices, products or components for the circumvention of technological measures”.

Recital 50: “Such a harmonised legal protection does not affect the specific provisions on protection provided for by Directive 91/250/EEC. In particular, it should not apply to the protection of technological measures used in connection with computer programs, which is exclusively addressed in that Directive. It should neither inhibit nor prevent the development or use of any means of circumventing a technological measure that is necessary to enable acts to be undertaken in accordance with the terms of Article 5(3) or Article 6 of Directive 91/250/EEC. Articles 5 and 6 of that Directive exclusively determine exceptions to the exclusive rights applicable to computer programs”.
2.2
Is your country active in the field of research concerning or development of technological measures?

The last study related to the activity of France regarding technical means was made in the Christian Paul Report to the National Assembly in March 1999. To sum up, this report refers to an action led in collaboration between the Ministry of Culture, AFNOR
 and rightholders to update the ISO norms. It highlights the importance of an international approach, “which is specifically pursued by the International Confederation of Societies of Authors and Composers (CISAC), which seeks to put normalized and universal identification means in place and to create databases available over the Internet”.

It is frequently underlined that the implementation of effective and universal technical measures can only result from cooperation with devices and equipment providers, who are often reluctant to such measures
. Since France is not a big manufacturer of household equipments, initiatives concerning technical measures are subject to little restriction. On the contrary, the important number and weight of societies, associations or unions representing rightholders foster such an activity.

In addition, the French exemption concerning cryptography does not exist any more. Since March 1999, the making available and use of most of cryptographic means are lawful, which of course enables the research and implementation of technical means of protection
.

Furthermore, the recent Directive on electronic commerce
 provides that its implementation, namely because it governs the liability of some Internet providers, must comply with the existence and development of technical means of protection. In this purpose, its Recital 40 provides that “(…( The provisions of this Directive relating to liability should not preclude the development and effective operation, by the different interested parties, of technical systems of protection and identification and of technical surveillance instruments made possible by digital technology within the limits laid down by Directives 95/46/EC and 97/66/EC”.

2.3
How does your legislation ensure the legal protection of technological measures?

1.
By provisions specifically addressed to the question?

As mentioned in question 2.1, French legislation does not yet have specific provisions allowing to punish the circumvention of technical means protecting all copyrighted works.

2.
By provisions on copyright infringement?

3.
By provisions concerning the general tort law?

4.
By other means?  (For example, provisions on computer crime . . .)

French substantive law contains provisions – not necessarily recent – sometimes more restrictive (software) or sometimes broader (computer criminality, protection of encrypting measures of audiovisual programs). Since the existence of these measures does not depend on the WIPO Treaties, their applications have been developed above (I).

2.4
Briefly describe the legislation.

In the absence of implementation of the WIPO Treaties, it is impossible to describe the national system, unless by referring to the solutions outlined above (I).

2.5
List the sanctions available for violations and specify whether or not your country’s legislation provides for criminal sanctions.

Apart from criminal offenses determined by very special or general provisions, which can eventually concern circumvention acts or preparatory acts to circumvention described in I, there is no proper statutory provision.

Moreover, we can notice that, as it is generally the case, the Directive proposal lets the Member States free to determine which remedies are appropriate.

Taking into consideration the former cases heard by French courts mentioned in I, remedies are very likely to take a criminal form, without precluding the plaintiff to bring a civil action independently, concurrently or alternatively.
2.6
Which persons are liable?

1.
Those who engage in the act of circumvention?

2.
Those who enable or facilitate the commission of an act of circumvention by:

a. Supplying information?

b. Supplying devices?

c. Offering services?

3.
Is knowledge or intent to circumvent a prerequisite to liability?

Article 5-1 through 5-3 of the said Directive proposal is drawn in very general terms:
“1. Member States shall provide adequate legal protection against the circumvention of any effective technological measures, which the person concerned carries out in the knowledge, or with reasonable grounds to know that he or she pursues that objective.
2. Member States shall provide adequate legal protection against any activities, including the manufacture, import, distribution, sale, rental, advertising for selling or renting purposes, or possession for commercial ends of devices, products or components or the provision of services which:

a) are promoted, advertised or marketed for the purpose of circumvention of, or

b) have only a limited commercially significant purpose or use other than to circumvent, or

c) are primarily designed, produced, adapted or performed for the purpose of enabling or facilitating the circumvention of any effective technological measures.

3. The expression "technological measures", as used in this Directive, means any technology, device or component that, in the normal course of its operation, is designed to prevent or inhibit the infringement of any copyright or any right related to copyright as provided by law or the sui generis right provided for in Chapter III of European Parliament and Council Directive 96/9/EC. Technological measures shall be deemed "effective" where the use of a protected work or other subject matter is controlled through application of an access code or any other type of protection process which achieves the protection objective with the authority of the rightholders. Such measures may include decryption, descrambling or other transformation of the work or other subject matter”.

As a result, the liability of the person(s) involved in a circumvention activity should be quite easy to determine.

Indeed, the moral element is broadly defined and there is a reasonable ground for believing that the bad faith of professionals will be presumed. Regarding the material element, the list laid in article 5-2 is impressive. All preparatory acts seem to be covered (except circumvention in itself!), including whether the product or service is not exclusively designed to circumvent technical means. Indeed, “if it takes into account the provisions of the WIPO Treaties
 concerning the circumvention of technical measures, the Directive goes beyond the Treaties in considering as offenses preparatory activities which facilitate circumvention, such as the manufacture, promotion, making available or rental of devices enabling to circumvent technical protections
”.

The main statutory shortcoming may be the preliminary conditions required for an effective technical measure as provided in article 11 of the WIPO Copyright Treaty. If the provision may have seemed necessary in order to avoid abusive actions brought by ill-intentioned rightholders, the presumed-liable person will be able to contest the efficacy of the technical measure to avoid liability. Even the presumption of efficacy related to encrypting or assimilated result is not satisfying. Indeed, the presumption only applies if the measure “meets its purpose of protection” (article 5-3 in fine): an effective measure is therefore presumed to be effective! Some commentators question whether this presumption can be operational “in a context where technical means become more and more quickly obsolete“
.
2.7
Are there differences in the scope of the prohibition depending on the kind of technological measure circumvented?  For example is the prohibition the same with respect to: access controls; measures protecting rights of the copyright owner; copyright management information?  If so, why?

The lack of specific legal provisions and the incomplete current legal or judicial solutions do not enable to answer this question.

2.8
If supplying devices for circumvention is a prohibited act,

1. Specify how the devices are defined.

a. Does the definition encompass software (computer programs)?

b. Does liability depend on whether the device is effective, and if so, what standard is used to determine the effectiveness of a device?

2. How does the legislation take account of the fact that some devices capable of circumventing technological protection measures also have other, beneficial purposes?  E.g., does liability depend on whether circumvention is the sole purpose of the device, or its primary purpose, or on whether there are commercially significant uses for the device other than circumvention, or some other standard? 

The lack of specific legal provisions and the incomplete current legal or judicial solutions do not enable to answer this question.

III.
Exceptions to prohibitions: authorized circumventions

3.1
Does your country’s legislation provide for exceptions to the prohibition on circumvention? Do the  exceptions differ according to the type of measure at issue (access controls; measures protecting rights of the copyright owner; copyright management information)?  

1.
Exceptions for the benefit of users:

a. Do they correspond to all copyright exceptions?

b. Do they correspond to only some of the exceptions (e.g. draft EU Directive, seven listed exceptions)? 

c. Is there a closed list of exceptions, or general criteria to assess the appropriateness of the exception?

d. Describe the circumvention exceptions in your law.

e. What are the justifications for the exceptions for which your country=s legislation provides?

2. Are there new exceptions for circumvention of technological measures that did not expressly exist in your country prior to  copyright law?

3. Do exceptions differ depending on the type of technological measure circumvented? Why?

As French substantive law does not have any specific provisions granting sanctions and remedies, it is also deprived of legal instruments describing the exemptions to these sanctions and remedies. Conversely, the Directive proposal “Copyright and neighbouring rights in the information society”, already mentioned and the adoption of which is impeding, takes this hypothetical into consideration. The concern about circumvention sanctions and remedies occurred very recently in the statutory text: only the latest draft of December 1st 2000 refers to it.

The terms used are the following:
- Article 6.4: “Notwithstanding the legal protection provided for in paragraph 1, in the absence of voluntary measures taken by rightholders, including agreements between rightholders and other parties concerned, Member States shall take appropriate measures to ensure that rightholders make available to the beneficiary of an exception or limitation provided for in national law in accordance with Article 5(2)(a), (2)(c), (2)(d), (2)(e), (3)(a), (3)(b) or (3)(e) the means of benefiting from that exception or limitation, to the extent necessary to benefit from that exception or limitation and where that beneficiary has legal access to the protected work or subject-matter concerned.

A Member State may also take such measures in respect of a beneficiary of an exception or limitation provided for in accordance with Article 5(2)(b), unless reproduction for private use has already been made possible by rightholders to the extent necessary to benefit from the exception or limitation concerned and in accordance with the provisions of Article 5(2)(b) and (5), without preventing rightholders from adopting adequate measures regarding the number of reproductions in accordance with these provisions”.

- Recital 51: “The legal protection of technological measures applies without prejudice to public policy, as reflected in Article 5, or public security. Member States should promote voluntary measures taken by rightholders, including the conclusion and implementation of agreements between rightholders and other parties concerned, to accommodate achieving the objectives of certain exceptions or limitations provided for in national law in accordance with this Directive. In the absence of such voluntary measures or agreements within a reasonable period of time, Member States should take appropriate measures to ensure that rightholders provide beneficiaries of such exceptions or limitations with appropriate means of benefiting from them, by modifying an implemented technological measure or by other means. However, in order to prevent abuse of such measures taken by rightholders, including within the framework of agreements, or taken by a Member State, any technological measures applied in implementation of such measures should enjoy legal protection”.

- Recital 52: “When implementing an exception or limitation for private copying in accordance with Article 5(2)(b), Member States should likewise promote the use of voluntary measures to accommodate achieving the objectives of such exception or limitation. If, within a reasonable period of time, no such voluntary measures to make reproduction for private use possible have been taken, Member States may take measures to enable beneficiaries of the exception or limitation concerned to benefit from it. Voluntary measures taken by rightholders, including agreements between rightholders and other parties concerned, as well as measures taken by Member States, do not prevent rightholders from using technological measures which are consistent with the exceptions or limitations on private copying in national law in accordance with Article 5(2)(b), taking account of the condition of fair compensation under that provision and the possible differentiation between various conditions of use in accordance with Article 5(5), such as controlling the number of reproductions. In order to prevent abuse of such measures, any technological measures applied in their implementation should enjoy legal protection”.
These provisions enable to avoid a sort of "overprotection" allowed by technical means, to the extent that these means do not make any difference according to whether the public commit an authorized or non-authorized use. In some cases, technology can prevent the exercise of exemptions to patrimonial rights admitted for most of copyrighted materials.

Article 6-4 and Recitals 51 and 52 of the Directive proposal are therefore trying to “ensure the balance between the defence of creators' rights and the legitimate expectations of works users, that is maintaining the so-called (rightly or wrongly) 'balance of interests'”
.

Indeed, the text fosters rightholders to enable some exemption beneficiaries to circumvent technical measures or to implement those exemptions. In the absence of voluntary measures of right owners, Member States shall adopt “appropriate measures” to enable legitimate users to enjoy the freedom provided by the law.

Many difficulties have to be expected regarding these provisions.

For instance, the implementation of “appropriate measures” between rightholders and the public, occasional user with as many specific expectations as individuals, should quickly appear to be unfeasible.

Moreover, some specialists notice that the same Directive proposal allows Member States to limit the exercise of some exceptions as private copying
. Besides, the freedom of quotation is not specified in the list of mandatory exemptions. The spread of an exemption to remedies could therefore significantly vary according to the national position regarding the very existence of exemptions to exclusive rights.

We can notice that in a nearer domain ( audiovisual services based on a conditional access ( the text mentioned above, although having the same European origins, does not provide exemptions to remedies for circumvention of technical means.

3.2
Does your country afford users the means to exercise the exceptions to circumvention?  If so, how?

Apart from France's input in European discussions, French substantive law does not only afford no mean, but the very idea of compelling rightholders to give solutions to circumvent technical protection can be considered completely out of place for several reasons, technical and legal:
1.
Most, if not the quasi-totality, of technical means intend to control access to copyrighted items. But it seems granted that, at least in France, an exception's beneficiary has to be a legitimate owner or public member.

Although article L. 122-5 of the French Intellectual Property Code, on exceptions in general, does not point out this issue, it is not the case for computer programs or databases. Indeed, article L. 122-6-1 (Loi 10 Mai 1994, art. 5) grants the right to personally adapt, to make a back-up copy, to observe or reverse engineer the computer program to “the sole person being entitled to use it”, whereas article L. 342-3 provides that some extractions or uses of databases are allowed for “the person having legal access to them”.

Any implementation of an exception is thus subject to an authorized access to the copyrighted material: it is difficult to consider how a television viewer could be allowed to ask to the owner of a encrypted audiovisual program for a descrambler in order to make private copies!
2.
Right holders do not have to promote the exercise of exceptions. No user would have the idea to complain about the colour of paper affecting the photocopy's quality or about a poor magnetic video tape making the copy unusable!

Furthermore, as soon as the access is actually possible, all exceptions can be exercised, even if they have not been promoted. This is namely the case of all digital communications means: where the copyrighted item can be physically perceived (in an analogical form), the user can "get it back". For instance, it is always possible:

· For a written document: to copy by hand or to use a character recognition software;

· For some fixed images: to make screen copies or to photograph the image by any mean;

· For animated images or sound sequences: to use the analogical output of a video or sound card. At worst, it is always possible to put a microphone or a camera in front of the computer screen.

Besides, even beyond intellectual property rights, the direct intercepting of a digital content can be construed as acts of parasitism.

The parasitism theory allows indeed to punish anyone who derives or tries to derive benefit from another's reputation, personal achievements or economically valuable work. The person accountable for such a behaviour is then punished on the basis of tort liability
: “If the respondents’ property right had not been established, they would have been entitled, pursuant to article 1382 and 1383 of the French Civil Code, to ask damages for parasitism acts having enabled to appropriate at little expense the results of another's economic work, even though there would have been no competition between the parties
”.

Through taking directly a copyrighted item under its elaborated form, and thus immediately exploitable, the user derives a direct benefit from the owner's work or investment, even if he/she tends to exercise one of the exceptions provided by the law.

There are many judicial decisions on this ground concerning works of public domain
. But is the end of the monopole not the first legal exception to exclusive rights?

Besides, it is broadly admitted today that no fault is needed to engage liability as regard to parasitism.

3.
Concerning the private copying exemption, at the centre of all issues, French law excludes it as regard to some copyrighted works. Private copy is indeed prohibited for computer programs, databases and works of art where the copy has the same purpose. Considering the scope of databases' definition and the extent to which software underlies every existing digital item, we can wonder if it is relevant to provide exceptions to technical circumvention remedies!

Generally, we can see that the enforcement of exclusive rights' exceptions is subject to drastic conditions, often asking for both objective conditions and requirements concerning the purpose of an "exceptional" use. Consequently, few acts are really legal. In these conditions, it may seem particularly complicated to provide a legal regime granting exemptions to circumventing remedies for these exceptional cases.

4.
More generally, the question arises in France about the legal nature of exceptions to exclusive rights.

The French Intellectual Property Code
 does not seem literally ambiguous. The Code lists more or less precisely acts that copyright owners cannot prohibit. Since this rule does not provide the possibility of any opposite solution, it seems to be of public order. An obligation not to do or, more precisely, to let do is thus imposed to rightholders. Nevertheless, it does not seem that the legislator's purpose was to grant to the user a right which could be likened to an exclusive right, at least in a copyright matter. It is therefore a lessening of the exclusive right, which grants a tolerance, a strictly ruled freedom more than a subjective right to the benefit of each individual using a copyrighted material.

Moreover, the enforcement of copyright exceptions is subject, according to the law, to the previous divulgation of the work. But, as an exercise of the moral right, the divulgation right is not reduced to the sole will of the author to divulgate his/her work or not. The divulgation right grants to the author the right to settle the conditions and scope of every use of his/her work. The right owner can therefore lawfully impose his/her choice as regard to the uses or devices prohibiting or limiting the risk of private copying.

Besides, in the digital domain, the prevailing doctrine seems to admit that rightholders are allowed to organize or prohibit the implementation of some exemptions, being aware that the former grounds of the 1957 exceptions do not exist any more.

The issue of the nature of exemptions to exclusive rights is therefore still debated in France today. Nuances must be made according to the nature of the exception and to the copyrighted material. Though restrictions related to private copying of protected works can be settled by contract
 by means of technical measures
, this solution is more questionable for other exemptions which, without granting as fair use or fair dealing the exercise of a public freedom on behalf of a right to culture, information or education, nonetheless warrant the freedom of speech. Similarly, the strength of an exemption is all the more justified as the copyrighted item becomes more information than art. Thus, for databases producers' rights, exceptions stated in article L. 342-3 of the French Intellectual Property Code should be deemed to grant actual rights to users.
3.3
Are there private agreements (contracts, collective bargaining . .) that permit certain categories of users (e.g., public libraries) to circumvent?  If so, why ?

If private agreements or collective bargaining are currently under discussion, their first concern is the exercise of the exclusive right, particularly for photocopying or lending of intellectual property items. According to the position of copyright representatives and to the construction of the doctrine regarding the nature of exceptions (see above), such developments seem hypothetic in France.

3.4
Does your legislation offset any circumvention exceptions with rights to remuneration or compensation?

Without legal provisions allowing to circumvent technical measures under certain conditions, there is obviously no financial remedy system. This possibility is somewhat complicated. Indeed, whereas the enforcement of private copying, which is the most prejudicial exemption for rightholders, already gives rise in France ( more and more broadly ( to a remuneration, another financial compensation should be considered in order to grant to users an exception, which they could not have benefited from because of technical protection!

Conversely, French doctrine questions the conditions in which private copying may eventually disappear. As far as systematization and efficacy of technical means will be sufficient to prevent the public from copying a copyrighted material, the collection of a levy for rightholders is no longer justified. Since these "taxes" were made to compensate a prejudice, they shall logically disappear with the lack of prejudice
.
3.5
Do consumer equipment manufacturers have any obligation to design their products to recognize and comply with specific protection measures?  Does your legislation address this issue, and if so, how?

There is no specific statute ruling on this issue.

But, as we have already said above, the implementation of effective and universal technical measures is tightly linked to the cooperation with device providers. But, understandably, the latter fear to have their activity lowered by such obligations. That is why, contrarily to what is suggested in the question, the European Directive proposal took their arguments into consideration and tends to protect their activity and independence. Recital 48
 of the Directive states that no technical measure should be imposed to them.
3.6
What has been your experience under your legislation to date (e.g., court proceedings, administrative interpretations, etc.)?

In the absence of any specific statutory system, implementing or not the WIPO Treaties, it is not possible to answer precisely to this question, except by sending back to the above explanations (I) concerning partial solutions of French substantive law.

3.7
To what extent are works currently marketed in your country with technological protection?  Please describe with as much detail as possible the kinds of works currently protected and the kinds of technological measures used.

There is no French specificity on the subject. Copyrighted works available in France use the same measures as anywhere else
.

Nevertheless, we can mention some technical measures:

- An encrypting technique using a device and/or a chip to allow access,

- A material key connected to a computer port (dongleware),

- A password or code delivered individually or collectively to all the clients of the device,

- A reading software prohibiting or limiting cut / paste operations,

- SCMS

- A key diskette limiting the product's installation to a computer,

- Compatibility of geographic zones between devices and a DVD reader…

These protection measures essentially concern computer programs, video games and other multimedia products, access to distant sites or resources and particularly via Internet, computer files containing written documents, musical or audiovisual works broadcasted or transmitted on analogical or digital equipments.
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“Contracting Parties shall provide adequate legal protection and effective legal remedies against the circumvention of effective technological measures that are used by authors in connection with the exercise of their rights under this Treaty or the Berne Convention and that restrict acts, in respect of their works, which are not authorized by the authors concerned or permitted by law”.
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