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The new or evolving “access right”

1 The “case of the invisible copies”

An early analysis form 1970 of the impact of information technology on copyright by Michael Keplinger is entitled “The case of the invisible copies”.
 This actually addressed an issue which have been resolved long ago, whether conversion of a traditional copy of a work in paper form into a computerised version of the same work in machine readable form represented a reproduction of that work. While this is generally confirmed internationally, the problem still was – or perhaps, is – with us in the discussion of whether the transient reproductions made in utilising a work within a digital environment, are to be qualified as “copies” with respect to the exclusive right of the right holder. This also would seem to be confirmed – it is well established under US law that entering a work into the random access memory of a computer, constitutes making a copy of that work.
 Several European directives also make reference to “temporary copies”.
 It must therefore be seen as the prevailing international view that such transient reproductions are qualified as “copies”.

There are, however, a couple of aspects still to be fully explored. The first is the issue of duration. The term “temporary copy” is nearly paradoxical, as the concept of a “copy” presumes some durability. If a work is communicated using, for instance, a flashlight and Morse code, the signals are too transient to qualify as a “copy”, in the same way, the current surging through a wire is not a “copy”. Even when recognising the representations in random access memory or when caching as “copies”, there still has to be applied – at least in theory – a criterion of durability of the representation. This is, perhaps, both obvious and trivial, one would otherwise be guilty of massive infringement if visiting a gallery wearing mirror sunglasses. And it may be that this reservation is only of pedantic nature.


The Dutch national report states that it still is unclear whether a temporary copy is relevant under Dutch copyright law.
 The reports state that the courts have not decided the issue in principle.
 Discussions exists as to whether the technical reproduction should be exempted from the scope of protection right per se or whether certain reproductions should be exempted from the scope of protection of the reproduction right.
 The Dutch government
 and parliament
 are generally against overstretching the right to include such technical temporary copies, and so are most of the scholars who have spoken on out the issue.
 Most scholars admit that it might well be that since the European Software directive, the temporary technical copy and therefore de facto the mere use of computer programs is indeed covered by the right of reproduction, but they do not approve of this development.


The Belgian national report mentions that temporary copies in the primary storage of a computer is not mentioned explicitly qualified as a copy, but that mention of temporary reproductions are mentioned with respect to computer programs and databases.


The Canadian national report cites Canadian Admiral Corporation, Ltd v Rediffusion, Inc, 21 May 1953, Exchequer Court of Canada, 20 CPR Section II p 75. The court considered whether the image presenting itself on a television screen had the sufficient parlance to represent a copy. The report indicated that the issue of whether temporary copies in the primary storage of a computer qualify as copies, is still undecided. 


The Greek national report
 mentions that the reproduction right is rather widely defined, but whether temporary reproduction in the primary storage of a computer falls within the definitions “is rather a question of interpretation which leaves open the possibility of controversial positions”.


On the other hand, the UK national report
 points out that the Copyright Designs & Patent Act 1988 Sect 17(6) includes transient copies or copies that are incidental to some other use of the work, and Sect 17(2) expressly includes storing the work in any medium by electronic means. In the literature,
 these are taken interpreted to make the “fleeting copying of such works in computer memory … one of the exclusive rights of the copyright owner”. The report also cites Bookmakers’ Afternoon Greyhound Services Ltd v Wilf Gilbert (Staffordshire) Ltd, 1994 FSR 723. The plaintiff was concerned with the promotion and arrangement of greyhound race meetings during ordinary betting shop hours. For each meeting, a race card was produced. The Defendant operated a broadcast sports service and used the plaintiff’s material without consent. The case was decided under the 1956 Copyright Act, which contained no definition of “material form”. However, the decision held that there was no reason to give them a meaning, which excluded materialisation on a television monitor. By turning on the monitors in its shops the defendant had reproduced a substantial part of the programme.


Also, the French national report
 indicate that in the relevant provision of the copyright act defining reproduction (L 122-3), there is no reference to the duration of the representation. In a decision on cinematographic works, it has been stated that « la cession du droit de représentation pour un mode d’exploitation audiovisuel emporte nécessairement l’autorisation de reproduire l’œvre d’art dans la stricte limite des impératifs techniques de la fixation de son image sur le support permettant sa diffusion auprès du public ».


Also the Swiss national report
 states that according to the decision of the Tribunal federal, ephemeral representations in the domain of communication by radio are included in the excusive right of reproduction.
 The question of the representation in the primary storage of a computer, is not solved by case law.

Also, there is the issue of partitioning. When communicating through a packet-switched network, the work will be chopped up in packets of bits. While one packet representing a literary work may contain sufficient text to be considered on itself an infringement of the work as a whole, the packets of images may contain in itself insufficient data to recognise the work as a whole. In the latter case, several packets will have to be stored at the same time on a server for them to constitute a temporary copy of the work. Similarly, an operating system may page a work out and in of primary storage outside the control of the user, and strictly speaking the problem of partitioning is also present here. To some extent, the description in legal terms may not correspond exactly to the underlying technical situation.

Information technology makes copying a trivial and necessary act in utilising copyrighted works. This certainly has represented a challenge to copyright law. There has been no lack of commentators, which in the ease by which the technology make copying simple and widespread have seen a decline of the regime of copyright law. But this really is not an observation with respect to copyright law. As the term “intellectual property” indicated, the notion of a “work” is different from the notion of a “copy of the work”, the work itself is of intangible nature, retaining its identity through derivations and adaptations, as a wide range of conventional examples of translations, dramatisations and other forms of adaptations will illustrate. However, in spite of this being a basic feature of copyright law, the administration of rights has to a large extent relied on the control of the copying. The simplest example may be the publishing contract, where the printer traditionally often confirms the number of copies in an edition, the publisher then tracks the copies sold or destroyed, and the author typically audits his or her remuneration by periodical reports on the sale of copies. But corresponding management systems have been established for fine arts, cinematographic film, videocassettes, phonograms etc.


Information technology made it trivial for the user himself or herself to have copies produced for experiencing the works. This started before computers became a household appliance, already the photocopying machine liberated the work from its paper copy as the trade name Xerox become the verb “to xerox”.
 The problem first made itself evident with respect to computer programs, the European Union responded by prohibiting “private copying” of computer programs, while private copying of other types of literary works are generally deemed outside the exclusive right of the copyright holder in the European tradition. 


But the strategies adopted for the more conventional challenge of the photocopier, or the prohibition for private copying of computer programs, have failed with respect to electronic market of “sign based services”.
 A strategy for rights management based on the control of copies obviously will fail when the technology itself presumes the constant reproduction of copies, and with the copies becoming so trivial they are hardly noticeable – and certainly secondary to the experience of the work itself. The commentators arguing the failure of copyright law is really addressing the failure of the conventional system for rights management based on the control of copies. 


In the electronic market, we are seeing emerging segments for certain types of right management regimes corresponding to types of works. The “electronic book” has some limited commercial success. For videograms, addressable digital set-top boxes make on-demand movies available. For both of these systems, use of encryption plays an essential part in the implemented right administration regimes. For music, the more discussed systems have had a lack of right administration as a characteristic feature (Napster, Gnutella), while streaming at low cost per track has been suggested as a solution for 3rd generation mobile phones.


Assessing these developments, it has been suggested that the situation calls for a re-assessment of the basic structures of copyright law. The “copy” fails as the basis, it has been argued, being only a rather trivial means for experiencing the work. The argument, perhaps, is set out in its clearest terms by Jane Ginsburg:

‘Now, however, the moment of the material copy may be passing … Every act of perception or of materialization of a digital copy requires a prior act of access. And if the copyright owner can control access, she can condition how a user apprehends the work, and whether a user may make any further copy. Access control can at the same time thus vastly increase the availability of copyrighted works in de-materialized form, yet constrain their susceptibility to conversion to physical copies. In the impending era of digital access, we will be able to download anything, whenever, and wherever we want. As a result, we will no longer need hard copies to enjoy the work … we will be able to summon up the work at any time, but we may not be able to have our own copy.’

2 The notion of an “access right”

The notion of the access right
 has been introduced above. In order to discuss it further, one might find it appropriate to offer a characterisation of access right in legal terms. As we are not so much talking about a right specified in the legislation, but rather a possibly emerging right, the characterisation will have to be somewhat vague or general.


Perhaps it may be helpful in very simple and basic terms set out the communication process of which a work is part:


In these simple terms, the work is communicated to the user from a service
 provider. For clearing the rights associated to the work, there are at least two possible stages when this may take place, when (or prior to) the service provider takes the initial step for making the work available, or when the user accesses the work.


 Taking a conventional example of a publisher distributing a novel through traditional booksellers, the publisher will clear the distribution rights through the publishing agreement with the author. The user just purchases the copy, and there is no right to be cleared at this stage. One of the reasons for this is that the right holder cannot in the context of conventional technology, control access by the user. 


Another conventional example may be that of broadcasting. If national copyright legislation includes among the exclusive rights the right to make available to the public,
 before the broadcast of the work. In this example, no copy will be present, the representation by wireless signals or signals transmitted through a network will not constitute a “copy”.
 Neither will the streaming of the work through the loudspeaker of the receiver of a radio or on the screen of a television set. Though the broadcaster makes the work available to the public, the experience of the work by the user is outside the scope of the exclusive rights of the right holder – it is within the private sphere of the user, and not an example as such of a public performance.
 In conventional broadcasting, the broadcaster has no means for controlling such access – anyone with appropriate terminal equipment will be able to receive and experience the transmission.
 Also, the streaming of the signal through the receiving terminal may be converted to a copy by the user, connecting a tape recorder for sound, video or both, to the set for capture and storage of the work.
 Therefore, the broadcasting represent a situation where information technology quite early changes the possibilities of user to experience the work, and may be a situation to be considered with respect to access right.


For the broadcasting and similar systems, it may be considered as nearly a paradoxical aspect that the act of making the work available to the public falls within the exclusive rights, while the members of the public themselves are in a private situation when experiencing the work which typically will excluded from the control of the right holders. 


The lack of control by right holders of the streaming through broadcasting has been addressed by development of the technology. Even before introducing digital audio broadcasting or television, broadcasters introduced an “encryption” of the signal, in its simple form only through introducing a noise in the broadcasting signal. This could then only be filtered away by some device through which the signal has to pass before reaching the loudspeaker or screen. Such devices (set top boxes) became common for cable television networks and satellite broadcasts, and introduced as simple form for access control – the user had to pay for the device in order to experience the transmitted works. The devices have grown in sophistication, they may be addressed individually and programmed by the providers of the service, in this way making systems for subscription, pay-per-view etc possible. 


Such conditional access traditionally is seen, however, as a way of enforcing the terms of the contract with the provider of the service and the subscriber. Getting access to a service protected in this way may be seen as a breach of contract. If a user having no contract with the service provider nevertheless acquires the means for accessing the service, this may be seen as a criminal offence,
 in this way offering a protection against third parties not bound by contract. This type of provisions in criminal law should be seen as related not only to the protection of technological measures in copyright law, but also to the more general protection in criminal law of hackers, gaining access to a information system or other facility by unlawful use of passwords, accounts etc. 


This will therefore result in a double tracked regime. Clearing of rights is based on copyright law, and takes place when the service provider makes the work available to the public. The system for making the work available to the public may include devices, which are designed to ensure that only those members of the public having a contract with the service provider (and paying a fee), will have access to the work. Such devices must include some sort of technical measures
 for access control. Criminal law then backs up the contractual set-up by making it unlawful, and subject to a criminal sanction, to circumvent these technical measures – production or import of such circumvention devices is made a criminal offence, also the user availing himself or herself of such a device (typically an encoded card for insertion in a set top box) may be subject to criminal sanctions.

There must be many examples illustrating this system. In Norway, there have been a number of criminal cases against persons who have purchased blank smart cards and programmed them to “decrypt” the distorted signal of a broadcast subject to conditional access. Though the producers could be prosecuted under criminal law, the users availing themselves for free of the service, were not deemed guilty of copyright infringement as their experience of the work had taken place in the privacy of their homes, and did not constitute a public performance. The criminal provision was then amended also to include the person obtaining conditional access by using, for instance, an unauthorised card or similarly. The act of gaining access is still not seen as a copyright infringement, but may be prosecuted under criminal law. 


A similar situation is mentioned in the Dutch national report, citing Canal+ v Ropola,
 the court decided that the sale of an illegal decoder was unlawful (a tort) on the basis of Article 326c of the Dutch Penal Code. The District Court of Haarlem ruled that it was unlawful (a tort) to publish in a magazine a method to manipulate a decoder in order to view pay television without payment because it was not made clear to the readers that this was a criminal offence.


The UK national report mentions the Conditional Access (Unauthorised Decoders) Regulation 2000, amending Sect 297A and 298 of the, and Telecommunication Acts 1984 Sect 42A. The Regulations provide for protection and criminal sanctions against illicit devices which enable or facilitate the circumvention of technological measures designed to protect television and redo subscription services and conditional access services.


The Greek national report mentions the Copyright Law Art 62: “the distribution, use, and the possession with intent to use or distribute, of decoding equipment shall be prohibited without the permission of the broadcasting organizations which transmit encrypted programs by wire or over the air, including by cable or satellite”. It has not been clarified, however, whether this covers an exclusive right (direct or indirect access right) vested in the broadcaster, in the sense that decoding of encrypted broadcasting program without a licence of the right holder is a (secondary) copyright infringement.


The Swiss national report mentions Code penal Art 150bis, which implement the European directive, mentioning also the related hacker provision of Art 144bis. 

The example has been developed with respect to the traditional example of conditional access to broadcasting, where the directive already has implemented the double track system. But the World Intellectual Property Organization Copyright Treaty art 11 requires a similar system to be introduced in member countries – and several have already introduced this, the European Union having included this requirement in the harmonisation directive (adopted 9 April 2001). Through these schemes, the copyright system is supplemented by the criminal protection of technical measures enabling right holder to control access, and there will be a more general double tracked system.


This double tracked system may then be considered as an unnecessary complication. Seen together, the legal system has created a protection against unauthorised access when the work is protected by technical measures. Also, under criminal law the party being offended, with the consequences this status would have before a criminal court according to the law of criminal procedure, are the right holders. It may be difficult to see any functional difference between what above has been called the “double tracked regime” combining copyright and criminal law, to an access right under copyright law.


Perhaps a difference would be found in a situation where what was communicated did not qualify as a work (or any other protected service), and there therefore was no right holders. In such a case, gaining access to a conditional service would nevertheless be a criminal offence. This is a situation not practical for broadcasting,
 but could easily occur within a computerised network, for instance if the material being communicated was not subject to copyright because the term of protection had expired, the material was excluded under the Berne Convention art 2(4) etc. If access right was part of the copyright system, it would seem to follow that it would not be a “copyright infringement” to circumvent a technical measure if there was no rights vested in the material or service accessed.


Below, some aspects will be explored. First, based on the national reports available, it will be summarised whether any of these perceive their national legislation to include an access right. Next, we will confront the right of communication to the public
 and the access right. Under this will also be discussed briefly whether technological development has made it necessary to limit the right of making private copies, traditionally excluded from the exclusive rights in the European tradition. However, initially, perhaps a few words on the relation between in fact being able to control access and the access right.

It has been pointed out that “access right” more or less in the meaning sketched above, has one rather traditional counterpart, the original copyright owner’s control of the unpublished work, or the right to first publication.
 There are indicated that there may be differences between different jurisdictions. But many jurisdictions would recognise that the first disclosure of the work to the public has to have the consent of the copyright owner. When such disclosure has taken place, there may be clauses in the copyright legislation which delimits the exclusive rights of the copyright owner, in the Continental European tradition typically those casuistic provisions which, seen as a whole, corresponds to the doctrines of ‘fair use’ or ‘fair dealings’, like the right of quotation, the right to make private copes, etc. But such freedom to utilise the work presumes that it has been disclosed with the consent of the copyright holder – otherwise they do not (generally) apply. For instance, a letter found in a file from may not be quoted, as the copyright holder has not divulged it.
 This jokingly has been referred to as the ‘umbilical cord principle’.


This principle relies to some extent on the observation that the creator has control of the work – an author traditionally has control of the paper on which he or she sets out the words, today the control of storage media for the word processor replaces, but parallels this control. Similarly other creators will have a control of the physical media on which the work is represented, or the situation in which the work is contained.
 There is a measure of factual control with the access of others to the work, which is not only backed up by copyright law, but by the ownership of the physical storage media, the control to the premises where the work is being created, etc.


But access rights as introduced above (under sect 1) are not limited to situations where there are technical measures to implement access control. A broad reproduction right gives an access control also when not enforced by technical measures. Accessing a work by a computer will presume temporary reproductions, which must either, rely of a license from the right holder or a statutory authorisation (within the limits of the Berne convention). Therefore, the notion of access right is not limited to situations in which there is implemented an actual control mechanism, though the argument above in this section rely on this line of reasoning.


Also, mechanisms for controlling access are not limited to situations where copyright protection is the justification for control. Indeed, the conditional access right mentioned above does not rely on the broadcast containing copyrighted works (or the broadcast as such being protected). Someone trying to enjoy a service without paying the commercial price justifies the criminal provision; it is this evasion of the normal contractual situation, which is targeted. Obviously, there may be other reasons for protecting content than intellectual property right, in this respect the prohibition for circumventing protection mechanisms is related to the more general provisions for gaining access to a computerised systems by misappropriation of user identification, passwords, or other types of hacking.

3 Access right in national law

The national legislation of several countries is reported to recognize and “access right”. Australia, Japan and the US are often mentioned.
 

Austria is reported to have included a “right of access control” in its transposition of the EU directive on conditional access.
 This, however, would seem to be drafted to give the service provider (“der Diensteanbieter”) an exclusive right to admit users to the service offered, rather along the lines suggested for the conditional access above, and not really an access right in the context of the discussion in this paper, though § 3 of the statute is entitled “Recht zu Zugangskontrolle”. 


The Greek national report mentions that the Copyright Law Section X Art 60 authorises the issue of presidential decrees “making compulsory the use of equipment or systems which permit the designation of reproduced or used works and the extent and frequency of the reproduction or use, subject to such methods not causing unjustifiable harm to the lawful interest of the users”. The report states that this provision refers to technological measures restricting and controlling the reproduction of works (digital rights management is indicated as an example) rather than setting barriers to the access of users – the parallel to the US Digital Home Recordings Act (se below) is mentioned. Criminal sanctions are associated with the provisions.

In this section, notes are offered on the law of several countries. They are based on the national reports made available prior to the conference.
 Examples or arguments from national reports have been inserted where the general reporter has seen this appropriate in the text of this report. In addition, the national report of United States is summarised below – this due to the special importance of the law of this jurisdiction with respect to the arguments for a possible exclusive access right. Otherwise, the section includes notes that not readily are contained in the admittedly insufficient structure for the report itself.

3.1 USA

The copyright holder has an exclusive right to make his or her work available to the public by the distribution of copies (17 USC § 106(3)) and by public performance or exhibition (17 USC § 106(4)), but not by other means. A temporary copy is qualified as a ‘copy’ in copyright terms. There is an exemption in computer programs if the temporary copy is an essential step in the utilisation of the program in conjunction with a machine (17 USC § 117(a)(1)) or in the course of maintenance or repair of the machine (17 USC § 117(c)).


The national report cites several cases, which exemplify the interpretation of these provisions.
 For instance, in Religious Technology Center v Netcome, the court found that posting of infringing material by an end user to an Internet news group was sufficiently fixed to constitute copies for the purposes of copyright law.


The Audio Home Recording Act (17 USC chapter 10) requires the inclusion of a “serial copy management system” in all digital audio recording devices manufactured, imported or distributed in the United States. The SCMS permits the making of an unlimited number of first generation copies of a recording, but precludes making further copies from the first generation copies. Also, sect 1008 of the Act provides that no copyright infringement action may be based on non-commercial use by a consumer of a digital audio recording device, a digital audio recording medium, or an analogue recording device or medium for making digital or analogue musical recordings (the terms are defined in the act).


A provision in the Digital Millennium Copyright Act (17 USC § 120(k)) prohibits manufacture or distribution of certain analogue videogram recorders unless they are equipped with automated gain control technology (and some other technology), responding to inserted codes to limit consumer copying. Such restriction my only be introduced for certain types of work – the list includes physical medium containing pre-recorded audiovisual works, pay-per-view or subscription broadcasts of audiovisual works, motion pictures, live events, etc.


The Audio Home Recording Act (17 USC §§ 1003-1004) also includes a provision of levies on digital audio recording devices and digital audio recording media as defined by the statute – the terms are narrowly defined and interpreted.


There is no levy or similar schemes addressing the private copying, downloading etc. The general provisions on reproduction govern reprography, but the legislative history of the 1976 Copyright Act includes “Classroom Photocopy Guidelines” developed on the basis of negotiations among publishers, authors and users.


Moving to the central issue of access rights, the national reports maintain that the discussion has not been so much of an access right per se, but rather in the context of technological access control.
 An access right flows from 17 USC § 1201(a), but depends on use of a “technological measure that effectively controls access” to a protected work, and does not exist in the absence of such a measure. It is also drafted as a prohibition of circumvention of protection rather than a right of the right holder.


The provision restricts both the act of obtaining unauthorised access by circumvention (Sect 1201(a)(1)), and the manufacture or making available devices assisting in unauthorised access (Sect 1201(a)(2)).


The principles are subject to a rather long and detailed list of exceptions, including

· Reverse engineering of computer programs

· Security testing

· Encryption research

· Non-profit libraries and educational institution for determining whether a work should be acquired

· Discovering and disclosing an undisclosed feature collecting personal data

· Preventing access by minors to inappropriate material on the Internet.

Each exception has its own requirements, some quite detailed.


As access control technology still is not widespread, one is careful not to make any general conclusions of the effects of the legislation. But there is permission for the Librarian of Congress on the recommendation of the US Copyright Office, and after an administrative regulatory procedure, to make further exemptions for “classes of works whose users are or are likely to be adversely affected by virtue of the prohibition in their ability to make non-infringing uses of such work”. The initial decision of 28 October 2000 has lifted the prohibition against circumvention with respect to two classes of works:

· Compilations consisting of lists of websites blocked by filtering software applications

· Literary works, including computer programs and databases protected by access control mechanisms that fail to permit access because of malfunction, damage or obsolesce.

A few decisions have been mentioned as relevant to the discussion of access rights:

RealNetworks, Inv v Streambox, Inc.
 RealNetworks developed a content delivery system that allowed content owners to encrypt their material in digital form into RealMedia audio or video format and make them available to users via RealServer. To access the files on a RealServer, the user must use a RealPlayer, which worked with the RealServer to allow material made available for streaming, but not downloading. This is done using two control techniques: (1) an authentification sequence ensuring that the material from the RealServer is only being streamed to a RealPlayer, and (2) a copy switch allows the content owner to decide whether the user should be allowed to download the streamed material – the RealPlayer being programmed to recognise and respond to the copy switch.


Streambox developed Streambox VCR, which could substitute the RealPlayer and make the RealServer send RealMedia files. The Streambox VCR did not, however, respond to the copy switch, and allowed users to copy the streamed material regardless of the restrictions of the owner.


RealNetworks brought a suit against Streambox, claiming that the distribution of the VCRs violated 17 USC § 1201(a) and (b). The court granted a preliminary injunction to RealNetworks. It concluded that the authentification procedure was a technological measure protecting the reproduction rights of a copyright holder. The court held that the VCR bypassing the authentification procedure and circumventing the copy switch was a circumvention device designed primarily, if not exclusively, to circumvent the access control provided by RealNetworks, without any other significant commercial purpose.


Universal City Studios, Inc v Reimerdes.
 Eight major motion picture studios brought a suit against the defendants, who operated a website for posting and encouraging other to copy and make available a computer program known as DeCSS. This contains the keys to the encryption locks used in the system known as CSS for DVDs for blocking motion pictures stored on such disks to be copied to or performed on players not complying with the standard, or computer drives. The plaintiffs brought suit under 17 USC § 1201 to prohibit the defendants from posting DeCSS or linking to other sites where the program was posted. 


The court granted a preliminary injunction barring the defendants from posting DeCSS. The program was removed from the website, but links to numerous other sites posting DeCSS were maintained. Plaintiffs moved to expand the injunction to bar linking, defendants moved to vacate the injunction. The court consolidated the hearings.


In its decision on the merits with respect to 17 USC § 1201 the court concluded that CSS “effectively controls access” to motion pictures on DVDs, as the keys cannot be obtained without a license or the purchase of an authorised DVD player or a drive containing the keys. The argument that CSS did not control access because it used “weak” encryption was rejected. The court pointed out that the legal protection would be meaningless if only protecting successful technological measures. The court found that the DeCSS qualified as a circumvention device under 17 USC § 1201(a)(2) as its was primarily designed to give access to material protected by CSS. The court also rejected that DeCSS was created to further the development of DVD players running under the Linux operating system. As the defendants did not create DeCSS, the reasons for its development was irrelevant to them, the program being offered to circumvent CSS, which was prohibited conduct regardless why DeCSS was written.


The court rejected three statutory defences – reverse engineering, encryption research and security testing. It also denied the claim for fair use, holding that fair use did not apply in an action under 17 USC § 1201. The court also rejected that barring the posting of or linking to DeCSS violated free speech rights under the First Amendment. The court held that the provisions of the law were content neutral, a valid exercise of Congressional authority and not unduly restrictive of expression.


The court recognised that a ban on linking to a website with content other than DeCSS could have a chilling effect on free speech, and concluded that there should be no liability for such a link without clear and convincing evidence that those responsible for the link 

“(a) know at the relevant time that the offending material is on the linked-to site, (b) know that it is circumvention technology that may not lawfully be offered, and (c) create or maintain the link for the purpose of disseminating that technology”.

The court held that the plaintiffs had made the requisite showing.


Mention has also been made to Los Angeles Times v Free Republic; 
 this having made mentioned that copyright law grants copyright owners the “’right to control’ access” to copyrighted material. 

3.2 United Kingdom

Comments from the national report of United Kingdom
 has been integrated in the discussion of this paper. But a few case notes are of interest, and are briefly mentioned here.


Shetland Times v Willis, 1997 FSR 604 Court of Session. The plaintiff owned and published Shetland Times. The Defendant provided a news reporting service under the name Shetland News. The defendant reproduced headlines from the plaintiff and provided links to their site. Inter alia this was an infringement of a literary work under Designs Copyright and Patent Act Sect 17; the copying was in the form of storing the works by electronic means. The interim edict in the Court of Sessions was granted.


CBS v Ames Records and Tapes Ltd, 1982 Ch 91. A record library, which lent out records and simultaneously offered blank cassettes for sale at a reduced price, was held not to have purported to authorise customers to make infringing copies.


CBS v Amstrad Consumer Electronics plc, 1988 2 WLR 1191 House of Lords. The respondents in this case produced audio equipment, and included in their range a h-fi unit comprising two cassette decks. This feature allowed the user to copy the contents of one cassette upon another (blank) cassette. A further feature allowed the contents of the tape to be copied in half the normal playing time. The action alleged that Amstrad had purported to authorise users to make copies of protected works in disregard of the rights of copyright owners and in breach of the provisions of the Copyright Act 1956. The House of Lords held that the critical issue was whether the equipment could be put to legitimate as well as illegitimate purposes. As this was the case, Amstrad had not authorised copyright infringement, although they had facilitated it.

3.3 Labelling etc
One should mention that there is examples of strategies, which seek to ensure that the copies of a work being distributed made available to the market are authorised by the right holder. The Greek national report mentions “special marks or control labels (with holograms) supplied by the rightholders or the competent collecting society (e.g. IFPI) placed on the hard copy or the carrier of the work, indicating that their distribution is authorized”. 


A similar scheme is implemented in Norway for videograms, but is there mainly used to ensure that the public law requirements (including the requirements for censorship) have been met. 


One may, perhaps, see this as related to access control in an environment unlike the digital, where the control relies on enforcing the rules associated with the labels.

3.4 European access control of computer programs

Several national reports include a discussion of the inclusion in national legislation of a provision implementing the Software Directive of the European Union At 7(1). This article reads:

Article 7 Special measures of protection 
       1. Without prejudice to the provisions of Articles 4, 5 and 6, Member States shall provide, in accordance with their national legislation, appropriate remedies against a person committing any of the acts listed in subparagraphs (a), (b) and (c) below: 

       … 

       (c) any act of putting into circulation, or the possession for commercial purposes of, any means the sole intended purpose of which is to facilitate the unauthorized removal or circumvention of any technical device which may have been applied to protect a computer program.

The recently adopted
 European Directive on the harmonisation of certain aspects of copyright and related rights in the information society Art 6 contains a generalisation of the circumvention prohibition, pursuant to the provisions of the WTC. This will not, however, be subject to discussion in this paper, though it clearly strengthens the case of the access right.


The Dutch national report states that the implementation of this provision is contained in the Copyright Act Art 32a:

A person who intentionally:

a. offers for public distribution;

b. has in his possession for the purpose of reproduction or distribution;

c. has in his possession for the purpose of importing into the Netherlands, or

d. keeps for profit

any means designed exclusively to facilitate the removal or overriding, without the consent of the author or his successor in title, of a technical device for the protection of a work as referred to in article 10, paragraph 1, sub 12 [ie a computer program], is liable to a term of imprisonment of not more than six months or a fine of the fourth category.

The Dutch national report cites one case relating to this provision,
 concerning the sale of so-called “mod chips”, which de-activated the protection embedded in Sony PlayStation consoles and video games. The person in question was sentenced to four months imprisonment.


The Belgian national report
 mentions that the Directive on the protection of computer programs has been implemented by an act of 30 June 1994.


The Greek national report mentions that the Directive has been implemented by the Copyright Law Art 66(5). However, the law offers a more extensive legal framework than the Directive, covering not only commercial activities in hacking devices, but also the act of gaining unauthorised access itself.


The Swiss national report mentions the implementation of the directive by the copyright legislation Art 70a. 

The Directive also contains a limited right for the decompilation of computer programs. The discussion of the details of this right in the directive, or as implemented in national legislation, will not be pursued. But perhaps an observation of an underlying principle may be offered.


Computer programs for the consumer market are distributed in object code. In this way, it is not feasible for the purchaser to read the code. Though principles, ideas etc remain not protected by copyright, the user will not in practice be able to learn such elements by studying the code. This is rather different from the conventional situation, where access to a copy – for instance a book, a record, or a videocassette – also imply that one may learn how the author used ideas, methods etc in creating his or her protected work. The exclusive right granted by copyright is balanced with the profit gained by the public in enjoying and learning from the protected work, using this to educate themselves, and stimulating them in utilising the underlying principles etc in creating new and independent works. Making copies of the programs available only in object code eliminates this counterbalance.


It may therefore be argued that the right of decompilation is a means for re-introducing the counterbalance. 


The right to decompilation is often referred to as an “access right”, but then is a very different meaning from how this is used in the report: This is a right on behalf of the public, not the copyright holder, in gaining access to the underlying principles of a work in a manner which otherwise would represent the reproduction of infringing copies.

4  The right of access and the right of communication to the public

Above the notion of an exclusive right of access has been introduced, and briefly related to the exclusive right of communicating the work to the public. This latter exclusive right is included in the WCT Art 8:

“ … authors of literary and artistic works shall enjoy the exclusive right of authorizing any communication to the public of their works, by wire or wireless means, including the making available to the public of their works in such a way that members of the public may access these works from a place and at a time individually chosen by them.”

Referring to the small diagram with a primitive communication process, the exclusive right for making a work available to the public relates to actions of the sender, while an access right relates to the action of the receive. In a digital environment, the exclusive right for communicating a work to the public requires the sender to clear the rights for this prior to making the work available to the public for streaming or downloading. The license obtained by the sender may be restricted by the right holder in any way such licenses may be specified, such restrictions will have to be observed by the sender, otherwise the sender will not only be in breach of contract, but also infringing the copyright of the work. If the right holder requires the sender to control access by some scheme or system, this has to be implemented by the sender. Also, the sender may within the boundaries of the license want to introduce some sort of access control.


The addressee – which in this small diagram also is the (first) user – will have to observe the condition on which the work is being made available. In conventional situations, where the work is being made available as a copy and integrated with a physical carrier like a book, a record or a cassette, the typical situation of purchasing the copy (in a bookseller’s, a record store or a video rental outlet) does not allow for any negotiation of individual contractual terms. The legal position of the addressee will therefore typically be determined by default provisions in the legislation. This, for instance, will include relative to the jurisdiction in question, fair use or dealings, or the delimitations of exclusive rights through specific provisions governing private copying, quotations, etc. 


In some situations, the work is made available subsequent to a negotiated contract with the sender. This, perhaps, will be typical for the digital environment where the work is made available on the basis of a click-wrap contract. This contract will allow for specific and individual license terms. There may be, for instance, a different bundle of specific rights transferred to the individual, private user; and to a company for including a still photograph at its website. The legal position of the receiver will therefore typically be determined by specific contracting terms. The right of the user for use of the work, also such uses which typically is determined by default provisions in the legislation, will in this case be determined by the contract – with the exception for the right flowing from mandatory provisions that cannot be reduced by contract. The contractual terms may therefore govern the right of the user to perform a work more than once, the right to make copies, etc. 


The position of the addressee of the communication process for the situation where there is a right for the communication to the public, and an access right, should then be assessed. If subject to an access right, the addressee has to seek specific license for experiencing the work. But this could be the same in the former situation if the contractual terms restricted the addressee, and the legislation permits such terms. This may indicate that the major difference between the conventional and digital environment for trading digital works is the ease by which individually tailored licenses may be negotiated and contracted. Such contracts may implement a legal position corresponding to the case where an access right made it necessary to seek license for experiencing the work. But it would, it may be argued, often be the case that the sender, within the boundaries of the license with the right holder, may find it appropriate to give the addressee a license allowing more expansive use of the communicated work, for instance the right of multiple experiences of the work.


In this way, it may seem that the more traditional legal framework, including the right of communication to the public, would be sufficient and appropriate also for the digital environment. It may be argued that one does not need the exclusive right for accessing the work in addition to the possibility of imposing individual licensing provisions through click-wrap contracts.


It will be observed that there in both situations are not any guarantees that the addressee loyally observes the limits of the legal position imposed. Legal rules as such are not self-enforcing. But the sender (or right holder) may in both cases introduce access control or other mechanisms for imposing in practise limits on the utilisation of the work corresponding to the legal position of the addressee. If the addressee violates such limitations, it could be a breach of contract, an infringement of copyright, or an unlawful circumvention of control technology – or two or all of these possibilities.


The Dutch national report addresses this difference between providing public access and obtaining access, and states:

“It is a common misunderstanding that the fact that certain kinds of obtaining access by the end user require payment by the end user, implies that the act of obtaining access in itself is subject to authorisation by the right holder. The fact that we have to pay for a book in a bookshop and for a ticket in a concert hall does not imply that these acts have any relevance under copyright. It is up to the bookseller and the organiser of the concert to make the end users pay and to comply with the conditions under which the right holder gave him permission to distribute the book or organise the concert.


In the Netherlands we have always had and are in favour of a broad exclusive right to control the providing of access (to the public). At the same time there has always been a strong opposition in Netherlands against tendencies of interpreting existing rights under copyright that might lead to a right to prohibiting the right of access, i.e. mere consumptive use of a work. One reason is that it is felt undesirable in a democratic society that individual access to information is controlled. To enforce a right of access as described above would necessarily involve metering of any use of copyrighted works.”

Similarly, the Belgian national report cites S Dusollier in its conclusion: There is no right of access protecting the distribution of works, only the contract for services by which the right holder makes the work available to the public.

It may also be argued that basing the system on the right of communication to the public places the obligation to clear rights etc at the element in the communication chain most appropriate. If the sender does not clear the rights, and the addressee then is given access to it, this in most cases will also constitute a copyright infringement on the part of the addressee. But the main cause for the infringement will be the sender, making the work available to the public without having cleared the appropriate rights with the right holder.


One will also observe that any addressee in such a communication chain is the potential sender in a new link, availing himself or herself of the ease and efficiency of information technology for communicating to friends or the public at large. The same argument may then be brought to bear on this couplet in the communication chain. It is rather obvious that this is a challenge to the administration of rights, but this would seem to be rather similar for a situation based on the right for communication to the public and the right of access.


But there may be differences. The argument above is based on individual contracts, and the contract only creates limitations between the parties to the contract. If the addressee, being one of the parties to the contract, breaches the constraints imposed and communicates the work to a third party, this will not be bound by the terms of the contract. There may still be a question of copyright infringement of the third party, but this will not always be the case. For instance, in some jurisdictions where the legislation permits for instance private copying, it will not be deemed unlawful if a private copy is made from an unauthorised copy, ie a copy which itself represents an infringement of copyright. In such a situation, the legal remedies available to the right holder would be stronger if based on an exclusive right of access, as the third party under such a regime may not lawfully experience the work unless this is based on a license originating with the rights holder.

5 More intense, but lawful utilisation

There are traditional delimitations of the exclusive rights. These have been mentioned above with reference to the doctrine of fair use or dealings, or the Continental European tradition of more specific delimitations.
 Such delimitations have developed over time, and represent a balance between the exclusive rights on one side, and the use individuals may make of such protected works without consent of the right holders.
 In order to be permissible under the Berne Convention, such limitations of the reproduction right have to meet the test in Art 9(2).
 Development of technology may itself result in a shift of balance, which makes delimitation justifiable under the earlier technological situation less so when new possibilities are taken into account.


For the reproduction right, information technology has changed this balance since the introduction of reprography and tape recorders. As indicated above, current information technology has made the possibility of making copies extremely easy. Delimitations permitting, for instance, the reproduction of private copies have as a consequence grown from an innocent necessity allowing individuals to copy poems in a letter by hand, to something akin to making industrial grade reprography available to the individual for copying available material of text, sound or images.


It is easy to argue that this technological development has shifted the balance sufficiently to make the delimitations difficult to justify under the test of the Berne convention. In such a situation, there seem to be but three possible solutions.


First, an obvious solution would be to restrict or abolish the delimitation in national legislation. A major example of this solution was the European directive of the protection of computer programs, which excluded this category of literary works from the delimitation in national legislation permitting the reproduction of private copies.
 The major drawback of the example – and of this strategy in general – is that it is difficult to enforce, especially with respect to actions within the private domain of the individual. It also may be difficult to prosecute, as the individual infringement may be rather trivial, the problem being the volume of infringements: The right holder may be reluctant to prosecute a juvenile caught in infringing the copyright of an entertainment computer program for swapping them with friends though the number of juveniles engaging in the same practice make this “piracy” a major problem.


Second, a possibility would be to make users pay for experiencing the work. In a sense, this may be seen as a version of the first strategy. In practice mechanisms for controlling access to the work may achieve such a solution, the “serial copy management system” of the Audio Home Recording Act may be seen as an example of such a solution. An access right would back up this strategy.


Third, there may be developed a more indirect scheme of accumulating remuneration for the right holder. In several jurisdictions a system for remuneration for the photocopying of works have been adopted.

The Nordic countries have introduced the extended statutory license for photocopying in educational institutions (which may have been extended to other institutions, as in Norway to governmental institutions and private enterprise). The system is based on a contract between a collection society (representing right holders indirectly through membership of their basic organisations, which then are members of the collection society) and the user or organisation of users. Remuneration is negotiated, usually on the basis of statistics and sampling of actual reprography. The remuneration is then distributed among the basic organisations, which again distribute these among members and non-members, using different criteria, or use them for collective purposes.


The Dutch national report make mention of a right for equitable remuneration for photocopying of articles and small parts of books is exercised with respect to libraries, educational and governmental institutions. The Dutch national report also includes mention of a levy on blank tapes (Copyright Act Art 16c), which has to be paid by the manufacturer or importer of blank tapes. The UK National report mentions another example, the Public Lending Right Act 1979 as implemented by the Public Lending Right Scheme 1982 a limited class of authors were given a separate right making them entitled to payment out of a central fund in respect of books lent to the public by local library authorities.


The Belgian national report discusses the details of the scheme for remuneration of private copying based on the copyright act art 59-61. In general terms, the scheme is to be paid by those who reproduce copies for third parties, including libraries. The remuneration in based on volume, and the funds are administered by the collecting society Reprobel. Discussions on the extension of the scheme (or the proper interoperation of the relevant articles) also to electronic copying, are current. 


The Belgian national report also mentions a system of remuneration for more intense private copying based on the copyright act (30 June 1994) Art 55-58, financed through on extra 3 per cent added to the price for equipment permitting copying. For tapes, it is 2 francs per hour for analogue tapes, and 5 francs for digital tapes. Beneficiaries are copyright holders, performing artists, and phonogram producers. The scheme is organised by the collecting society AUVIBEL


The Canadian national report describes the regime based on the copyright act Part VIII, Annex A for the benefit of creative and performing artists and phonogram producers. The current tariffs are:

Audio tapes of the duration of 40 minutes or more
29 cents

CD-R or CD-RW
21 cents

CD-R Audio, CD-RW Audio or MiniDisc
77 cents

The Canadian Private Copying Collective administers the scheme.
¨


The Greek national report describes a scheme imposing a blank tape levy covering audio and audiovisual devices, recording equipment, magnetic tapes and other copying material, photocopying machines, photocopy paper and computers. The copyright law Art 18(3) defines the percentage of the value to be paid:

Value of audio or audiovisual equipment
6 per cent

Value of photocopying machines and paper
4 per cent

Value of computers
2 per cent

The remuneration collected from the manufacture, import or sale of photocopying machines, photocopy paper and computers is to be shared equally between authors and publishers of printed matter. The remuneration collected from the manufacture, import or sale of audio or audiovisual recording devices or material (such as magnetic tape) shall be distributed with 55 per cent to the authors, 25 per cent to the performers, and 20 perscent to the producers of phono- or videogram producers. In spite of these statutory provisions, there has been a dispute among collecting societies on the distribution of the remuneration, which therefore has not been applicable till 1999.


The French national report mention the law of the protection of intellectual property art L 311-1, which gives a right of remuneration to creative and performing artists, and producers of phono- and videograms. The remuneration is fixed by a Commission, the current rates (4 January 2000) being for phonograms 1.87 francs per hour, for videograms 2.87 francs per hour. The fund is administred by a collecting society and divided among the right holders, for phonograms ½ is given to creative authors, ¼ to performing artists and producers; for videograms 1/3 for each of the groups. 


The Commission has in its decision of 4 January 2000 also applied the scheme to certain digital media for storage of phono- or videograms, using a higher tariff (3 francs for phonograms, 8.25 francs for videograms, but with supplementing considerations of, for instance, compression.


Also, a system for remuneration for photocopying has been introduced by the law of 3 January 1995 (art L 122-10), the right for reproduction by photocopying is assigned to a collecting society, concluding contracts with users, distributing the funds “équitable” among publishers and authors.


The Swiss national report also mentions a remuneration scheme based on the copyright legislation for phono- and videograms, the beneficiaries being creative and performing artists, and broadcasters. The remuneration is based on tariffs established by a collecting society (under Federal supervision), which also distribute the funds between the parties. Whether the scheme should be interpreted to cover digital media, is – as the national report puts it – a question “plus delicate”.


Also a scheme for remuneration for photocopying has been established, primary for educational institutions, but also embracing enterprises, libraries and “copyshops”, under the administration of a collecting society. Excluded from the scheme are copies of the whole or essential parts of a work available in the market, works of fine arts or extracts from musical works.

 A major example has been a tax levied on blank tapes for sound recordings or recording devices. The rationale is that there is some general statistical relation between the sale of blank tapes or devices, and the volume of private recording. The tax generates a fund, and this may be distributed among right holders or groups of right holders according to statistical criteria available. For instance, there may be within a jurisdiction available statistics of which tracks from which records are broadcast, and it is presumed that the popularity in this way indicated, also reflects roughly the relative intensity of private copying. 


Whether the third strategy is open, depends on many conditions relative to the jurisdiction. The availability of statistical indicators for distribution of funds is one obvious example. The organisation of right holders may be another – the better organised, and the higher the fraction of right holders being organised, the easier the strategy may find acceptance. A third factor of probable high importance would be the traditions within the jurisdiction with respect to collective versus individual remuneration. The strategy probably will be considered controversial if only because there is no way of securing that the remuneration is distributed exactly according to the intensity of exploitation, and that distribution of the funds may be more malleable by consideration of cultural policy than a more “commercial” strategy.


There are, however, also arguments on a different level. One should restrain legal policies, which require that individuals report or register their activity within their private homes. Traditionally, voice telephony was invoiced to subscribers based on electromagnetic counters in the switches, the counter only showed the accumulated steps generated by the use of the telephone, not to whom a call was made, how long it lasted etc. During the middle 1980s, telecommunication operators introduced digital switches, which registered the calling number (A), the dialled number (B), and the times for the start and end of the connection period. This has made possible a number of new services. But it may have been the first time individuals permitted a third party in detail to register a certain type of activity taken place within the privacy of the home. Telecommunication services have extended this type of billing to other services. Pay-per-view television and other on demand services for downloading or streaming may be seen as further examples.


It may be argued that on the basis of data protection or privacy arguments, one should avoid legal provisions, which require the registration of the “informational behaviour” of individuals. Some of the suggested systems for digital rights management may result in a further growth in the “electronic tracks” left by the users. One should recognise that this form of tracks is a rather recent development, closely associated with computerised transaction systems which – nearly as a side effect – requires the user to make self-registration of personal data when using a ATM, when subject to physical access control by using a magnetic card or similar device or system for entering through doors or restricted areas, or – as is the case for copyrighted works in the digital environment – accessing a work. It may be argued that a legal policy based on access control will have also to be assessed in the perspective of data protection policies. The importance of this perspective will probably vary between jurisdictions, and may therefore also be a cause for diverging views on the legal policies with respect to copyright.
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� 	Arrêt 2 Feburary 1999. The case related to neighbouring rights, but the result also holds for copyright.


� 	But there are exceptions, three major and conventional exceptions are rights to the performance of a play (where a contractual strategy is applied), the rights for broadcasting (in the European tradition, there were a sufficient small number of broadcasters for also – at least in principle – applying the contractual strategy, often supplemented by some sort of statutory license), and the public performance of music, where composers and other copyright holders have organised themselves in collecting societies, creating an international network for clearing rights, collecting and distributing the appropriate remuneration.
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� 	’Access right’ is a term also used with respect to freedom of information legislation, especially with respect to the right of members or representatives of the public to access government files. This represents little risk of confusion in the current context.
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� 	Several national reports mentions the implementation of this provision of the directive, for instance the French national report citing the law for the protection of  intellectual prperty art L 122-6-1, II. 


� 	The Greek national report mentions the copyright law Section X Art 59, which authorised Presidential decrees “laying down specifications for the equipment and other materials used in the making of reproductions of works with a view to preventing or limiting the use of such equipment and materials for purposes which conflict with the normal exploitation of copyright and related rights”.


� 	See � HYPERLINK "http://www.cpcc.ca" ��http://www.cpcc.ca�. A court decision in favour of the scheme is reported as The Evangelical Fellowship of Canada et al vs CMRRA et al, Federal Appeal Court, 18 August 1999.


� 	The Court of First Instance of Athens – One Judge Court, No 5069/1999 ordered Provisional Measures by which one society was named to undertake the perception and distribution of the blank tape levy among the Greek collecting societies.
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