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It is well-known that digital technology gives rise to significant risks for rights owners.  Digital tools can be used to reproduce, store, transmit, or manipulate works of authorship. Digital copying is not only easy to accomplish, it also yields a quality identical to the original. 

In light of these phenomena, the protection that copyright and neighboring rights law affords does not always seem sufficient.  Some losses are irremediable as digital networks provoke the fear that « digital havens » will emerge. 

Once, it could be said that the answer to the machine was in the machine.  The second machine would make it possible to control the use of copyrighted works and of access to them, and would offer the means of ensuring the protection of digital identification measures as well.  But some persons would be able to circumvent these measures, either because they possessed sufficient technical ability to accomplish it, or because they were offered the means to engage in the circumvention.  Thus, in order to perfect the defense of right holder interests, it appeared necessary to round out the technological protection of copyrighted works with a legal protection of the technological protection.  That is the approach of the 1996 WIPO Treaties. 

Articles 11 & 12 of the WIPO Copyright Treaty provide : 

Article 11 : Obligations concerning Technological Measures 

Contracting Parties shall provide adequate legal protection and effective legal remedies against the circumvention of effective technological measures that are used by authors in connection with the exercise of their rights under this Treaty or the Berne Convention and that restrict acts, in respect of their works, which are not authorized by the authors concerned or permitted by law. 

Article 12 :  Obligations concerning Rights Management Information 

(1) Contracting Parties shall provide adequate and effective legal remedies against any person knowingly performing any of the following acts knowing, or with respect to civil remedies having reasonable grounds to know, that it will induce, enable, facilitate                                 or conceal an infringement of any right covered by this Treaty or the Berne Convention: 

(i) to remove or alter any electronic rights management information without authority; 

(ii) to distribute, import for distribution, broadcast or communicate to the public, without authority, works or copies of works knowing that electronic rights management information has been removed or altered without authority. 

(2) As used in this Article, “rights management information” means information which identifies the work, the author of the work, the owner of any right in the work, or information about the terms and conditions of use of the work, and any numbers or codes                                  that represent such information, when any of these items of information is attached to a copy of a work or appears in connection with the communication of a work to the public. 

Articles 18 & 19 of the Performances and Phonograms Treaty provide:

Article 18 : Obligations concerning Technological Measures 

Contracting Parties shall provide adequate legal protection and effective legal remedies against the circumvention of effective technological measures that are used by performers or producers of phonograms in connection with the exercise of their rights under this Treaty and that restrict acts, in respect of their performances or phonograms, which are not authorized by the performers or the producers of phonograms concerned or permitted by law. 

Article 19 : Obligations concerning Rights Management Information 

(1) Contracting Parties shall provide adequate and effective legal remedies against any person knowingly performing any of the following acts knowing, or with respect to civil remedies having reasonable grounds to know, that it will induce, enable, facilitate or conceal an infringement of any right covered by this Treaty: 

(i) to remove or alter any electronic rights management information without authority; 

(ii) to distribute, import for distribution, broadcast, communicate or make available to the public, without authority, performances, copies of fixed performances or phonograms knowing that electronic rights management information has been removed or altered without authority. 

(2) As used in this Article, “rights management information” means information which identifies the performer, the performance of the performer, the producer of the phonogram, the phonogram, the owner of any right in the performance or phonogram, or information about the terms and conditions of use of the performance or phonogram, and any numbers or codes that represent such information, when any of these items of information is attached to a copy of a fixed performance or a phonogram or appears in connection with the communication or making available of a fixed performance or a phonogram to the public.
Member states thus incur the obligation of ensuring the legal protection of technological measures.  This means condemning certain acts of neutralization.  A three-level structure follows: 

First, the legal protection (intellectual property laws) ;

Then, the technological protection;

Finally, the legal protection that comes in aid of the technological protection (prohibition on acts of circumvention or neutralization).

This is what the French national reporter, Antoine Latreille, summarizes in the following chart :

Legal protections and technical protections: interactions






But, as one of ALAI’s former Presidents, Professor Georges Koumantos, declared over twenty years ago, it is necessary to « put the technology in the service of the law, of justice, and of the liberty of thought. »
  In today’s terms, the phrase means that a balance must be preserved, and that one must not create an « over protection ».  For example, a work that has fallen into the public domain should be freely accessible; the ability to exercise copyright exceptions must be guaranteed, as provided by prior legislators.  In other words, new laws must not destroy the delicate balance patiently constructed over centuries with the aim of ensuring a « balance of interests. » 

Few States have yet transposed the WIPO Treaties.  Those that have include the U.S., Japan, Australia, and, soon, the member States of the European Union. Other countries have not remained idle.  Thus, bills or drafts of bills exist in Switzerland and Germany.  Finally, sme States, like Mexico, consider that the solutions imposed by the TRIPs Accord are already incorporated into their legislation. 

- The American solutions (17 U.S.C. § 1201) come from the Digital Millennium Copyright Act (hereafter DMCA) of October 1998.

- Australia enacted the 2000 Digital Agenda Act Copyright Amendment (Digital Agenda) Act 2000 No. 110, 2000 (hereafter, DAA), which modifies the Copyright Act of 1968 and entered into force on March 4, 2001.

- The European Union adopted on April 9, 2001 a Directive on Copyright and Neighboring Rights in the Information Society (hereafter, Information Society Directive). A consolidated version of this text was presented on May 22, 2001.  Articles 6, 7 and 12 of this Directive, as well as Recitals 47 to 58 address technological protection measures and the different legal measures concerning them. 

This text is less detailed than the U.S. and Australian laws.  This is probably attributable to the role of a Directive in attempting to ensure an equilibrium between the (more synthetic) legislative drafting style of civilian authors’ rights countries, and the (more analytic and detailed) drafting style of common law copyright countries. The difference in level of detail would also stem from the role of a Directive in setting the goals to be achieved, but in leaving the member States free to choose the means to attain those goals.

In addition to the Information Society Directive, there is another Directive, of November 20 1998, concerning the legal protection of conditional access services.
 Nonetheless, the focus of this second Directive is different, (see Recital 13),
 as its announced goal is to ensure the compensation of service providers, and not (contrary to the 2001 Directive) to protect the content of the service itself.

-Japan has proceded somewhat differently in enacting, on June 15, 1999, laws integrated, in one instance, into the copyright law, and in others, into the unfair competition law. The provisions in the copyright law concern technological protections of copyright, the provisions in the unfair competition law concern access protections (although some overlap may appear).  These provisions became effective in October 1999.

Reading the provisions of these different laws is a chore one would not inflict even on one’s worst enemies.  In the friendly confines of ALAI, we will avoid those headaches.  Especially as even a simple list of the provisions would exceed the short half-hour I have been accorded. 

The issue that concerns us was not completely unaddressed in prior national laws, but the solutions offered were incomplete.  Many States had provided for legal protection of technological protection measures, particularly in the field of computer software. It suffices to read the different national reports to prove the point.

As previously indicated, taken together, a structure combining technological and legal protections in three strata – law, technology in aid of law, law in aid of technology – can lead to over protection.  This can occur in two ways : 

First, by creating a sort of new right : the right of « access » becomes the queen of copyright prerogatives.  An example suffices to demonstrate the proposition.  A legitimate user who first pays for access to a work may not keep a copy if the work’s conditional availability was reinforced by an anti-copy control.  The difference with a book buyer is striking.  While the book buyer may engage in unlimited rereadings, the lawful online user will have to pay for each new use.
  

Second, the locking-up of the work combined with a prohibition on circumvention will prevent the doing of acts which lawmakers have nonetheless intended to be exempted from copyright’s exclusive rights. 

This last theme occupies us today.  The resulting imbalance was perceived as unacceptable, and the various laws here studied (with the exception of the Japanese law
) attempt to reestablish the « balance of interests. »

But not all States reset the balance in the same way.  This is probably because different States may locate the center of gravity in different places, for a variety of philospohical, economic and legal reasons.  And because the different approaches have taken different tacks.  In fact, legal protection of technological measures does not work the same way in all the legal systems here reviewed. 

By the same token, the response to the over protection that protection of technological measures may create will not be the same in all systems.  Put another way, in order to understand how lawmakers attempt to ensure to users the benefits of certain exceptions that they previously enjoyed (see Part II – The Means to Ensure the Exercise of Certain Exceptions), one must first attempt to see if these limitations on copyright are in fact threatened (see Part I – The True Impact of the Prohibition on Circumvention of Technological Protection Measures on the Exercise of Exceptions). The front end of the inquiry undoubtedly influences the back end.  That is the order in which we will study the problem..  

Part I – The True Impact of the Prohibition on Circumvention of Technological Protection Measures on the Exercise of Exceptions 

Two guidelines should be taken into consideration in order to attempt to measure the true impact of the prohibition on circumvention, and thus to appreciate the extent to which the user is disabled from exercising an exception that the copyright law grants her: 

It is necessary, first, to distinguish the purposes of the technological protection measures that the user is likely to encounter (A) ; next, one must evaluate the scope of the protection enjoyed by the technological measure at issue (B).

As these different questions will already have been raised in other sessions, we will here undertake only a brief reminder. 

A – The necessary distinction among the purposes of the technological protection measures 

Not all measures impede the user in the same way.  Therefore they do not all require the corrective of an exception to the prohibition on acts of neutralization. 

1 – Measures concerning the marking or identification of works do not in any way undermine access to the work or its partial copying.  The user can therefore enjoy all pertinent exceptions. 

It is therefore not surprising that most laws have not found it necessary to protect the « balance of interests » by providing for a user privilege to circumvent copyright management information.

Nonetheless, the Australian law distinguishes between copyright management information pertaining to works still under copyright and those in the public domain.  The latter are not protected against circumvention.  With respect to the implementation of this distinction, it is probably necessary to distinguish provision of services from provision of devices.  Because devices are « blind » as to their use, it would be inappropriate to accord them a general exemption from the circumvention prohibition.  A device furnished for use in circumventing information appended to public domain works could later be employed for purposes not permitted by the law.

2 – Measures that limit the posibilities for use, for example, those that limit but do not completely prevent copying, achieve a good balance between the rights of copyright owners and those of the public.  For example, measures that permit a limited number of private copies.  In these cases, it is not appropriate to provide for user privileges to circumvent. 

Measures that make copying impossible, or that control access are a different matter. 

3 – Measures that completely preclude copying thereby prevent certain acts of reproduction that national laws permit, and, as the technology is « blind, » these kinds of measures appear to threaten the implementation of exceptions. 

This claim is correct in theory, but it is probably desirable to express more carefully the conclusions that one might draw from the claim. 

« Zero copying » might come true one day but the claim should be nuanced. 

For the moment, one should inquire whether these measures truly make all copying impossible, or simply make it more difficult or of lower quality. 

To say that a locked e-book is protected is one thing.  To say that the novel that the e-book contains cannot be copied is another.  Another version, on paper, of the same work may exist.  A handwritten copy can in any event be made.  Similarly, to observe that a film locked in a DVD is normally impossible to copy digitally is correct.  But to assert that it cannot be copied at all, even though one can use a video recorder to film its screen output, is false.

National laws attempt to give users zones of liberty.  This does not mean they seek to guarantee the most convenient or high quality exercise of that liberty.  In one case it is a matter of principle ; in the other, one of comfort.  It is important to keep this observation in mind.

4 – Measures concerning access to works also seem to restrain the ability to engage in uses of works that national laws nonetheless permit. 

Here again, however, one must measure the real impact of technological measures, and ask the same questions posed above. 

Moreover, problems may arise when the same technological measure covers distinct functions (for example, access and copying), but the law treats acts of circumvention differently depending on the function.  For example, the U.S. and Japanese laws treat access controls and anti-copy controls differently.  Circumvention may be possible for one purpose (use) but not for another (access) ! How does one reconcile these differences, when the circumvention devices are blind?  If the same device can undo the two kinds of protection, a crack appears in the legal system.  Must one accordingly conclude that one of the prohibitions is a dead letter?  Or should one conclude that one prohibition « contaminates » the other? 

Whatever the relevance of these various observations, the risk of « total digital lockup» is such that, even if it seems remote, some lawmakers have believed that solutions should already be found. 

But their implementation is uncertain.  For one thing, implementation is delicate because the technology is for the moment blind; it does not distinguish between acts according to their purpose. For another, implementation is difficult because legal protection against circumvention has been added to technological protection.  To what extent is circumvention prohibited ? 

B – The scope of the prohibition on circumvention 

Differences appear in the various legal structures so far implemented, as the WIPO Treaties have set only general guidelines. 

There are two fundamental questions: What? and How?

In the first case, one must look into the subject matter of the protection (I), that is, the technological measures ; in the other case, one must analyse the prohibited acts of circumvention (II). Depending on the answers these questions receive, the need to ensure the persistence of certain exceptions will assume more or less importance. 

I – Subject matter of protection : technological measures 

What is protected ?  The technological measure standing alone or the measure as employed (a)?  All measures, or only those endowed with a certain effectiveness (b)?

The great uncertainty concerning the answer to these questions leads us to inquire about the true scope of the prohibition.  And thereby, on the ability to circumvent left to the user.  The weaker the protection, the less significant the need for a legislative corrective to assure the availability of exceptions.  Here, the link between the front and back ends of the inquiry is especially apparent. 

a – The technological measure standing alone, or the measure as employed? 

Article 11 of the WIPO Copyright Treaty provides for the protection
« of effective technological measures that are used by authors in connection with the exercise of their rights under this Treaty or the Berne Convention and that restrict acts, in respect of their works, which are not authorized by the authors concerned or permitted by law. » 

The neighboring rights treaty contains a similar provision. 

The transposition of this obligation in the different national laws has prompted a number of uncertainties.  Just what do the WIPO texts require be protected? 

The technological measure itself ?

The technological measure applied to a protected work ? 

The technological measure protecting a right under copyright ?

Or yet, the technological measure that prohibits acts that the right holder did not authorize ? 

Without going into detail concerning the solutions that different laws have adopted, it is worth observing that the scope of protection differs depending on which of the above interpretations one selects.  If, for example, the third interpretation were to prevail (protection only of rights under copyright), one should acknowledge that the technological measure covers the same ground as the legal monopoly, that is, with the same limits on exclusive rights as well.  Thus, neutralizing technological measures could become licit. It would no longer be necessary, then, to provide for exceptions to the prohibition in order to ensure the free exercise of copyright exceptions. 

Some have given that construction to the WIPO treaty language (see, e.g., article 11 WCT). As a result, it is not surprising that this text does not provide for exceptions to the prohibition on the act of neutralizing technological measures in order to benefit from copyright exceptions. That would be unnecessary because such acts of neutralization would already not give rise to liability under this construction.
.

By contrast, the interpretation given to art. 6.3 of the Information Society Directive
 leads to a radically different result and to a possible over protection.  Hence the presence, in the Directive, of art. 6.4, which attempts to ensure the availability of copyright exceptions which, without this provision, would be beyond reach. 

b – the nature of the circumvented measure : its « effective » or « efficient » character 

This issue reveals a crack in the structure of the system. 

According to the WIPO Treaty (art. 11 of the WCT) and the Directive, the act of circumvention is unlawful only if the technological measure is considered to be « effective »  while art. 1201(a)(1) of the US law prohibits the circumvention of measures that « effectively » control the access to a protecteed work.

Some effectiveness or efficiency is therefore required.  But how does one know if these criteria are met ? 

We will side-step the problem of obsolescence, to address only the criterion by which one measures « effectiveness .» The Directive includes a presumption of effectiveness, but it applies only if the measure « achieves its goal of protection » (art. 6.3).  One might first point out the circular nature of the proposition.  As the French national reproter stressed, «an effective measure is thus presumed effective ! »  But the text certainly does not require that the measure be infallible.  That interpretation would destroy the whole system.  Indeed, there would be no wrong doing were one to circumvent an insufficient system.  In other words, the circumventer who wishes to escape liability need only prove that the circumvented measure was fallible to prove that the measure was not legally protected.  And the circumventer’s ability to circumvent it proves that the measure could not have been « effective. »

Were one to accept such an interpretation, it would not be necessary to provide for legislative measures to ensure the exercise of exceptions, because all successful circumvention devices would be considered legitimate.  Thus, one must find another meaning for this text, especially as there is no interest in imposing a construction that has no purpose than protecting an infallible system, that is, a technological protection system that does not need the extra coverage of legal protection. The US law gives us a rational interpretation : the condition of effectiveness is met « if the measure, in the ordinary course of its operation, prevents, restricts, or otherwise limits the exercise of a right of a copyright owner under this title. » (17 U.S.C. §1201(b)(2) ; see also §1201(a)(3)).

II – The (forbidden) acts of circumvention 

In the abstract, there are four conceivable approaches the to the question : 

Prohibit the personal act of circumvention ; 

Prohibit the offering of services designed to circumvent ; 

Prohibit the making available of the means to circumvent, known as « preparatory acts » :

Combine these different prohibitions by making them cumulative. 

Curiously, not every legal system condemns the same acts.  Moreover, one must take into account that the solutions change depending on whether one examines protection measures or measures concerning copyright management information.  And, among the former, there are differences between those that address access and those that concern use.

These difference are due to the vagueness of the WIPO treaties, and also result from the different ways in which the various legal systems treat the interdependent questions at the front and back ends of the issue. 

Scholarly interpretations of the WIPO Treaties diverge.  Some consider that the only prohibited act is the personal act of direct circumvention (a), while other believe that only acts of making available the means of circumventing give rise to liability (b). It would seem that the basic proposition of the Treaties envisioned prohibiting only the latter acts (making available the means to circumvent). 

Some States combine these prohibitions ; others retain only some of them. 

a – Individual act of circumvention 

The differences between the systems are very significant.  The European Union has chosen the path of prohibiting these acts.  Japan does not prohibit them, and Australia is close to this position.  The US has taken a middle course. 

The Directive prohibits both the act of circumvention itself (art. 6.1) and the preparatory acts (commerce in devices ; art. 6.2).  But that was not always the case, and earlier versions of the Directive condemned only the preparatory acts.  Moreover, the development toward a broader prohibition came only at the price of an additional condition.  The individual act of circumvention is prohibited only if it is done in bad faith, that is, with the knowledge that one is engaging in a circumvention (« Member States shall provide adequate legal protection against the circumvention of any effective technological measures, which the person concerned carries out in the knowledge, or with reasonable grounds to know, that he or she is pursuing that objective. »)


The US also forbids individual acts of circumvention, because 17 U.S.C. 1202 states that “No person shall, without the authority of the copyright owner or the law- (1) intentionally remove or alter any copyright management information”.  The US attitude is more muted concerning technological measures protecting works, because individual acts of circumvention are prohibited “only for circumvention of access controls, not for circumvention of rights controls” 
. The US report offers the following explanation for this difference: “ The legislators believed that copyright law should govern in the area of rights: if the circumventor of a rights control went on to do an act in violation of copyright, he or she would be liable under the copyright law.  However, they believed that if the circumventor of a rights control went on to perform an act permitted by the copyright law, he or she should not be liable for the act of circumvention.”
 This approach leaves open the right to unlock in order to exercise a copyright exception. 

The Japanese
  and Australian laws (DAA), adopt a different construction.  Unlike the other systems, they do not prohibit the personal act of circumvention an access control.  They do not prohibit the act of neutralizing use controls, either ; they forbid only the preparatory acts. 

Nonetheless, Australia prohibits attacks on technological measures concerning copyright management information, so long as the work is copyright protected. 

Those systems, such as that of the European Union, that forbid personal acts could have limited themselves to this prohibition alone, as ths prohibition permits one to challenge any act directed against technological protection systems.  The Directive also forbids « preparatory acts. »

An explanation for this interpretation comes readily : The prohibition of individual acts is rather difficult to put into practice for obvious reasons of proof.  An « extension cord » is therefore required.  To prohibit preparatory acts is to limit the risk of seeing  those who cannot themselves circumvent acquire the ability to do so despite the law. 

b – preparatory acts
These are acts carried out before the act of circumvention, by those who seek to furnish the means of circumventing the technological measure. 

It is impossible, in the context  of a report such as this one, to engage in a close examinationn of extremely detailed texts.  For that, see the national reports.  The activities targeted by the various laws are fairly close to each other : « manufacture, import, offer to the public, provide, or otherwise traffic in any technology, product, service, device, component, or part thereof, »  as provided by § 1201 (a)(2) of the U.S. law ; « manufacture, import, distribution, sale, rental, advertisement for sale or rental, or possession for commercial purposes of devices, products or components or the provision of services» as set out in art. 6 of the European Directive.

The  DMCA and the Information Society Directive take a similar approach not only with respect to the different acts at issue, but in the ambiguous formulations they employ.  The acts are forbidden only if they present certain characteristics.  Art. 6.2 of the Information Society Directive prohibits acts of commercializing circumvention devices if they 

“(a) are promoted, advertised or marketed for the purpose of circumvention of, or
(b) have only a limited commercially significant purpose or use other than to circumvent, or
(c) are primarily designed, produced, adapted or performed for the purpose of enabling or facilitating the circumvention of any effective technological measures.” 

One can rationalize the formulation : the point is to avoid condemning those manufacturers who place in commerce products that are designed for legitimate purposes but which could, potentially, be used for purposes of circumvention.  In one of the explanatory documents (online on the Europa site as of May 2, 2001)
, the EU offers the following construction : The proposed Directive would require Member States to provide adequate legal protection against any activities which are carried out knowingly and facilitate the circumvention without authority of any effective technical measure (access code, deciphering) designed to protect copyright or any rights related to copyright as provided by law or the sui generis right provided for in Directive 96/9/EC. It makes it clear that electronic equipment and multi-purpose services are not prohibited just because they can also be used to infringe protection arrangements against copying or other similar measures. »

Recital 48 adds : « Such legal protection should respect proportionality and should not prohibit those devices or activities which have a commercially significant purpose or use other than to circumvent the technical protection. In particular, this protection should not hinder research into cryptography.
It remains to understand the meaning of the formulations « only a limited commercially significant purpose or use other than to circumvent” and « primarily designed, produced, adapted or performed for the purpose of enabling or facilitating the circumvention of any effective technological measures.”  Interpretation will be as difficult as under art. 1201 (a) (2) of the DMCA : « is primarily designed or produced for the purpose of » circumventing the technological measure controlling (point A) or « has only limited commercially significant purpose or use other than to circumvent a technological measure » (point B).  Article 1201 (b) regarding preparatory acts regarding circumvention of use controls reprises the formulations.  The Australian law employs similar formulations to condemn preparatory acts : “a limited commercially significant purpose or use, or no such purpose or use, other than the circumvention, or facilitating the circumvention, of an effective technological protection measure »; article 10 1)
. The Japanese copyright law (article 120 bis) prohibits only the making available of materials whose “principal function is for the circumvention of technological protection » ; this formulation is as vague as the others.  By contrast, the law on unfair competition, which governs the protection of access controls, prohibits the making available of materials whose « sole purpose » is to defeat a technological measure

In the US, many believe that the DMCA’s conditions reject the analysis developed following the Sony Betamax decision.  At that time, many thought that the possibility that a device in controversy could be put to at least one non infringing use would permit the device to circulate freely (despite its potential use for infringing purposes).  The DMCA criterion is less permissive because the existence of a non infringing use will no longer suffice to exculpate the device.  Proof of the device’s primary purpose to circumvent, or of its lack of commercially significant non circumventing use, will trigger liability. 

One can understand that manufacturers would not feel completely reassured.  This interpretation favors copyright over their interests.  Technological measures and copyrighted works will therefore receive stronger protection.  In the DMCA and the Directive, the making available of materials will often be illicit, although the clever European hacker, who can make due without devices furnished by others, will not escape liability either. One can see that given such a construction, the retention of zones of liberty that certain exceptions create can now be ensured only by legislative disposition (or by authors willing to play the game). 

Part II – The means to guarantee the exercise of certain exceptions 

To understand the idea of imposing the guarantee of the exercise of certain exceptions, we shall take a practical example and shall assume that the legal system has provided for effective protection of the technological measure.  Our reasoning will follow the logic of the Information Society Directive which is the text that prohibits the greatest number of acts of circumvention.  

Let us suppose a beneficiary of a copyright exception who wishes to take advantage of the exception, but, in the presence of technological measures (anti copying or access controls), is unable to do so. He may be sufficiently technically adept to override or avoid the obstacle in order to enjoy the exception, but he does not have the right to do so because the Directive forbids such acts by obliging member States to provide for remedies against such conduct.  At this point in the reasoning, one must observe that we are in an impasse.  This apparent contradiction between art. 5 (beneficiaries of exceptions) and art. 6 (prohibition on acts of circumvention) is what the Directive attempts to regulate.  The EU text declines to endow the beneficiary of a copyright exception with the privilege to overcome the technological obstacle, or to allow third parties to make commercially available the means of circumvention.  The reason for this is simple : it would be too dangerous for right holders.  As a result, few routes are left open.  It therefore becomes necessary to reestablish the balance that legally protected technological measures have upset. 

That is what the Australian and US laws as well as the EU Directive attempt to do, but in somewhat different ways.
Australia seems to have established a system more protective of users’ interests than has the US.  As both of these copyright laws are based on the principles of balancing interests and of serving the public good (rather than founding protection on the sole act of creation), the most plausible explanation for this difference in scope most likely resides in the comparative position of the two countries as producers or consumers of copyrighted works ; Australia consumes more works than it produces.  The European Union appears, for its part, to have been more concerned to defend the rights of authors and holders of neighboring rights. One should therefore observe that exceptions to the prohibition on circumvention appeared only late in the development of the Directive.  The exceptions were not accepted until the September 2000 draft,  that is, at the end of the negotiations. 

The lawmakers have scarcely endeavored to elaborate exceptions to the prohibition on circumventing technological measures concerning copyright management information.
 As these measures rarely disturb legitimate users, there was no reason to envision special solutions.  We shall therefore confine the analysis to access and use controls. 

The determination of zones of liberty to be guaranteed has been made in two different ways.  Lawmakers have attempted to draw up a list of exceptions which must be assured to users (A). However, the vision of contemporary lawmakers being necessarily limited, certain kinds of delegations have been put in place (B), one kind to government officials, the other to interested parties. 

A – Statutory specification of the zones of liberty to preserve 

Certain texts take care to specify what exceptions must be guaranteed (b). Nonetheless, we will follow a step-by-step analysis.  The legitimation of acts of circumvention for the purpose of benefitting from exceptions appears to be a subsidiary route.  There are prerequisites that must first be satisfied (a). 

I – Prerequisites 

The Australian and EU provisions set forth prerequisites to the excersise of lawful acts of circumvention. 

The Australian law legitimates certain acts of circumvention only when no other possibility is available : the work must be inaccessible by other means. 

Thus, in the exception concerning the making available of materials for an authorized use, the user must give the provider of the means a document indicating that « the copyright material is not readily available in a form that is not protected by a technological protection measure ».
  One can estimate that such a requirement will, at least for the moment, leave wide lattitude for prohibitions on circumvention. An identical procedure exists in the U.S. with regard to libraries who wish to inform themselves about the work before buying it (section 1201(d)). 

The Information Society Directive (art. 6.4.1) subordinates the implementation of exceptions to the prohibition on circumvention to the situation in which right holders have not themselves furnished an unprotected version, nor have they made a mode of circumvention (e.g. keys) available to the users, nor reached an agreement with the users.
 

Recital 51 declares that “Member States should promote voluntary measures taken by rightholders, including the conclusion and implementation of agreements between rightholders and other parties concerned, to accommodate achieving the objectives of certain exceptions or limitations provided for in national law in accordance with this Directive. In the absence of such voluntary measures or agreements within a reasonable period of time, Member States should take appropriate measures to ensure that rightholders provide beneficiaries of such exceptions or limitations with appropriate means of benefiting from them, by modifying an implemented technological measure or by other means. However, in order to prevent abuse of such measures taken by rightholders, including within the framework of agreements, or taken by a Member State, any technological measures applied in implementation of such measures should enjoy legal protection.”
Several questions arise : 

If agreements are at issue, it is necessary that the balance which underlies the exception be maintained.  If the furnishing of « keys » is at issue, one might ask if some kind of oversight commission, a kind of « guardian of the keys, » would not also be required. 

It is likely that the EU member States that have adopted a large number of the art. 5 exceptions  will need to establish organisms to supervise the successful implementation of the system.  There are many risks of failure.  The beneficiaries of these adaptations (e.g., libraries, educational institutions) consume works in very different ways.  But not every use enjoys the same kind of exception.  Agreements will probably be indispensable to defining the contours of a circumvention privilege, but who will oversee them ? 

II – Exceptions that must be guaranteed

It is difficult to synthesize such long and detailed texts.  Some common aspects nonetheless appear. 

a – Common traits

First, and fundamentally, the three legal systems start from the postulate that the exceptions to be guaranteed must be set forth as part of a specific list.  Those lists are, for the moment, closed. 

In other words, all three reject the idea of a broad exception in the style of « fair use. »  The US report states it clearly : « There is not a direct correlation between the anticircumvention exceptions and copyright exceptions.  For example, several of the exceptions in §1201 would likely be embraced within the doctrine of fair use (17 U.S.C. §107) if exercise of a copyright right were at issue.  On the other hand, not all possible uses encompassed within fair use are included within the exceptions in §1201. »
  By the same token, the Australian law does not adopt all the solutions that follow from the notion of « fair dealing ».

The EU, the US, and Australia accept the idea of exceptions based on the protection of Public Order and National Security.  Recital 51 of the Directive states that « The legal protection of technological measures applies without prejudice to public policy, as reflected in Article 5, or public security.” The Australian report mentions a general exception « that applies to anything lawfully done for the purposes of law enforcement or national security by or on behalf of the Commonwealth, a State or Territory, or an authority of the Commonwealth, a State or Territory”.

The three legal systems also share the goal of guaranteeing exceptions favoring libraries. 

For the rest, approaches diverge.  For example, consider the « equitable compensation » that may be awarded to right holders.  While the Directive specifically provides for it, and the Australian law refers to general copyright  law (which provides for it), the US law does not envision compensation for the exercise of a circumvention privilege. 

b – Particular Observations 

1 - Australia

The Australian law sets out two types of exceptions to be guaranteed. 

According to art. 116(A)3, the « supply of a circumvention device or service for use for a permitted purpose »
 is not subject to the prohibition on circumvention, so long as three conditions are met.

First, the purpose for circumventing must be an authorized one, according to the specific exceptions set out in the 1968 Copyright Act: 

Art. 48A. : copies by the libraries of Parliament for the members of Parliament; Art 49 :  copies from libraries and archives for users; Art. 50 : copies by libraries and archives for other libraries and archives; Art 51A :  copies of works for purposes of conservation and other purposes; Art. 183 :  use of copyrighted material ion the service of the Crown.  To these may be added: Articles 47D : reproduction of computer programs to create interoperable products; 47E. reproduction of computer programs for error correction ; 47F, reproduction of computer programs for security testing. 

Note that this is indeed a closed list, and that the authorized uses do not cover the full range of « fair dealing ».

Next, it is necessary that the beneficiary of these products or services be a « qualified person » in the sense of the law. 

Finally, it is necessary that the person who wishes to enjoy the exception follow a special formal procedure.  The beneficiary must give to the goods or service provider a written declaration including name and address, his/her qualification as a beneficiary, the name and address of the provider, and especially, a confirmation that the product or service will be used for an authorized purpose, and specifying this purpose by reference to a particular section of the Copyright Act. 

The second series of exceptions fills out the first and makes lawful the manufacture or importation of devices if these are for the implementation of the first exception on behalf either of the end user, or of the intermediary who offers her services to this user.

The utility of such a procedure is apparent, but so is its weakness.  Everything depends on the user’s declarations.  Admittedly, false declarations are criminally sanctioned,
 but suppose the user makes the declaration in order to effect an authorized use, but then, having completed that use, then retains the circumvention device to engage in other acts that are not on the list of authorized uses ?  In this scenario, the act of furnishing the means of circumvention was lawful at the outset ; the supplier therefore is not liable.  The end user, for her part, no longer is engaged in acts for which the supply of the device was lawful, but as the act of circumvention is not itself condemned by the Australian law, and if the declaration was not intentionally false at the outset, the end user is not liable.

One may therefore wonder how much protection this regime in fact accords technological measures. In the balance of interests, those of the user appear to have concerned the Australian lawmaker more than those of right holders.  Not only may the talented « hacker » avoid pursuit, but the law comes to the aid of those lacking technical ability who require the assistance of third party providers of circumvention products or services. 

2 – European Union 

Article 6.4 of the Directive, and Recitals 51 and 52 attempt to ensure the balance between the defense of creators’ rights and the legitimate aspirations of users of copyrighted works. 

Art. 6.4 provides:
 4. Notwithstanding the legal protection provided for in paragraph 1, in the absence of voluntary measures taken by rightholders, including agreements between rightholders and other parties concerned, Member States shall take appropriate measures to ensure that rightholders make available to the beneficiary of an exception or limitation provided for in national law in accordance with Article 5(2)(a), (2)(c), (2)(d), (2)(e), (3)(a), (3)(b) or (3)(e) the means of benefiting from that exception or limitation, to the extent necessary to benefit from that exception or limitation and where that beneficiary has legal access to the protected work or subject-matter concerned.

A Member State may also take such measures in respect of a beneficiary of an exception or limitation provided for in accordance with Article 5(2)(b), unless reproduction for private use has already been made possible by rightholders to the extent necessary to benefit from the exception or limitation concerned and in accordance with the provisions of Article 5(2)(b) and (5), without preventing rightholders from adopting adequate measures regarding the number of reproductions in accordance with these provisions.

The technological measures applied voluntarily by rightholders, including those applied in implementation of voluntary agreements, and technological measures applied in implementation of the measures taken by Member States, shall enjoy the legal protection provided for in paragraph 1.

The provisions of the first and second subparagraphs shall not apply to works or other subject-matter made available to the public on agreed contractual terms in such a way that members of the public may access them from a place and at a time individually chosen by them.

These exceptions concern : paper copies ; copies made in non profit teaching establishments , libraries or museums ; copies made by hospitals or prisons ; certain ephemeral recordings ; uses for purposes of research or teaching or for the benefit of the disabled ; copies made for court proceedings . . . 
. These exceptions are in the public interest. 

Note, however, that the EU member States are not obliged to guaranty all of these exceptions : some of these exceptions do not exist in national law, and no member State need create new ones.  This is a system of a closed but optional list : closed as to the introduction of new exceptions, but optional as to the exceptions set out.  As a result, neither the list of exceptions to copyright nor the list of exemptions will be identical for all countries.  That is the logical consequence of the legislative policy adopted.  But one should also take account of this policy’s indirect effects.  This construction means that the making available of the means to circumvent will be lawful in some countries (on the basis of their exceptions and exemptions) but not in others (in which the exception does not exist, and any exemption is therefore pointless).  In these circumstances, how can one prevent the circulation of devices from one country to the next ?  Of course, the individual act of circumvention will theoretically remain prohibited in those countries where no exemption applies, but, as a practical matter, one can imagine that these doctrinal divergences will promote the increase of unlawful acts (which will remain undiscovered) on certain territories. 

Another exception concerns private copying.  In this regard, Recital 52 specifies :

“When implementing an exception or limitation for private copying in accordance with Article 5(2)(b), Member States should likewise promote the use of voluntary measures to accommodate achieving the objectives of such exception or limitation. If, within a reasonable period of time, no such voluntary measures to make reproduction for private use possible have been taken, Member States may take measures to enable beneficiaries of the exception or limitation concerned to benefit from it. Voluntary measures taken by rightholders, including agreements between rightholders and other parties concerned, as well as measures taken by Member States, do not prevent rightholders from using technological measures which are consistent with the exceptions or limitations on private copying in national law in accordance with Article 5(2)(b), taking account of the condition of fair compensation under that provision and the possible differentiation between various conditions of use in accordance with Article 5(5), such as controlling the number of reproductions. In order to prevent abuse of such measures, any technological measures applied in their implementation should enjoy legal protection.”

The meaning of art. 6.4.4 is less than limpid. Recital 53 offers some clarification : 

« The protection of technological measures should ensure a secure environment for the provision of interactive on-demand services, in such a way that members of the public may access works or other subject-matter from a place and at a time individually chosen by them. Where such services are governed by contractual arrangements, the first and second subparagraphs of Article 6(4) should not apply. Non-interactive forms of online use should remain subject to those provisions ». 

The goal of these texts is to permit the development of online on demand services.
 The provision may nonetheless seem confusing when one realizes that the mode of utilization of works targeted by the provision is the most widespread mode on the Internet.  Admittedly, that is also one of the greatest sources of danger for works of authorship, hence the desire to over protect. But the text would have gained from greater precision. Were its application to be generalized, it could result in changing, for some modes of distribution, the « balance of interests. »  Of course, this « balance » cannot be invoked for every use,  Indeed, some national laws acknowledge that technological protections do not necessarily destroy the « balance. » Thus, in the context of traditional (non digital) pay-per-view, the US law appears to preclude a « balance », at least to the extent that the Macrovision program, now subject to anticircumvention protection (see art. 1201(k)) disables copying from coded television transmissions or rented videocassettes. 

It is not clear, however, that all forms of online on demand delivery are appropriately immunized from circumvention.  For example, the text does not distinguish between deliveries that permit or prohibit retention copies.  The desirability of a circumvention privilege may be affected by the nature of the use for which the user contracted.  One may therefore regret that the Community authorities did not follow the Boselli Report’s recommendations,
 and did not provide greater explanation in order better to understand the text’s scope.  

In  summary, one can say that the Directive encourages right owners to find solutions favorable to some beneficiaries of exceptions so that they are not hampered by technological measures but can implement copyright exceptions.  In the absence of voluntary measures on the part of right holders, member States will need to adopt « appropriate measures » to ensure that a legitimate user may enjoy the freedom the law affords her.  We await impatiently to learn what these « appropriate measures » might be. 

The member States will likely have difficulty transposing the Community text.  It seems apparent that this work cannot be accomplished without participation from interested parties.  Some countries have even posted a questionnaire on their Ministries’ websites. 

Perhaps the availability of this recourse (« appropriate measures »)  will serve to encourage right holders to anticipate and to propose solutions on their own.  The Community authorities had already employed a similar technique at the time of the adoption of the 1991 Software Directive. The risk that legitimate users would resort to decompilation of the computer program in order to create interoperable programs in the event that there was no other access to the decompiled program’s source code incited software producers to find cooperative solutions including the voluntary submission of source code.

One can envision how a system of agreed circumventions could work with institutional users such as libraries.  Reaching a circumvention accord with end users, however, seems more difficult. 

We also observe that the impasse-avoidance solutions proposed in the Directive do not apply to all the art. 5 exceptions.  For example, the freedom to quote is not expressly included among the exceptions whose exercise must be guaranteed against override by technological measures. 

3 – US

It is impossible to draw up a complete list of the exceptions provided in the DMCA.

There are potential exceptions that can be created for « particular classes of works » in the context of an administrative proceeding,
 as well as many specific exceptions permitting the circumvention of technological protection measures in certain special cases.  The US report summarizes them as follows :
  

« The prohibitions against circumventing access controls and trafficking in circumvention devices are subject to various exceptions, including an exception from the prohibition against circumvention of access controls for nonprofit libraries and educational institutions to determine if they wish to acquire a work, and exceptions for reverse engineering of computer programs, law enforcement, intelligence and other government activities, security testing, encryption research, protection of minors, security testing, and circumvention to identify and disable the capability to collect personally identifying information.  Each exception has its own requirements, and some are quite detailed.  While the statutory exceptions generally excuse the act of circumventing technological measures  to gain access to a work for specified purposes,  most of them permit only limited dissemination of circumvention devices or information; some allow  no dissemination at all. ''1201(d)-1201(j). » 
We have already inidcated that the list is a closed one.  It is worth observing, as June Besek emphasizes, that each exception turns on its own criteria and is based on specific policies.  Some of these provisions have already been the object of judicial interpretation. 

The structure of the DMCA exceptions has also incurred criticism.  According to Jacques de Werra,
 some commentators have decried the overly restrictive nature of the exceptions « for their resulting chilling effect on technological innovation. For instance, the application of the exceptions for reverse engineering (§ 1201 (f)) and for encryption research (§ 1201 (g)) raised by the defendants in the case relating to the software (DeCSS) decrypting DVDs has been denied. » 
B - Delegations

The lawmakers are aware of their inability to predict the future.  Admitedly, the Australian and US laws are very precise and detailed, but they also seek more flexible solutions.  We observe a desire to delegate to different actors or authorities the further elaboration of norms for circumvention exceptions. 

I – Delegation to interested parties

At the outset, we have seen that the Information Society Directive attempted to promote agreements among right owners and users.  Finer-grained negotiated solutions would seem preferable to statutory provisions that are broader but difficult to implement.  Nonetheless, some of the problems inherent in this technique have already been evoked (the lack of « intelligent » machines). 

There is another problem that the German report brings to the fore.  If the voluntary regulation of circumvention depends on agreements, that is, on the will of authors, how will agreements be reached when works have many authors?  

In theory, according to the regime of joint works in many civilian countries, all right owners must agree unanimously before the work can be exploited. Would the solution be the same for the implementation of agreements on exceptions ?  If so, implementation of agreements may be extremely cumbersome.  But perhaps one can pursue a different line of reasoning. Because the purpose of technological proection measures is to protect exclusive rights, perhaps one should apply the rules in force for bringing an infringement action.  The result would be somewhat different.  In France, for example, the defense of the economic rights requires notifying and joining all right holders.  This is more flexible than the principle of unanimity, but it is still cumbersome.  The Germans seem to require unanimity.  One must acknowledge that technological protection measures in fact combine attributes of exploitation and of defense of rights.. 


A suspicious soul might inquire whether the Directive’s silence on parties to circumvention accords reveals a different logic.  The prior analysis makes sense only to the extent that one is presuming physical authors who are rights owners.  The problem arises from the potential multiplicity of authors.  But, in a less romantic and more economic logic, there is no such problem, once a single owner, a producer, holds all the rights.  Perhaps the Directive presumes that those who resort to technological protection measures, and who therefore will have to agree to loosen that protection in certain circumstances, are not authors, but are large corporate copyright owners.  But there is a less portentious explanation : an EU Directive cannot go into all the details ; the drafter’s silence therefore is no more than a simple reference back to the general legal rules of the member States (rules concerning the exercise of rights in multiple-authored works).  This brings us back to the first difficulty . . . except for cases in which all the rights will have been granted to an exploiter..

II – Delegation to government officials 

Whether as an acknowledgement of inability, or as an exercise of caution, or as a search for flexibility, certain laws have understood that it was not possible with such a complex and evolving subject matter, to engrave solutions in stone.  A variety of solutions should be envisioned. 

a – Delegation to the US Librarian of Congress 

The DMCA has set out an original system.  Every three years, the Librarian of Congress must conduct a rulemaking proceeding to determine if users of a class of works are likely to be prejudiced in their ability to engage in non infringing uses, by the the prohibition on circumvention of access controls.  If the Librarian so finds, he is to suspend for the next three years the prohibition on circumvention of access controls on the concerned class of work (but without distinguishing on the basis of different categories of users).
 The burden of proof of this prejudice falls on the users who seek the exemption. 

Applying these provisions, the Librarian of Congress has exempted two classes of works from the prohibition, until October 28 2003.  These classes are : 

Compilations consisting of a list of internet sites blocked by filtering software ; and, 

Literary works, including computer programs and databases, protected by access controls that do not permit access because of malfunction, damage or obsolescence

Requests to designate other categories were made, but not sustained.  The requests failed because their proponents failed to demonstrate actual harm, or because they did not target a particular class of works. 

One may surmise that the Librarian’s power to draw up this list could be perceived as a warning to producers.  The indirect message is clear: “Do not abuse access controls, lest your works be placed on the Librarian’s list of exempted classes.” This reasoning can be perceived in the discussion of potential over protection of databases by producers who would lock up public domain information and render that lock unbreakable thorough the addition of a pretextual amount of copyrighted material 

Nontheless, as welcome as this procedure is, it has limits that the Librarian has himself evoked..

For example, we have seen that certain technological measures can control access as well as use of works.  That may be the case for the « Content Scramble System » (or CSS) which is a scrambler for DVDs.
  Thee DMCA distinguishes between personal acts of circumvention and concerning access on the one hand (no circumvention permitted), and use on the other (circumvention possible).

What is a user to do in the face of CSS, which mixes the two objectives ?  In accomplishing a lawful act (neutralization of the anti-copy control) he risks committing another illicit act (circumvention of access control).

According to the Librarian of Congress,  “The merger of technological measures that protect access and copying does not appear to have been anticipated by Congress. Congress did create a distinction between the conduct of circumvention of access controls and the conduct of circumvention of use controls by prohibiting the former while permitting the latter, but neither the language of section 1201 nor the legislative history addresses the possibility of access controls that also restrict use. It is unclear how a court might address this issue. It would be helpful if Congress were to clarify its intent, since the implementation of merged technological measures arguably would undermine Congress’s decision to offer disparate treatment for access controls and use controls in section 1201.

At present, on the current record, it would be imprudent to venture too far on this issue in the absence of congressional guidance. The issue of merged access and use measures may become a significant problem. The Copyright Office intends to monitor this issue during the next three years and hopes to have the benefit of a clearer record and guidance from Congress at the time of the next rulemaking proceeding [under § 1201 (a) ].”
 The Librarian expressed the wish that Congress would better define the notion of a "class of works".

Moreover, the articulation of this two part construction can lead to certain impasses.  Where the DMCA reasons in terms of acts, the Librarian, according to Congress’ delegation, can only rule in terms of classes of works.  This difference of approach can result in different levels of liberty, in such a way that the construction of lawful uses may be rendered ineffective. 

The following example makes the point.  Suppose that a user has the right to circumvent a measure applied to one of the classes of works cited in the Librarian’s first listing. We will assume that this person is not technologically adept.  In order to exercise the exception that the Librarian has conferred, she requires recourse to a device supplied by a third party.  But these third parties still may not supply the circumvention device because they are held to the DMCA, whose logic does not otherwise follow classes of works but rather specifically drawn exceptions.  And the Librarian’s delegation extends only to exempting works from the prohibition on the direct act of circumvention, not from the prohibition on supplying devices.  If the supplying of devices does not fit within one of the narrow exceptions, the provision of devices becomes legally impossible.  The user has the right to engage in an act, but she cannot in fact do it ; the supplier has the ability but not the authorization.  The incongruence between exceptions benefiting direct actors and those benefiting suppliers means that the exceptions delegated to the Librarian will benefit only technically competent users. 

Jacques de Werra
 sums up the situation as follows : « the user (because of the exemption) has now gained the right to unlock the door of the room where the work is located, but no locksmith has the right to develop and give/sell her the tools (i.e. the key) that she could use to unlock the door (or to open the door for her). As a consequence, if she cannot do it herself, the user cannot practically benefit from the exemption. This shows another major problem resulting from the application of the DMCA. »
b – Delegation to the lawmaker of tomorrow 

This procedure has been developed by the Information Society Directive.
 Article 12.1 of this text provides :

Not later than forty-two months after the date of entry into force of this Directive and every three years thereafter, the Commission shall submit to the European Parliament, the Council and the Economic and Social Committee a report on the application of this Directive, in which, inter alia, on the basis of specific information supplied by the Member States, it shall examine in particular the application of Articles 5, 6 and 8 in the light of the development of the digital market. In the case of Article 6, it shall examine in particular whether that Article confers a sufficient level of protection and whether acts which are permitted by law are being adversely affected by the use of effective technological measures. Where necessary, in particular to ensure the functioning of the internal market pursuant to Article 14 of the Treaty, it shall submit proposals for amendments to this Directive. 
Article 12.3 and 12.4 add :

“3. A contact committee is hereby established. It shall be composed of representatives of the competent authorities of the Member States. It shall be chaired by a representative of the Commission and shall meet either on the initiative of the chairman or at the request of the delegation of a Member State.


4. The tasks of the committee shall be as follows:


(a)  to examine the impact of this Directive on the functioning of the internal market, and to highlight any difficulties,

(b) to organise consultations on all questions deriving from the application of this Directive; 

(c) to facilitate the exchange of information on relevant developments in legislation and case-law, as well as relevant economic, social, cultural and technological developments;
(d) to act as a forum for the assessment of the digital market in works and other items, including private copying and the use of technological measures.”
This text therefore provides for a procedure to modify the Directive in a manner favorable to users.  The process is at once quite similar and quite different from the DMCA’s referrals to the Librarian of Congress.

The EU approach is undeniably less flexible than the American system, and presents the disadvantage of a certain inertia during a fairly long time (3 years).  On the other hand, it should have the merit of avoiding the problems of scope reviewed in connection with the DMCA rulemaking, because the modifications will be made by the same authority applying the same criteria.

One can appreciate that all these difficulties are the consequence of the desire to legislate on extremely fast-moving matters, before all their implications have been fully measured. 

We know that the negotiators of the WIPO Treaties were aware of the complexity of the systems whose implementation they were requiring.  The principles proclaimed in the WIPO Treaties are satisfactory, but the means of achieving them are very difficult to establish. 

Two observations by way of conclusion:

These new constructions again raise the question of the “balance of interests” and, as a result, that of the basis and therefore the legitimacy of the exceptions that have been retained.  At bottom, we all have long known, and we were again reminded during the 1998 Cambridge Study Days, that if many exceptions are justified by the search for balance between authors’ rights and the contrary demands made in the name of the public interest, others are justified only by inertia or by analyses that time has since discredited.  This, while no one would doubt that the freedom to quote is admitted in one form or another throughout the world in order to foster discussion of ideas, other limitations on copyright are tolerated only because it was impossible, at the time these exceptions arose, to compel compliance with exclusive rights, or because the economic harm from the exception did not seem significant.  Thus, in many countries, the freedom to make private copies rested on the practical and legal impossibility of verifying what users were doing in the privacy of their homes, and on the idea that the economic harm was negligible, as making the copy would be difficult and time-consuming.  These two justifications today no longer apply.  The combination of home electronics technology that facilitates private copying, and digitization (without locks) make possible the easy production of “clones” which greatly disturb the economy of works of authorship.  Why should we still admit solutions that were never more than last resorts?  If the law and technology now provide the means to arrive at other solutions, what justification is there for retaining the old constructions?  How has yesterday’s tolerance turned into today’s right to an exception?  

This discussion casts more light on the different solutions provided by article 6 of the Directive, for example.  Some exceptions must be guaranteed because they are rooted in the public interest.  Private copying is treated somewhat differently because it seems less necessary.  Of course, the objection should be refined, but we should not lose sight of the idea even if it is not politically popular.  There lies one of the dangers that copyright will veer off course.  Too often, we confuse the “public interest” with the “interest of the public.”  The political clout that the latter wields in all democracies means that yesterday’s habits are difficult to call into question.  The interest of our discussion today is to permit a fresh look at these questions. 

The second observation addresses the legislative technique that we have previously described.  There is something comforting in this legislative humility.  « Lawmaking by trial (and error) » is a new art.  Might it be protected by copyright ? 
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� - Georges KOUMANTOS. “Le droit de reproduction et l'évolution de la technique”. Report to the 1978 ALAI Congress, in Problèmes Audiovisuels 1982. n°8. p. 11. And in Congrès du centenaire. ALAI. 1978. Paris 1982. Hôtel du cercle de la librairie. p. 96.


� - One should also add the Directive of May 10 1991 on the protection of computer programs. 


� - Recital 13: “Whereas it seems necessary to ensure that Member States provide appropriate legal protection against the placing on the market, for direct or indirect financial gain, of an illicit device� which enables or facilitates without authority the circumvention of any technological measures designed to protect the remuneration of a legally provided service”.


Adde, article 4 “ les États membres interdisent sur leur territoire chacune des activités suivantes:


“Member States shall prohibit on their territory all of the following activities:


the manufacture, import, distribution, sale, rental or possession for commercial purposes of illicit devices;


the installation, maintenance or replacement for commercial purposes of an illicit device;


 the use of commercial communications to promote illicit devices”.





� - The French national reporter, A. Latreille, nonetheless observes that « careful reading of the Directive’s definitions makes it possible to envision the protection of some works or services in the context of the information society, particularly Websites.  Indeed, devices are unlawful if they concern “a cautious reading of the Directive definitions already allows to consider protection of some works or services within the information society, and namely web sites over the Internet. Indeed, devices are unlawful if they concern “information society services within the meaning of Article 1(2) of Directive 98/34/EC of the European Parliament and of the Council of 22 June 1998 laying down a procedure for the provision of information in the field of technical standards and regulations and of rules on information society services”, provided that they are not available for free and that they are based on a conditional access, “once they are furnished for payment on the basis of conditional access. ».





� - This General Report attempts to synthesize the national reports that responded to a common questionnaire.  I wish here to thank: P. Wand (Germany), D. Lindsay (Australia), S. Dussolier (Belgium), N. Landry (Canada), J. Hedebrink (Denmark), J. M. Besek (US), Nazareth Pérez de Castro (Spain), J. Waldén (Finland), A. Latreille (France), P.A. Koriatopoulou (Greece), M. Fabiani (Italy),   Kentaro Endo et  Hiroshi Saito  (Japan), G. Larrea Richerand, M. Larrea Legorreta, R. Larrea Soltero, C. Peralta Casares, O. Lecona Morales et F. Campuzano Lamadrid (Mexico),  N. Helberger, B. Hugenholtz, K. Koelman, J. Seignette, R. Stuyt et  D. Visser (Netherlands),  A. Firth et P. Akester (UK),  Y. Cherpillod  (Switzerland).  These Reports are also extremely valuabel for their description of current solutions in certain fields, such as software or databases.


� - See, Jacques de Werra, « What Is A Technological Protection Measure . . . » at http://www.alai2001.org


� - The Japanese report does not mention exceptions. Jacques de Werra (op. cit.), however, indicates one exception, at article 11(1)(7) of the law on unfair competition, which permits the distribution of devices used to test and conduct research in the field of technological protection measures, in order to develop better proection measures.  The justification for this exception is quite different from those that interest us here.





� - On the position of U.S. law, see infra, introdution to Part II. 


� - This would however make the coherent and efficient implementation of the system most doubtful.  


� - The definition seems to go beyond the context of acts subject to copyright law, and beyond the requirements of the WCT.  The first versions of the Directive were closer to the text of the WCT.


� - June Besek, US Report, pp. , 2, 6, 1


� - June Besek, US Report, pp.  2, 7


� (verify ?)


� - http://europa.eu.int/scadplus/leg/eng/lvb/l26053.htm


� - The Australian law effects no difference between technological measures protecting access and those protecting against copying.  But in referring to a  « copy, » the law seems not to concern itself with use controls other than those involving reproduction.  See,  Jacques de Werra, op cit.


� - We observe, however, that the Australian law protects only technological measures protecting copyright management information respecting works still under copyright. The US law also envisions several hypotheses of lawful circumvention of management information, see US Report by June Besek at 3.1.   


� - Copyright Act 1968 (Cth) s 116A(3)(b).


� - France had proposed retaining a solution similar to the Australian one (rejection of circumvention if the work is otherwise accessible), but this construction was not adopted. 


� - June Besek, US Report, 3, 1, 1, b


� - article 116A(2).


� - article 116A(3).


� - Article 116(A) (a) and (b)


� - section 203 G


� - here is the exact list :


2(a) in respect of reproductions on paper or any similar medium, effected by the use of any kind of photographic technique or by some other process having similar effects, with the exception of sheet music, provided that the rightholders receive fair compensation;�(b) in respect of reproductions on any medium made by a natural person for private use and for ends that are neither directly nor indirectly commercial, on condition that the rightholders receive fair compensation which takes account of the application or non-application of technological measures referred to in Article 6 to the work or subject-matter concerned;�(c) in respect of specific acts of reproduction made by publicly accessible libraries, educational establishments or museums, or by archives, which are not for direct or indirect economic or commercial advantage;�(d) in respect of ephemeral recordings of works made by broadcasting organisations by means of their own facilities and for their own broadcasts; the preservation of these recordings in official archives may, on the grounds of their exceptional documentary character, be permitted;�(e) in respect of reproductions of broadcasts made by social institutions pursuing non-commercial purposes, such as hospitals or prisons, on condition that the rightholders receive fair compensation.





� - See Boselli Report, European Parliament - A5-0043/2001, Exposé des motifs point 13


� - See supra.


�  - See  § 1201 (a)(1)� discussed infra, B


� - US Report by June Besek, 3, 1.


� - See supra.


� - article 1201(a)(1)


� - supra, part I.


� 65 Fed. Reg. p. 64568.


� - See supra, p. 16, c)


� - For a related attitue on the part of EU authorities, see the final dispositions of the Directive of Junr 8 2000 on electronic commercie, regarding the question of hyperlinks and search engines. 
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