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I.
State of the law before transposition of the WIPO Treaties

Legal protection of technological measures in the UK was, and to date is, piecemeal and often tangential.

1.1
Before adoption of the WIPO treaties in 1996, did your country already have legislation concerning technological protection of copyrighted works?  

Yes

EC level – Computer Programs Directive, Council directive 91/250/EEC, Article 7(c); implementation of this directive by the Copyright (Computer Programs) Regulations 1992, SI 1992 No 3233, led to insertion of subs 296(2A) into the Copyright Designs and Patents Act 1988

National level - Copyright Designs and Patents Act 1988 [‘CDPA’] 

Section 296 [devices designed to circumvent copy-protection]. Note that the section gives rights to the copyright owner or licensee of the issuing right ‘as if’ the manufacture or supply, of circumvention means or information, amounted to infringement of copyright. However, it is not necessary for the claimant to show that the device, means or information was directed specifically to their own copyright work, merely to the form of copy-protection that they employ.

Section 1 CDPA constitutes broadcasts and cable programmes as ‘works’. Thus the following sections protect these ‘works’ directly, as well as indirectly protecting included works such as films:-

Section 297 [offence of fraudulently receiving programmes]

Section 297A [unauthorised decoders; inserted by the Broadcasting Act 1990, s.179(1); held to apply to a ‘smart card’ in B Sky B v. Lyons [1995] FSR 357, ]

Section 298 [rights and remedies in respect of apparatus, etc, for unauthorised reception of transmissions; held by English Court of Appeal to comprise both right and remedy: BBC v. Hi-Tech [1990] FSR 217; [1990] Ch 609. Note that the defendant was held liable even though the encrypted BBC transmissions were intended for reception outside the UK]

Section 299 [supplementary provisions]

If so, in what areas (e.g. software . . .)

EC level – Computer programs; 

National level – Copyright works in general.

1.2
Did your country already have legislation addressing protection of information encoded in the work concerning the work or its author or copyright owner?

No specific provisions. However, removal of encoded material from a copy might lead to infringement of a general provision, such as the reproduction right, by negating a defence such as the defence of fair dealing. In the case of George Michael v. Smith, noted at [1992] Ent LR, alteration of a song was held to take its recording as a ‘cover version’ outside the statutory mechanical recording licence [since repealed]. 

Possibly, removal of author identification might amount to derogatory treatment within the meaning of CDPA Section 80, being prejudicial to the reputation of the author. In a case decided prior to enactment of CDPA, [PhD plagiarism case, ref to follow] modest damages were awarded to a researcher who had lost the opportunity to publish and be cited when his supervisor published material from his thesis without proper attribution. Derogatory treatment is actionable only when the treated work is put before the public [CDPA s80(3)&(4)].

If the paternity right conferred by CDPA s. 77 in relation to literary, dramatic, musical and artistic works and films has been asserted, then the dissemination of a work from which author identification has been removed would amount to infringement of the right to be identified as author. 

Exceptions to paternity right are set forth in s.79 and exceptions/qualifications to integrity right in s 81.

1.3 Did your country’s legislation prohibit the circumvention of technological measures:

Within copyright law generally, circumventing technological measures would be evidence of absence of any licence, express or implied, by the copyright owner to carry out acts restricted by copyright, including temporary reproduction [see CDPA s.16(2); s.17]. Circumvention may occasionally infringe other forms of intellectual/industrial property, for example a patent on the technology, or be contrary to legislation such as the Computer Misuse Act 1990.

See answers to Q 1.1 for information regarding broadcasts 

2. By the person who committed the act of circumvention?

CDPA s296 contains no special provisions directed to this. The act of circumvention may be an activity prohibited by laws outside copyright. But within copyright it is the consequent acts which are prohibited  – copying, etc. If the person who overcomes the copy-protection carries out acts restricted by copyright, they will infringe directly. If one person overcomes the copy-protection and then passes on the [now unprotected] work to another to carry out the acts restricted by copyright, the former may be liable for infringement by authorisation [CDPA s.16(3)]. Proving authorisation entails proof that it relates to a specific copyright work: CBS v. Amstrad [1988] 2WLR 1191; not a problem here. Amstrad also demonstrates the difficulty where a device has legitimate as well as illegitimate purposes. 

2.
By the person who furnished the means of circumvention:

a.
By furnishing information about these means?


Yes (CDPA Section 296(2)(b)).

b.
By furnishing the devices enabling circumvention (preparatory acts)?


Yes (CDPA Section 296(2)(a)).

c.
By offering circumvention services?


No. Although CDPA s.296(2)(a) refers to ‘any device or means’, the wording of the rest of the section militates against the interpretation of ‘means’ to include a service. 

Apart from the provisions outlined above, the criminal provisions of CDPA s107 may also catch infringement of copyright. Under s.107(2), a person commits an offence who knowingly makes, or possesses, an article specifically designed or adapted for making copies of a particular copyright work; this mirrors the civil ‘secondary infringement’ provisions of CDPA s.24 which also refers to importation and various forms of supply. 

1.4
In the absence of legislation, have judicial decisions prohibited acts such as:

1.
The act of circumvention?

2.
Furnishing devices to enable circumvention?

3.
Furnishing circumvention services?

We are not aware of any cases in the UK like the US case of  DCSS: Universal Studios et al v. Reimerdes, Corley & Kazan (2000). Again, under CBS v. Amstrad (1988), furnishing a device (in this case, a twin tape recorder) which can be used for a legitimate purpose, as well as for an infringing purpose does not amount to copyright infringement.

1.5
If your country had, by legislation or judicial decision, prohibited circumvention of technological measures, did this prohibition prove effective? 

1.
How often did copyright owners avail themselves of technological measures? 

It is possible that projects such as Imprimatur [see below] have such information, but as far as we know, it is not yet in the public domain.

2.
How often were lawsuits brought alleging unlawful circumvention?

Few reported decisions; these relate to broadcasting: see 1.1 above

3.
In the event that copyright owners did not apply technological measures or did not bring lawsuits against their circumvention, what were the reasons for non recourse to legal protection of technological measures?

Maybe the expense incurred with recourse to such measures.

1.6
In the absence of legislation or judicial decisions, did a practice develop of tolerating circumvention?

Not known to these reporters.

1.7
Did your country’s legislation provide for exceptions to prohibitions on circumvention?  If so, please describe them.

There is an implied exception in connection with the decompilation exception (Computer Programs Directive, Article 6 and CDPA, Section  50(B)). 

See also Common position on Copyright Directive, recital or ‘whereas’ (50): “Such a harmonised legal protection does not affect the specific provisions on protection provided for by Directive 91/250/EEC. In particular, it should not apply to the protection of technological measures used in connection with computer programs, which is exclusively addressed in that Directive. It should neither inhibit nor prevent the development or use of any means of circumventing a technological measure that is necessary to enable acts to be undertaken in accordance with the terms of Article 5(3) or Article 6 of Directive 91/250/EEC. Articles 5 and 6 of that Directive exclusively determine exceptions to the exclusive rights applicable to computer programs.”

II
Implementation of WIPO Treaty obligations -- provisions concerning the protection of technological measures

2.1
Has your country adopted legislation to implement the obligations set forth in the WIPO Treaties (WIPO Copyright Treaty, arts. 11 and 12; WIPO Performers and Phonograms Treaty, arts. 18 et 19)?

When?

Common position (EC) No 48/2000 was adopted by the Council on 28 September 2000 with a view to adopting the Directive on the harmonisation of certain aspects of copyright and related rights in the information society (2000/C 344/01). This is the latest available consolidated text of this draft Directive (although nine amendments were approved by the European Parliament on the 14th February 2001). The Directive was adopted on April 9th 2001 and will be published in May. There will then be a period for Member States to implement the Directive, possibly by the end of 2002.

2.
By what means?
EC Directives are usually implemented in the UK by secondary legislation (Statutory Instruments) under the European Communities Act 1972. Any other changes needed to implement the Treaties would require primary legislation in the field of copyright and performers’ rights, i.e. amendment of CDPA or a consolidating Act.
 
2.2
Is your country active in the field of research concerning or development of technological measures?

Yes. For example:

1. IMPRIMATUR Intellectual Multimedia Property Right Model and Terminology for Universal reference is responsible for Esprit Project N. 20676, regarding methods of marketing digital rights on networks. 

2. COPEARMS Coordinating Project for Electronic Authors Right Management Systems (ESPRIT Project no. 20460). This project aims, amongst other things to carry out a standardisation process necessary for the implementation of electronic copyright management systems (ECMS) in cooperation with IMPRIMATUR.

3. Copyright in Transmitted Electronic Documents (ESPRIT Project no. 5469). The goal of the project is to provide a method of copyright management in order to monitor the use of multimedia information. When using a CITED-attached system a user is required to enter a password and is then presented with an on-screen contract specifying the charges for accessing particular information and whether it is read-only. 

4. Copyright Ownership Protection in Computer Assisted Training (ESPRIT Project no. 8195). The aim of this project is the development of a copyright protection mechanism for electronically published material.

5. DECOMATE EC-DG XIII (Libraries programme, Project no. 3078) aims at providing end-users access to copyright material in electronic form through campus networks. 

6. The Copyright Licensing Agency’s Digitisation Scheme, aims to encourage licensed use of digitised works and to create centralised access to already digitised material. It is recognised that errors tend to creep into works as a result of scanning and optical character recognition, so use of properly ‘proofread’ digital versions benefits both users and authors.

2.3
How does your legislation ensure the legal protection of technological measures?

Please see above.

2.4
Briefly describe the legislation.

Provisions on protection against the circumvention of technological measures (Common position on Copyright Directive, Article 6). Please see answers to Q2.1.

2.5
List the sanctions available for violations and specify whether or not your country’s legislation provides for criminal sanctions.

Injunctive relief, delivery up, damages, etc, available in civil cases.

Criminal sanctions are only available in relation to specific criminal offences, which are tried in different courts from civil actions. It is possible for criminal courts to award compensation to the victims of crime, but this power is rarely used for economic crimes. 

Sanctions depend upon the severity of the offence. For summary copyright offences under current legislation, a maximum term of imprisonment of 6 months or a maximum fine of level 5 [the highest] on the standard scale for magistrates may be imposed. Some offences may be tried ‘either way’ – in the Magistrates courts or in the Crown courts [on indictment, by judge and jury]. These attract higher penalties if tried on indictment: a fine [no upper limit] or up to two years’ imprisonment.

2.6 Which persons are liable? 

[Under the draft EC legislation; see above for implementation]

1.
Those who engage in the act of circumvention?

Yes (Common position on Copyright Directive, Article 6(1)).

“Member States shall provide adequate legal protection against the circumvention of any effective technological measures, which the person concerned carries out in the knowledge, or with reasonable grounds to know, that he or she is pursuing that objective”.

2.
Those who enable or facilitate the commission of an act of circumvention by:


a.
Supplying information?

Yes, there is a reference to “advertisement” which could be said to cover advertisements containing information on circumvention (Common position on Copyright Directive, Article 6(2): “Member States shall provide adequate legal protection against the manufacture, import, distribution, sale, rental, advertisement for sale or rental, or possession for commercial purposes of devices, products or components or the provision of services (…) enabling or facilitating the circumvention of any effective technological measures.”)

b.
Supplying devices?

Yes, there is a reference to “devices, products or components” (Common position on Copyright Directive, Article 6(2)): “Member States shall provide adequate legal protection against the manufacture, import, distribution, sale, rental, advertisement for sale or rental, or possession for commercial purposes of devices, products or components or the provision of services (…) enabling or facilitating the circumvention of any effective technological measures.”)


c.
Offering services?

Yes, there is a reference to “provision of services” (Common position on Copyright Directive, Article 6(2): “Member States shall provide adequate legal protection against the manufacture, import, distribution, sale, rental, advertisement for sale or rental, or possession for commercial purposes of devices, products or components or the provision of services (…) enabling or facilitating the circumvention of any effective technological measures.”)

d.
Is knowledge or intent to circumvent a prerequisite to liability?

Yes, (Common position on Copyright Directive, Article 6(1): “Member States shall provide adequate legal protection against the circumvention of any effective technological measures, which the person concerned carries out in the knowledge, or with reasonable grounds to know, that he or she is pursuing that objective.”)

2.7
Are there differences in the scope of the prohibition depending on the kind of technological measure circumvented?  For example is the prohibition the same with respect to: access controls; measures protecting rights of the copyright owner; copyright management information?  If so, why?

There are two kinds of prohibition:

· Technological measures (Common position on Copyright Directive, Article 6);

· Rights-management information (Common position on Copyright Directive, Article 7).

2.8
If supplying devices for circumvention is a prohibited act,

1.
Specify how devices are defined.  

There is no definition of “devices” but there is a definition of “technological measures” (Common position on Copyright Directive, Article 6(3): “For the purposes of this Directive, the expression ‘technological measures’ means any technology, device or component that, in the normal course of its operation, is designed to prevent or restrict acts, in respect of works or other subject matter, which are not authorised by the rightholder of any copyright or any right related to copyright as provided for law or the sui generis right provided for in Chapter III of Directive 96/9/EC.”) 

a.
Does the definition encompass software (computer programs)?



There is no definition of “devices”. In our view this is a strength of the draft EC legislation; ‘measures’ should be apt to cover hardware, software and circumvention services.

b.
Does liability depend on whether the device is effective, and if so, what standard is used to determine the effectiveness of a device?

Yes (Common position on Copyright Directive, Article 6(2): “Member States shall provide adequate legal protection against the manufacture, import, distribution, sale, rental, advertisement for sale or rental, or possession for commercial purposes of devices, products or components or the provision of services (…) enabling or facilitating the circumvention of any effective technological measures.”)

Standard:

Technological measures shall be deemed “effective” where the use of a protected work or other subject-matter is controlled by the rightholders through application of an access control or protection process, such as encryption, scrambling or other transformation of the work or other subject-matter or a copy control mechanism, which achieves the protection objective.”) 

2.
How does the legislation take account of the fact that some devices capable of circumventing technological protection measures also have other, beneficial purposes? 

Protection against production or marketing of devices or the provision of services enabling the circumvention of effective technological measures, is restricted to those cases in which circumvention is the sole purpose of the device, or its primary purpose or there are no commercially significant uses for the device other than circumvention (Common position on Copyright Directive, Article 6(2): “Member States shall provide adequate legal protection against the manufacture, import, distribution, sale, rental, advertisement for sale or rental, or possession for commercial purposes of devices, products or components or the provision of services which: (a) are promoted, advertised or marketed for the purpose of circumvention of, or (b) have only a limited commercially significant purpose other than to circumvent, or (c) are primarily designed, produced, adapted or performed for the purpose of enabling or facilitating the circumvention of any effective technological measures.”)

 III.
Exceptions to prohibitions; authorized circumventions

3.1
Does your country’s legislation provide for exceptions to the prohibition on circumvention? Do the  exceptions differ according to the type of measure at issue (access controls; measures protecting rights of the copyright owner; copyright management information)?  

1.
Exceptions for the benefit of users:

a. Do they correspond to all copyright exceptions?

No.

b. Do they correspond to only some of the exceptions (e.g. draft EU Directive, seven listed exceptions)? 

Yes.

c. Is there a closed list of exceptions, or general criteria to assess the appropriateness of the exception?

The list of exceptions to circumvention prohibitions is referred in Common position on Copyright Directive, Article 6(4) “Notwithstanding the legal protection provided for in paragraph 1, in the absence of voluntary measures taken by rightholders, including agreements between rightholders and other parties concerned, Member States shall take appropriate measures to ensure that rightholders make available to the beneficiary of an exception or limitation provided for in national law in accordance with Article 5(2)(a), (c), (d) and (e) and Article 5(3)(a), (b) or (e) the means of benefiting from that exception or limitation, to the extent necessary to benefit from that exception or limitation and where that beneficiary has legal access to the protected work or subject-matter concerned.”

d. Describe the circumvention exceptions in your law.


Common position on Copyright Directive, Article 5

“2. Member States may provide for exceptions or limitations to the reproduction right provided for in Article 2 in the following cases:

(a) in respect of reproductions on paper or any similar medium, effected by the use of any kind of photographic technique or by some other process having similar effects, with the exception of sheet music, provided that the rightholders receive fair compensation;

(b) in respect of reproductions on any medium made for the private use of a natural person and for non-commercial ends, on condition that the rightholders receive fair compensation which takes account of the application or non-application of technological measures referred to in Article 6 to the work or subject-matter concerned;

(c) in respect of specific acts of reproduction made by publicly accessible libraries, educational establishments or museums, or by archives, which are not for direct or indirect economic or commercial advantage;

(d) in respect of ephemeral recordings of works made by broadcasting organisations by means of their own facilities and for their own broadcasts; the preservation of these recordings in official archives may, on the ground of their exceptional documentary character, be permitted;

(e) in respect of reproductions of broadcasts made by social institutions pursuing non-commercial purposes, such as hospitals or prisons, on condition that the rightholders receive fair compensation.”


Common position on Copyright Directive, Article 5:

“3. Member States may provide for exceptions or limitations to the rights provided for in Articles 2 (reproduction) and 3 (communication to the public of works and making available to the public of other subject-matter) in the following cases:

(a) use for the sole purpose of illustration for teaching or scientific research, as long as, whenever possible, the source, including the author’s name, is indicated and to the extent justified by the non-commercial purpose to be achieved;

(b) uses, for the benefit of people with a disability, which are directly related to the disability and of a non-commercial nature, to the extent required by the specific disability; 

(e) use for the purposes of public security or to ensure the proper performance or reporting of administrative, parliamentary or judicial proceedings.”

e. What are the justifications for the exceptions for which your country’s legislation provides?


Common position on Copyright Directive, recitals (31)-(52).
2. Are there new exceptions for circumvention of technological measures that did not expressly exist in your country’s prior copyright law?

Yes.

3.
Do exceptions differ depending on the type of technological measure circumvented? Why?

No, because a broad definition of ‘technical measures’ is adopted.

3.2
Does your country afford users the means to exercise the exceptions to circumvention?  If so, how?

In principle these will be available [see above] but practical details have yet to be established.

3.3
Are there private agreements (contracts, collective bargaining) that permit certain categories of users (e.g., public libraries) to circumvent?  If so, why ?

We believe that collecting societies and our Library Association will be active in helping to work out practicalities. 

3.4 Does your legislation off set any circumvention exceptions with rights to remuneration or compensation?

Yes (Common position on Copyright Directive, Article 5(2)(a), (b) and (e).

3.5 Do consumer equipment manufacturers have any obligation to design their products to recognize and comply with specific protection measures?  Does your legislation address this issue, and if so, how?

No (for example, initially some PCs did not allow users to ignore SCMS flags whereas others did).

3.6
What has been your experience under your legislation to date (e.g., court proceedings, administrative interpretations, etc.)?

3.7 To what extent are works currently marketed in your country with technological protection?  Please describe with as much detail as possible the kinds of works currently protected and the kinds of technological measures used.

· SCMS (CDs) - Yes

· SDMI – No

· CSS – Yes

· DTCP (IEEE 1394) – Yes

· Macrovision analogue – Yes

· Macrovision digital - Yes

Some further detail may be found in Akester  “Survey on technological measures for protection of copyright" [2001] 12:1 Ent.L.R. 36.
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