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Questionnaire:

1. Types of Circumvention

Are any of the following acts prohibited under some legal regime in your country, and if so, please specify which regime:

a. Gaining 
access to a technologically protected computer system or to protected material without authorization ?

Yes. The 
United States has various laws under its Federal and State system which protect confidential documents and material generally and protect computer systems specifically.  There also are criminal laws protecting closed computer systems.  For example, the state of California Penal Code prohibits unauthorized access to computers, computer systems and computer data.  This act is produced at Tab 12 below.  Confidential information and trade secrets are also protected from access or use without authorization under the Uniform Trade Secret Act, which provides for similar state laws which protect confidential information from use or disclosure in violation of a duty or legal obligation to keep the information confidential.

b. Receiving protected data or material without authorization or without paying the due remuneration ?

Yes, although generally receipt of protected data would be unlawful if received with knowledge of its confidential nature or under an obligation to keep it secret.  Generally an obligation to pay is separately enforced under a contractual obligation, but in the case of computer information, such as unauthorized access or copying, which access could be gained by paying, there would be enforceable obligation such that it would be a violation of U.S. law.

c. Gaining access to a technologically protected computer system or to protected material by supplying a false name or password ?

Yes.  Similar laws as discussed above would make unauthorized access to a technologically protected computer system a violation of U.S. law, and if such access were gained through the use of a false name or password, there would be a violation of U.S. law.  There also may be separate legal violations in supplying false data or information, particularly to a government entity or to obtain goods or services, or under specific laws such as if the false information relates to credit information such as credit card information.  The Stored Wire And Electronic Communications and Transactional Records Access Act, produced at Tab 7 makes it illegal to gain unlawful access to stored communications, including intentionally exceeding an authorization to access a facility.  There may also be some specific state or federal laws relating to providing false identification, which may be interpreted to apply to giving a false name or password in the context of obtaining access to a technologically protected computer system.

The United States also has several broadly interpreted unfair competition laws in the various states and the federal Lanham Act §43(a) which provide in general civil remedies for false representations, which might also be interpreted to cover the use of a false name or password.  There may also be some specific fraud statutes that broadly cover fraud by consumers or users of a computer system and the use of a false name or password to gain access would result in a violation.

d. Gaining access to a technologically protected computer system or to protected material by supplying a false Internet protocol (i.p.) address ?

To the extent that an Internet protocol address would function as a key to provide access to a technologically protected computer system or to protected material, this would be treated the same as in response to the previous question regarding the use of a false name or password.  To the extent that the Internet address might be false and represent the trademark of a person or legal entity, that person or legal entity may have a cause of action under trademark law for the use of false Internet address, based upon the address being similar to the use of a trademark.  If a false trademark is used for purposes of obtaining access to goods or services, then there may be trademark infringement or unfair competition for the use of the trademark.  If the Internet protocol address is the name of a person, particularly a famous person or an officer in the government, then there may also be special laws dealing with the false use of the name of a famous person, and a person may have a right to prevent the use of his or her name under various state laws, either general unfair competition laws or specifically related to the use of names of famous parties, or under the Lanham Act, which favors the use of a false representation.

Internet protocol addresses are more likely to be communications than for identifying the user of a computer system of a name or a password, but to the extent that an IP address is used as a form of identification, then knowing use of a false one may be a violation of U.S. law.

e. Gaining access to technologically protected material by supplying false payment information ?

Although not expressly foreseen by most of the laws protecting our computers and material information on computer systems, similarly supplying false payment information to obtain such access could result in a violation together with obtaining the illegal access.  There also are some specific laws relating to making false payments, such as laws against writing bad checks, or in the case of electronic commerce, providing false information, and there are laws dealing with use of false payment credit card or debit card payment information.  The act of supplying false payment information itself may be a legal violation in the United States, if specific laws may be violated.

f. Decrypting without authorization encrypted content ?

Decryption without authorization of encrypted content, is dealt with in U.S. copyright laws in protecting copyrighted materials under recent U.S. laws.  Under those laws, lower federal courts in the United States have found the distribution of decrypting codes to be a violation of law based upon the fact that the decrypting codes are used to gain access, in order that copies can be made of copyrighted materials.

There are both state and federal laws that deal with the distribution and sale of “black boxes” which decrypt encrypted information, particularly in the context of home subscription cable television services and broadcast encrypted television.  These laws are in addition to copyright, where recent laws have specifically dealt with decryption devices and held the manufacturing and distribution of such devices to be contributory on copyright infringement, or the violation of specific state fraud laws.  The purpose of decryption may determine whether copyright or other laws are applicable, that is, is it to obtain illegal access or to copy material?

It should be noted that the law in some courts, such as in the Ninth Federal Circuit provide an unofficial defense, such as fair use, to copyright infringement or other technical violations, if the reason for the copyright infringement or the copying, and presumably also the access, is to obtain compatibility with a hardware or software.  For example, although it may be illegal to copy a copyrighted video or video game program, the courts may permit intermediate copies or duplication to be made for the purpose of analyzing the copyrighted video game in order to make a compatible hardware or software which will work with the copyrighted owner’s equipment or video games.

g. Overriding a limit on the number of simultaneous users allowed access or on the allowed time of access ?

Yes, although not expressly foreseen by any of the laws, if overriding a time limit or number of users is a method of obtaining the illegal access, then the laws might be broad enough to prevent the access obtained in this way.  In some of the cases dealing with the subscription television cable, the user agreement with a subscriber might allow a single user access to the cable for a single residence and if it were to be connected instead to many residences, such as in an apartment house, the laws preventing unauthorized access to the cable would be violated.

h. Overriding a limit on the number of copies an authorized user is permitted to make, or a technologically enforced prohibition against making any copies ?

Yes, similarly, it is believed that a limitation on the number of copies an authorized user is permitted to make, or a technologically enforced prohibition against making any copies, could be in violation of the laws discussed above.  In general, such restrictions would probably be violations of copyright, rather than other laws, because copyright generally gives the owner of the copyright a right to control the number of copies or whether copies can be made.  The laws under the copyright law dealing with serial copy management systems, directed toward controlling whether copies can be made or the number of copies that can be made, generally justified under the copyright laws with the expectation that the works which are to be copied are protected by copyright.

2. General tort law rules of direct or secondary liability:

i. Under your country’s general tort law principles, could a person be held liable for having engaged in an act of circumvention or for having manufactured or distributed a circumvention device?  What would be the conditions for liability?

General tort law principles under United States common law allow liability for torts both for the direct commission of the tort, or under a vicarious liability for the tort, if, in general the entity charged with the violation was aware that the acts resulted in a violation of the law, and had the ability to control the acts as to whether or not a violation of the law would take place, and benefited from commission the tort, through a profit or otherwise.

Under statutory law, most of the intellectual property laws of the United States include liability for indirect infringement, usually referred to as contributory infringement, for an entity that contributes to the infringement by, for example, selling an article which is not a stable article of commerce dedicated to performing the infringement, enabling the direct infringement by another party, or similarly encouraging the infringement.

In the case of circumvention or having manufactured or distributed a circumvention device, it is expected that as in the case of copyright law, indirect infringement would be found under the doctrine of contributory infringement.  In addition, several of the statues that deal with the specific facts of circumvention, specifically make it a violation of law to manufacture, or distribute, or traffic in, a circumvention device.

For example, the Audio Home Recording Act provides protection for copyrighted material under a serial copyright management hardware provision, attached at Tab 1.  It prohibits the importation into the U.S., the manufacture, or distribution of any circumvention device, or the offering for sale or performance of any service, the primary purpose or effect of which is to avoid, bypass, remove, deactivate, or otherwise circumvent any program or circuit which implements the serial copy management system for court offering the number and nature of the copies made.

j. Has your country’s case law already applied tort law to prohibit or to enjoin the act of circumventing or the manufacture or distribution of a circumvention device?  Are knowledge or intent required?  How have knowledge or intent been defined?  Is the liability of manufacturers and distributors of devices direct, or based on secondary liability (contributory or vicarious)?

Although overlapping with copyright principles, it is believed that the United States case law has already applied tort law to prohibit or enjoin the act of circumvention for the manufacture or distribution of circumvention devices.  For example, the author of this report, was involved in the United States case of Sega v. MAPHIA, which opinion of the court is reproduced at Tabs 10 and 11, which found the manufacture and sale of circumvention devices dedicated to the unauthorized distribution of duplicating copyrighted video games, was subject to an injunction.  It is believed that even without the specific laws more recently enacted to prevent the manufacture and distribution of circumvention devices specifically, knowledge of the intended use of the circumvention devices for infringement, and a specific intent to distribute or sell the devices would likely be required for a violation under U.S. tort laws.  Knowledge and intent have not always been defined, but generally in the case of the circumvention device it would be both knowledge of the likely use of the circumvention device, not just general knowledge of the possibility of such use, and in the case mentioned specific knowledge and direction to the customer for the use of such device for infringement was found.  The liability of manufacturers and distributors of such devices under general tort principles would be secondary liability (contributory or vicarious) since general tort principles or case law prior to specific statutes prohibiting the manufacture and distribution of circumvention devices, the infringement was from the knowing use of the devices, not from the sale or manufacture of the devices.  However, it would be expected that at least the manufacture of such a device might well be aware of its use for infringement.

k. If general tort principles may apply in your country to prevent the act of circumventing, or the supplying of circumvention devices, are there exceptions to the scope of the prohibitions?

General tort law principles which prevent the receipt of data or material without authorization depend upon facts showing that the data or material was received without authorization, since general trade secret law principles  or principles of unfair competition would apply to prevent the receipt of such information.  In general, the U.S. law does allow a party to be a buyer and “holder in due course” or a “bona fide purchaser for value,” in the case of a payment, so if a payment was made, then an innocent buyer might be protected from liability, so that if the buyer were an innocent holder of the material in due course, without knowledge of its illegal or unauthorized character, liability would be unlikely.

Occasionally in the case of innocent acts of circumvention, such as rewiring cable television, to provide television cable access, the courts have occasionally found a de minimis exception for small violations of the laws, particularly in the case of innocence or lack of significant damage to the rights holder.

l. Under what circumstances might resort to technological measures to block access be considered in your country an “abuse of right”?

It is assumed that the question relates to the use of technological measures to block access by the owner of works, such that the use of copy management devices or encryption might be challenged as being an abuse of right.  While the reporter is not aware of such precedent applying to encryption devices, it has been argued that there is a right under the United States Constitution First Amendment, which deals with freedom of the press and the right to speak, to justify the distribution of cracking or hacking codes to de-encrypt copyrighted works.

It has been raised by some commentators in the United States that the use of laws directed at preventing the use of the encryption devices or the use of encryption, by those whose works are not protected by copyrights, or by parties who do not own the copyrights, is unfair and a violation of the First Amendment.  In other words, should a party be allowed to use encryption to prevent duplication of a public domain work.  While laws justifying technological protection is based upon an assumption that the works to be protected are copyrighted, many works which may be protected may have expired from the rights of copyright, or be encrypted by an entity that does not own the copyright.

3. Broadcasting law, cable and satellite regulations, protection of encrypted services or broadcasts, protection of conditional access services

m. Are encrypted services or broadcasts (e.g., pay-TV signals, etc.) legally protected in your country?  Is the regulation civil, administrative, criminal or public?  What is the rationale for this regulation?

Yes, by civil and criminal laws, and in some cases by administrative regulation.  Usually the rationale for this regulation is copyright, in that the works being broadcast or distributed are protected against copying, and it is necessary to protect the encryption in order to preserve the copyright owner’s exclusive right to copy and to control the rights of others to copy.

n. In such legislation, is the decryption, descrambling or any other form of unauthorized interception of encrypted services or broadcasts prohibited?  Under what conditions?  What are the rationale and purpose for such prohibition?  What are the services or programs at issue?  Is protection available only if the broadcast or transmission requires payment?  (i.e., no protection for free broadcasts of transmissions?)  Who may bring a claim?  What remedies are available?

Yes, descrambling, decryption, and unauthorized interception of broadcasts or paid TV signals is prohibited.  The rationale for such prohibition is generally the copyright law, but in the case where the decryption or descrambling may be done by a party who has a contract with the service or broadcaster, protection may be by contract, and the laws enforcing contracts.  The contract may permit access to certain services of a cable transmission, but not to other services, and contain a prohibition against access to other services which are scrambled or encrypted, and the use of descrambling or deencryption devices by the contract signee may be in violation of the contract.  The services or programs at issue which are protected are generally cable television, or more recently broadcasts, including satellite broadcasts of encrypted services or channels.  The programs which are encrypted or scrambled are generally the most valuable services, such as pay per view movies, which have the greatest demand among members of the public.  Protection is available regardless of whether the broadcast or transmission requires payment.  Under the laws of the United States, since the protection is usually based upon copyrights, and a copyright owner has the right to control copying regardless of whether the copyright owner receives payment for authorized copying.  However, for free broadcasts, generally there is not a great deal of protection sought under U.S. law because in the United States, free broadcasts are advertising based, and it is assumed that the additional transmission of the broadcast will allow more viewers to view the advertising.  However, on certain cables, local television channels may fear loss of advertising revenue of the same program is intercepted or broadcast locally from outside the local cable area, in which case controls are placed upon the local cable broadcast by copyright law which prohibits the rebroadcast of even free transmission through cable or other mechanisms.  Claims may generally be brought by copyright owners, or their licensees, which may, in certain cases, allow the local cable companies to bring the action.  Remedies include damages and/or injunctions.

The distribution of devices that enable or facilitate circumvention of broadcast and satellite is illegal.  At Tab 2 is 47 U.S.C. § 553 dealing with the unauthorized reception of cable services and the penalties therefor.  At Tab 3 is the Communications Act Satellite Decryption law, 47 U.S.C. 605(e)(4). At Tab 4 is Article 1707, Protection of Encrypted Program Carrying Satellite Signals which is the NAFTA, the North American Free Trade Agreement, which required each party country to enact legislation to protect satellite signal encryption.  In such legislation the decryption, descrambling or unauthorized intersection is prohibited.  The law prohibits interception receiving or assisting in intercepting or receiving any communication service offered over a cable service unless a party’s specifically authorized to do so.  Assisting in intercepting, which is a violation  includes the manufacture or distribution of equipment intended by the manufacturer or distributor for unauthorized reception.  Generally the rationale for such laws is copyright and the exclusive rights of the copyright owner to the broadcast, the service, and the prohibited programs at issue are cable or pay television broadcast or satellite.

o. Is the distribution of devices that enable or facilitate circumvention illicit? What are the criteria for considering a device to be illicit?  For example, is there a requirement of knowledge or intent to engage in or facilitate illicit circumvention?  What commercial/private activities related to that device are prohibited (manufacture, distribution, sale, possession, etc.)?  How does the law address devices that potentially have licit and illicit purposes?  Who may bring a claim?  What remedies are available?

Yes, distribution of devices that enable or facilitate circumvention, including the manufacture or distribution of equipment intended by the manufacturer or distributor for unauthorized reception is illegal.  Generally, in the United States, in non-criminal context intent is not require, but penalties are available for willful violation with knowledge and intent to facilitate the illegal circumvention.  As mentioned above, assisting in interception, receiving communications which includes manufacture or distribution of equipment is illegal.

In general U.S. law was developed to address dealing with devices that potentially have both elicit and illegal purposes, as well as legal purposes, by looking at the primary purpose of the device or, in particular, whether the devices have substantial non-infringing purposes.  The leading case in the United States under copyright is the suit against the manufacturer of the BetaMax videotape recorder for contributory copyright infringement (see Tab 16), where the Court found the videotape recorders to have substantial non-infringing uses in that home taping may be done by the viewer for the legal and fair purpose of time shifting particular movies or programs being recorded into a different time period so the viewer could watch the programs at home after work or on the following day.  In a more recent case involving Napster, the Internet-based service accused of facilitating copyright infringement, argued that its service could be used for other non-infringing purposes, but the courts at this time have not accepted that argument.  In general, civil claims may be brought by the owner of the copyrights, where copyright laws are involved, or by the broadcasting or cable services licensees where the cable services are involved.

p. Are there circumstances in which circumvention or decryption is authorized or exempted from the prohibition? How have courts in your country applied the prohibitions (or exceptions) to circumventing technological protections for broadcasts and transmissions? 

The law does not provide for specific exemptions, but does not apply in all circumstances and provides, for example, in the case of the criminal cable provision, that where the court finds that the violator was not aware of and had no reason to believe that his or her acts constituted a violation of law, the court may reduce the award of damages to a sum of not less than $100.

q. Do you consider these legal provisions as adequate and effective?

The reporter considers the legal provisions as adequate and effective under the circumstances.

r. Conditional Access:

In The European Union, a directive of 1997 protects conditional access services, defined as "services provided against remuneration and on the basis of conditional access,” whereas "Conditional Access" means “any technical measure and/or arrangement whereby access to the service in an intelligible form is made conditional upon prior individual authorization.”  Protected services could be  television and radio broadcasting services as well as Information Society Services, e.g. video or audio-on-demand, electronic publishing, on-line access to a database and a wide range or other on-line services.
1. Is there a similar protection in your country ? In which legal regime (broadcasting law or other) ?

2. If yes, what is the rationale of the protection ? Which services are covered? What are the requirements for protection? Is conditional access defined on the basis of a requirement of payment for the transmission? Is the circumvention of the conditional access measure and/or the circumvention device prohibited?  Which activities related to circumvention devices are prohibited (sale, manufacture, possession, etc…)?

3. The European Directive also covers the so-called "Information Society services", i.e. services provided at distance upon individual request from the recipient of the service. Does your legislation on conditional access concern information society services as well? In other words, could your conditional access legislation be applied to services provided through the Internet or other networks? 

It is not believed that there is a similar provision under U.S. law dealing with conditional access, but the laws dealing with cable and cable television and satellite television would appear to apply in this same situation.

4. Telecommunications Law:

s. Telecommunications law sometimes prohibits unauthorized interception of any wire or electronic communication. This could serve as a basis for a claim against decryption or any other unauthorized means of getting access to data when transmitted over telecommunication networks.  Does your country’s telecommunications law include such a prohibition? If so, 

1. Which acts are concerned (interception, disclosure, unauthorized access, reception, etc.)? Does the law cover interception devices as well ?

United States law prohibits the unauthorized interception of wire or electronic communications.  At Tab 7 is a copy of the Stored Wire and Electronic Communications and Transactional Records Access Act, 18 U.S.C. §121, which makes unlawful access to stored communications.  It makes illegal intentional access, without authorization, to a facility through which an electronic communication service is provided, including obtaining, altering or preventing unauthorized access.  There are also various state laws dealing with the unauthorized interception of electronic communications, and telephone and computer devices, both obtaining access and interception.  The law generally does not cover the interception devices, which may have other uses as well, but their application or use without permission.

2. Does the content have to be encrypted or otherwise protected so as to benefit from protection? 

It is not believed that the content has to be encrypted or otherwise protected so as to benefit from protection under the law.

3. What are the circumstances where interception is authorized or where interception devices are legitimate (e.g., when they comply with some technical standards)?

The Stored Wire and Electronic Communications and Transactional Records Access Act does not apply with respect to conduct authorized by the person or entity providing the wire or electronic communication service, or by a user of that service with respect to a communication of, by or intended for, that user.

4. Who may bring a claim ? What remedies are available ?

There are criminal remedies under which the government may bring a claim under federal law.  There are also state laws providing for government and in certain cases, there may be civil remedies available for unfair competition or under specific laws that provide for civil remedies.  Usually, as discussed elsewhere, an injured party, or rights holder, may bring a claim.

t. Telecommunications law might also impose mandatory technical standards to be applied to telecommunication reception devices. This could lead to prohibiting devices enabling the unauthorized reception of communications. What about the telecommunications law in your country?

Yes.  In the United States telecommunication laws very often impose particular mandatory standards to be applied to telecommunications reception devices.  Often this relates to regulation of the frequencies available for carriers to use.  This could lead to prohibiting devices enabling unauthorized reception of communications, and the U.S. law does give consideration to this.  U.S. law is also strongly oriented toward protecting the privacy of communications and often laws dealing with telecommunications and electronic computer communications often take this into consideration.

5. Computer crime

u. In your country, is there legislation related to computer crime?  Can circumvention of technological measures and/or unauthorized access to computer systems, networks or data be prosecuted under such statutes?  What is the rationale of criminalizing such offenses? 

Yes.  In the United States there is strong legislation relating to computer crime.  See Tab 9 for various mail and wire fraud provisions which have been in existence in U.S. laws for some time and have been applied to computer crime.  In addition, see Tab 8, the Computer Fraud and Abuse Act, and Tab 7, the Stored Wire and Electronic Communications and Transaction Record Access Act.  Also see the Electronic Communications Privacy Act at Tab 6.  At Tab 12 is an example of California Penal Code dealing with unauthorized access to computers, computer systems and computer data, specifically.  Circumvention of technological measures in unauthorized access to computer systems, networks and stored data can be prosecuted under statutes.  The rationale of criminalizing such offenses is in line with the state’s concern with protecting U.S. victims, and the belief that criminalizing such offenses will act as a deterrent through the punishment available through the criminal statute.

v. What is the definition of the offense? Is the way of getting unauthorized access defined : e.g. providing a false password, decrypting, cracking the technical protection, etc. ?

The offenses are defined in the attached Tabs.  Some of the statutes define the way of getting unauthorized access, but generally they criminalize the computer crime or unauthorized access, not the method of obtaining such access, since technological capabilities for obtaining access continue to change.

w. Can the manufacture or distribution of devices enabling the carrying out of these offenses be prosecuted as well (such devices are sometimes called 'hacker tools')?  If not, could the seller or manufacturer of circumvention devices be prosecuted as an accomplice? What are the penalties for the offense?

In certain cases the manufacture or distribution of the devices can be prosecuted as hacker tools, particularly if the devices are dedicated to such use and do not have a substantial non-infringing use.  The laws dealing with tools relating to such crimes have not yet been interpreted to the extent of whether possession of hacker tools can be included, but it is believed that this is likely.  The possession of traditional crime tools is, for example, described in Tab 14.  The possession or sale of such traditional criminal tools is a misdemeanor under California law.  The penalties for distribution of circumvention devices was specifically legislated and is much stronger, substantial monetary fines and jail time for willful violations.

x. Is knowledge or malicious intent required to constitute the violation? 

Most of the time knowledge and intent are required to constitute the violation for computer crime.

y. Has computer crime legislation already been applied by your country’s courts to the unauthorized access to protected information or transmissions, or to the circumvention of technological protection measures?

Yes, computer crime legislation has been applied by United States courts to the unauthorized access to protected information and transmissions and the circumvention of technological measures.  The United States is in the forefront of such enforcement.

z. In the absence of specific provisions on computer crime, could unauthorized access and/or the circumvention of technological measures be considered to violate other penal laws (e.g., offences such as theft, fraud, breaking and entering, forgery, etc.)? Are there some examples in the case law?

Since the United States laws have specifically been passed dealing with computer crime, there is not a lot of experience in the application of prior traditional general penal laws such as theft, fraud, breaking and entering, forgery, to computer crimes, but there have been some examples of this in the criminal laws.

The most well known example in the United States was the prosecution of a student at MIT which the United States government attempted to prosecute under U.S. law, but was unable to do so because the copyright law at the time required that the defendants have made a profit from the crime, and the student was making available unauthorized copies of computer software without charge or profit.  The wire fraud statute was not applicable because the violation was copyright infringement, and the copyright law did not provide for a crime in the case of no profit.  Subsequently, the copyright law was amended to provide that in the case of criminal copyright infringement a volume of value of infringing merchandise was all that was required for prosecution of the offense.

6. Unfair Competition law or unfair commercial practices

aa. In your country, in the absence of specific prohibitions on circumvention or unauthorized access, has the distribution of circumvention devices or descramblers been prohibited through the application of unfair competition law?  Under what circumstances?

Yes.  Unfair competition laws, including State unfair competition laws and false representations or false designations of origin federal laws (e.g., Lanham Act 15 U.S. §1143(a)) have been used to prohibit acts of circumvention or the distribution of circumvention devices or descramblers.  The unfair competition laws generally provide a private right of action against a competitor or infringer.  See the discussion of the Sega v. MAPHIA case, attached at Tabs 10 and 11.  The case applied the copyright law but found the same remedy available under unfair competition law.

Unfair competition laws also apply in the case of access to trade secrets, so where unauthorized access has been made to files of stored documents or information containing trade secrets, there may be some state unfair competition law violations by those who have obtained the access.  A few states, such as California, have criminal unfair competition laws available as well, particularly where documentation was removed.

ab. What are the advantages, disadvantages and boundaries of the recourse to unfair competition law as far as circumvention activities or devices are concerned? Do you consider this protection as sufficient and effective?

The advantages of unfair competition laws is that they are broad and flexible and this may allow the courts to apply existing laws to technological situations even before the laws are changed to specifically cover the new technology.  They can bend and, although there are limits to the use of unfair competition laws, remedies have been obtained against the manufacture and distribution of circumvention devices or circumvention activities.

The author does not consider this protection as sufficient and effective, and apparently neither do the legislators in the United States or various states, since specific laws have been enacted to provide for criminal and civil remedies, under the states and the U.S. federal laws.

7. Protection of technological measures as such

Technical means of protection might be in themselves protected by a proprietary right, e.g. by a copyright (for instance if the technological measure consists of software), patent or trade secrets.  In such a case, circumventing the software or the technical system or developing circumvention devices could effect an unauthorized reproduction of the software (namely by reverse engineering) or a disclosure of the trade secret. 

ac. In your country, what legal regime of exclusive or related rights might apply to the technological measure?  Under what conditions?  Do you know any case law in that field?

In the United States, indeed, a technical means of protection might itself be protected by a proprietary right.  Many technical means of protection, encryption, decryption, scrambling, and security systems are protected by U.S. patent laws, which are government grants of exclusive rights for a limited period of time provided under law to the owner of the patent to allow the patent owner to prevent others from using the patented invention, in this case using the patented technical measures.  If the technological measure consists of software, indeed there may also be, perhaps in addition to other proprietary rights, copyright rights involved, such that the use of the technological means of protection, or the descrambling or decoding of encrypted material, might also be copyright infringement of the copyright on the computer program on the technical measure.

In addition, a technological means of protection may be covered by the law governing trade secrets, particularly in the case of encryption,  as to some of the computer program algorithms or computer program codes for decryption or unlocking the technological means.  Trade secret laws are used when the information can be maintained in confidence and the owner would not necessarily want to disclose the secret in a publicly filed patent application or copyright.  In this case, the technological means of protection is subject to projection in the courts by an injunction against disclosure by those who received the trade secrets under a duty to maintain the trade secret information confidential, or against those who may receive the information through a breach of a duty to maintain the information confidential.

The question asks about case law in this field.  In the United States, there has been some interesting case law in this area.  First, in order to allow interoperability and compatibility, allowing others to use the intellectual property covered by the proprietary right, the courts have sometimes allowed infringement to take place of a copyright or a patent, in order to permit a competitor to be compatible and use the same standards.  In other words, an exception to the infringement may be allowed for reverse engineering for the purposes of making a compatible product.

Secondly, there has been some case and administrative law under United States antitrust laws, criticizing companies who have proprietary rights, such as patents on devices or processes, which through the companies’ efforts become an industry standards.  In particular, Dell Computer was once the subject of an antitrust law investigation, critical of Dell’s having participated in computer industry standards committees developing a computer standard over which Dell held proprietary patents or copyrights (see Tab 15).  In the case of standards, such as technical means for protection, the courts are likely to believe that the standard should be open and available for others to participate in, and not be proprietary with one company.  To avoid such criticism, some companies, such as Philips in the early days of the audio cassette, freely licensed its standard cassette for use by the recording and playback industry at no charge, in order to not be subject to criticism and also to allow the cassette to become an industry standard used by many manufacturers and consumers, because of its free availability of the uniform standard cassette for use by all.

ad. What exceptions related to these legal regimes could be applied to legitimize the circumvention act or device?

Some of the exceptions are discussed above in conjunction with case law.  It should be noted that in the United States, one would not be excused from violating statutes directed toward the manufacturer or unauthorized use of technological measures by the fact that the accused party had a copyright or a trademark.

8. Other protections

ae. Can you think of any other means of protecting technological measures against circumvention in your country?  In which legal areas and by which mechanisms (e.g., privacy law, property right, "trespass", “conversion,” …) ?

In the United States, various legal mechanisms might prevent infringement of the underlying work, and if the anticircumvention or antiencryption devices result in allowing copying or another violation, then the courts might well outlaw the use of the technological measure as well.  In the Sega v. MAPHIA Case at Tabs 10 and 11, in conjunction with protecting unfair competition and trademark rights, the court enjoined the indirect infringement or contributory copyright infringement by the manufacturing or sale of the devices for copying the plaintiff’s video games.

af. In particular, do you think that, in your country, contract law can offer an effective prohibition against circumvention?

The undersigned reporter does not believe that contract law can often an effective prohibition against circumvention, because a contract is only effective against the parties agreeing not to circumvent.  Much of the circumvention is by parties who have not agreed to a contract, and are not in a business relationship with a rights holder where a contractual agreement can be obtained.

5. For example, a contract obliging each user not to circumvent can be embedded in the technological measure itself when it enables the on-line licensing of or access to transmissions (including content). Would such a contract be enforceable in your country?  

In the United States online contracts, such as “click-through” licenses are enforceable, particularly if the party agreeing to the license or contract is aware and understands the content of it.  To the extent that a user might agree not to circumvent technological measures, and understand what he or she agreed to, then the contract would be enforceable.  On the other hand, such contracts are difficult and even with “click-through” contracts requiring an assent, most such contracts are often not subject of much attention by the users.

6. Or contracts might be negotiated between content providers and the computer or consumer electronic manufacture industries in order to oblige them either to design devices that answer to technological measures or not to develop devices that are able to circumvent them.  Are such negotiations in progress in your country?

Yes.  U.S. law has enforced agreements between computer or electronic manufacturing industries, obligating them to design devices that include technological devices, and they may also agree not to develop devices that are able to circumvent the devices, or at least not to sell such devices in the United States.  In a global market this is difficult, and often computers or consumer electronic manufacture devices, such as devices for defeating the serial copy management system of the law at Tab 1 and 2, are available in other countries and imported through the grey market into the United States.  Many such negotiations are supported by legislation such as the Serial Copy Management laws and legislation at Tab 1 and 2.  If such controls are left up to the industry to do self policing, they may not be effective, particularly when although some manufacturers who agree may lose business to other manufacturers who do not agree, when those who do not agree are able to sell competing products which allow copying by not including the technological measures for protection in their devices.

9. Limitations, exceptions, fundamental rights, third parties' and public interest

ag. Are there any general limiting principles that could apply to the various legal regimes we have addressed in this report (e.g. freedom of expression, freedom of information, public interest, consumer protection, abuse of right, etc.)?

ah. What are the concerns of computer and consumer electronics industries related to prohibitions of circumvention devices? Have these concerns been taken into account in the legal provisions addressed above?

10. Potential application of the protections surveyed in Questions 1-9 to copyrighted works

ai. In your country, could copyright holders avail themselves of some or all of these extra-copyright legal provisions or mechanisms, either to prevent the act of circumvention of technological measures, or to prohibit trafficking in circumvention devices?  If so, which ones? 

aj. Could the alternative means of protection for technological measures available in your country be added or used simultaneously with copyright-related anti-circumvention provisions?

ak. What would be the pros and cons of recourse to extra-copyright protections against circumvention of access to copyrighted works or circumvention of technological protections of rights of the author?  Do these protections call for reassessment of the need for copyright-specific protections?

al. If recourse to extra-copyright protections is available, could your country implement the WIPO treaty obligations without copyright-specific anti-circumvention legislation?  In your view, would this be a desirable approach?  If not, to what discrepancies or failures in the existing law would copyright-related anti-circumvention provisions need to respond?

Any other observations ?



Neil A. Smith, US Reporter
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