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Introduction*
In the digital era, technological protection measures are viewed as an effective means to protect the copyright owners against infringements of their works
. 

As such (i.e. merely as a technical means to protect works against potential copyright infringements), technological protection measures do not need any legal regulation or any legal protection. However, because all technological protection measures can eventually be defeated
, the need for legal protection against their circumvention has been felt. As a consequence, legal protection against the circumvention of technological protection measures has been adopted in the WIPO Copyright Treaty (WCT) and in the WIPO Performances and Phonograms Treaty (WPPT), both signed in Geneva in December 1996
.

As a result of this, copyright owners now enjoy three cumulative layers of protection: the first layer is the basic legal protection of copyright law. The second layer is the technical protection of the works achieved by technological protection measures. The third and new layer is the legal protection against the circumvention of the technological protection measures introduced by the WIPO Treaties
.

The purpose of this paper is to define the meaning of “technological protection measures”.

The first part of this paper will present the two categories of existing technological protection measures while providing some practical examples of these technologies, and will also illustrate that these categories can be combined.

The second part will analyze the provision of the WIPO Treaties relating to technological protection measures, whereas the third part will present different national legislations (U.S.A, European Union, Japan and Australia) that have already implemented or are about to implement the provisions of the WIPO Treaties. 

It is important to mention that the implementing legislations deserve particular attention, not only because the provision in the WIPO Treaties is very general or even unclear
, but, more basically, because these Treaties only define minimal standards of protection which can be extended by national legislations
.

I. Typologies of existing technological protection measures

First of all, and as a preliminary warning, it is necessary to make clear that this overview of existing technological protection measures is not (and cannot be) comprehensive because of the constant evolution of the technologies
.

In spite of this, technological protection measures have usually be defined as fitting into two categories
: technologies controlling access to the works (A) and technologies controlling the use of the works (B).

A. Technological protection measures controlling the access to the works

This type of technological protection measure prevents any unauthorized person to gain access to a copyright protected work. A technology protecting the access to a digital work can be compared to locking up the door of a room in which a work (a book) is located. To continue the analogy, “[T]he act of circumventing a technological protection measure put in place by a copyright owner to control access to a copyrighted work is the electronic equivalent of breaking into a locked room in order to obtain a copy of the book.”

Technologies protecting access can be implemented in different ways
. In the on-line environment, access to the protected content is frequently controlled by an identification procedure
. The access control can also occur in the sphere of the end user without his active intervention (for cable TV services, the access control is realized through the use of a set top box, a black box, which decrypts the encrypted signal received over the cable network).

Many of the technologies controlling access are based on a system of encryption. Encryption means digital scrambling of the content to prevent its use unless descrambled (decrypted) with a proper key. The keys necessary to decrypt are delivered only to authorized users and/or authorized equipments
. Encryption technology is for instance used for satellite broadcasting, including conditional access channels, as well as for Digital Versatile Disks (DVDs).

The business of providing technological protection systems has been expanding along with the spectacular development of communication technologies
. Here are a few examples of services and products existing on the market that are based on access control technologies: the “Smartcard” system developed by Kudelski® to decrypt encrypted TV programs
; the “CDKey Control®” system used by Gracenote® which allows the buyers of a CD to download an additional “bonus track” from the Internet with an identification key
; the “Digital Cinema” project developed by Qualcomm® based on both compression and encryption technologies
; the different services of Reciprocal® offering flexible distribution models to on-line publishers
.
B. Technological protection measures controlling the use of the works

Technological protection measures controlling the use of the works are sometimes referred to as “anti-copy” protection measures
. This terminology is not entirely accurate, because these technologies can protect not only against the mere copying of the work, but also against acts infringing other exclusive rights of the copyright owners
. For instance, a multimedia product (CD-Rom) can be protected by a technological measure in order to prevent not only its mere duplication, but also its use on a network
. A technological protection measure for audio (and video) content could also be developed in order to prevent the streaming of these works on the Internet. Because streaming “does not copy the music onto the listener’s hard drive”
, but “merely allows her to hear it”
, such a technology would mainly prevent the infringement of the right of public performance and the right of distribution, and not the right of reproduction
.  

As a consequence, this type of technological protection measures should generally be defined as “use controls”
.

However, copy protection measures have been up to now the most widely applied use control protection measures
.
In the U.S., anti-copy technological protection measures have been enacted in the Serial Copyright Management System (SCMS) as part of the 1992 Audio Home Recording Act (§§ 1001 – 1002 of the Copyright Act). This system has the purpose to make sure that only master copies can be used as a basis for copying, while prohibiting the making of further copies from any existing copy
. The U.S. Digital Millennium Copyright Act (DMCA, § 1201 (k)) has introduced another anti copying protection mechanism (which is in force since April 28, 2000
) entitled “automatic gain control copy control technology” which has been developed by and is known as “Macrovision”
. This technical protection measure prevents the making of copies of specifically defined transmission of audiovisual works (i.e. audiovisual works displayed on pay TV; pay-per views; videocassettes) by two practical means. Either this technology completely prevents the making of copies of such audiovisual products or it does intentionally deteriorate the quality of the recording by implementing a signal on the recording “that, when played back, exhibits a meaningfully distorted or degraded display” (§ 1201 (k)(4)(c)(ii)).

C. Relation between access and use protection measures

Some technological protection measures can control both the access and the use of the works. This is for instance the case of the Content Scramble System (CSS), which is the encryption-based technological protection measure used for DVDs. The CSS requires the use of appropriately configured hardware (such as DVD players or computers) to decrypt, unscramble and play back motion pictures on DVDs
. As a result, CSS has been qualified as both an “access control and copy prevention system for DVD”
. The overlapping of the two types (access/use) of technological protection measures does not have any practical importance, unless a legal distinction is made between them
.

The DMCA precisely makes a distinction between the circumvention of access control protection measures, which is prohibited by § 1201 (a)(1), and the circumvention of use control measures, which is not prohibited (only the business/traffic in circumventing technologies is prohibited by § 1201 (b)(1)). Difficulties might therefore arise for technological protection measures that qualify as both access and use control systems. For such dual technological protection measures indeed, if a lawful circumvention of the copy protection function cannot separately be accomplished without also unlawfully circumventing the access protection, the dual system (access/use control) adopted by § 1201 would be seriously undermined.

This potential problem has been identified by the Librarian of Congress in the course of the rulemaking procedure undertaken under the DMCA
: “The merger of technological measures that protect access and copying does not appear to have been anticipated by Congress. Congress did create a distinction between the conduct of circumvention of access controls and the conduct of circumvention of use controls by prohibiting the former while permitting the latter, but neither the language of section 1201 nor the legislative history addresses the possibility of access controls that also restrict use. It is unclear how a court might address this issue. It would be helpful if Congress were to clarify its intent, since the implementation of merged technological measures arguably would undermine Congress’s decision to offer disparate treatment for access controls and use controls in section 1201.

At present, on the current record, it would be imprudent to venture too far on this issue in the absence of congressional guidance. The issue of merged access and use measures may become a significant problem. The Copyright Office intends to monitor this issue during the next three years and hopes to have the benefit of a clearer record and guidance from Congress at the time of the next rulemaking proceeding [under § 1201 (a)].”
 

It is difficult to see whether the legal distinction made between access and use of the works can be maintained in the future. In any case, it appears that a regulation, like the DMCA, which makes a distinction between access control and use control technological protection measures is not “technology neutral”
 and might prove difficult to apply in practice. 

II. The WIPO Treaties

In order to understand the present wording of the provision on technological protection measures which has eventually been enacted in the WIPO Treaties, it is first necessary to consider the historical evolution of this provision.

Article 13 (3) of the Basic proposal
 entitled “[O]bligations concerning Technological Measures” defined technological protection measures as “any process, treatment, mechanism or system that prevents or inhibits any of the acts covered by the rights under this Treaty”.

The main element of this definition is that technological protection measures are defined by their purpose, which is to prevent or inhibit any infringement of copyright law.

The Basic proposal thus adopts a functionalist definition of the technological protection measures. This is an efficient way to regulate technology-related issues, because of the constant evolution of this field. This approach, based on the fundamental principle that technology-related regulations should remain “technology neutral”
, has been generally followed by national legislators implementing the WIPO Treaties.

During the diplomatic conference held in Geneva in December 1996, which led to the adoption of the WIPO Treaties, an amendment to replace Article 13 of the Basic Proposal was proposed by several countries
. This amendment defined the technological measures as technologies “that are used by rights holders in connection with the exercise of their rights under this Treaty and that restrict acts, in respect of their works, which are not authorized by the rights holders concerned or permitted by law.” This wording was adopted in the final text of the WCT (with minor amendments).  Art. 11 WCT entitled “[O]bligations concerning Technological Measures” provides that
:

Contracting Parties shall provide adequate legal protection and effective legal remedies against the circumvention of effective technological measures that are used by authors in connection with the exercise of their rights under this Treaty or the Berne Convention and that restrict acts, in respect of their works, which are not authorized by the authors concerned or permitted by law.

Art. 18 WPPT has adopted a similar wording with respect to the rights of performers and producers of phonograms
. Given that no detailed definition of technological protection measures is given in the WIPO Treaties (or in any other WIPO official documents)
, the national legislators enjoy an important freedom in the implementation of art. 11 WCT
, as long as they grant a sufficient level of protection to technological protection measures.

Before turning to national laws, it is however important to analyze more precisely the different elements of the definition of the technological protection measures made in art. 11 WCT. 

A. Definition of the technological protection measures in the WIPO Treaties

1. “Effective” technological protection measures

The first element to be analyzed in the definition of art. 11 WCT is the word “effective”. As stated by commentators, “what exactly constitutes an ‘effective’ measure is unclear.”

Some have argued that the effectiveness requirement was inserted in order to make sure that technological protection measures which can be too easily circumvented
 or which can even be circumvented “by accident” should not be legally protected
.

It has also been noted that technological protection measures that would indeed be completely efficient
, meaning that they could not be circumvented at all, do not need any legal protection
.

A possible explanation for the introduction of the “effectiveness” requirement in art. 11 WCT is that some negotiating parties (in particular the United States) wanted to be able to challenge foreign national legislations for the case that these legislations would not offer a sufficient level of protection to technological protection measures
. 

In any case, due to the uncertainty surrounding its meaning, the term “effective” has been defined – in various ways - in several national legislations implementing art. 11 WCT
.

2. Technological protection measures “used by authors in connection with the exercise of their rights under this Treaty or the Berne Convention” 

The second element of the definition of the technological protection measures made in art. 11 WCT is that they must be “used by authors in connection with the exercise of their rights under this Treaty or the Berne Convention”. This means that the legal protection of technological protection measures can be granted only to technologies used by rights holders
 in connection with the exercise of a right protected by copyright law
.

It results from this requirement that technological protection measures protecting data that are not protected under copyright law
 or protecting works that are in the public domain
 do not fall within the scope of application of art. 11 WCT, because these technological protection measures are not used by authors “in connection with the exercise” of a copyright.

3. Technological protection measures “that restrict acts, in respect of their works, which are not authorized by the authors concerned or permitted by law”

Art. 11 WCT finally requires technological protection measures to be used in order to “restrict acts, in respect of their works, which are not authorized by the authors concerned or permitted by law.” A literal interpretation of art. 11 WCT implies to consider that the last two conditions are cumulative: technological protection measures must both be “used by authors in connection with the exercise of their rights under this Treaty or the Berne Convention” and “restrict acts, in respect of their works, which are not authorized by the authors concerned or permitted by law.” 

This means that is not enough that technological protection measures are used “in connection with the exercise” of a copyright. In addition to this, technological protection measures must also restrict acts that are protected by copyright law in order to be within the ambit of art. 11 WCT
. As a consequence, circumventing a technological protection measure in order to use a work while benefiting from one of the exceptions to copyright (for instance for fair use purposes)
 will not be prohibited by art. 11 WCT
. This means that only the circumvention of technological protection measures for infringing purposes will fall within the scope of art. 11 WCT
. The purpose of this third requirement is to make sure that there is a convergence between the respective scopes of protection of technological protection measures and of copyright law
. It should however be noted that this interpretation is not undisputed
. 

The importance of this third requirement can be perceived in connection with technological protection measures which protect business methods (for instance the geographical distribution of works)
. Even if these technologies can be considered to meet the second requirement
, they will not meet the third one, because they do not protect any right granted by copyright.

B. Issues not dealt with in the WIPO Treaties

1. Does the requirement of “adequate legal protection” (art. 11 WCT) call for a copyright specific anti-circumvention regulation?

Art. 11 WCT does not specifically require the anti-circumvention regulation to be integrated in the copyright legislation. As a consequence, the Contracting states are free to implement this protection in any type of legislations
: for instance, in computer crime and/or unfair competition legislations
. 

2. What conduct is prohibited (act of circumvention and/or business of trafficking in circumventing devices  [preparatory activities])?

This is a fundamental question: which act accomplished in connection with the circumvention of technological protection measures should be prohibited and consequently who should be liable? There are three approaches: the act of circumvention itself (the circumventer should be liable); the business/trafficking in circumventing technologies (the person who gives/sells to other people the means to circumvent should be liable)
 or both the act and the business/traffic should be declared unlawful. 

This question is not answered by art. 11 WCT. As mentioned by a scholar, “[W]hether the WCT actually requires the targeting of the act of circumvention a technological measure is debatable. Perhaps ‘adequate legal protection’ against circumvention for the purpose of Article 11 of the WCT can be provided by aiming at the production and distribution of circumvention-enabling devices.”

Some commentators consider on the contrary that art. 11 WCT prohibits only the act of circumvention, and not the business of trafficking in circumventing technologies
. By comparison, the first version of the WCT (i.e. the Basic Proposal) outlawed only the traffic with circumventing devices
.

3. What types of remedies must be made available to the copyright holders?

Art. 11 WCT briefly provides that “effective legal remedies” should be implemented. Art. 14 (1) WCT generally provides in this respect that “Contracting Parties undertake to adopt, in accordance with their legal systems, the measures necessary to ensure the application of this Treaty.” As a result, the WCT does not define the specific remedies (civil and/or criminal) that must be implemented in the case of an unauthorized circumvention of the technological protection measures.
III. United States

A. Introduction

As an introductory remark, it should be noted that the protection of technological protection measures enacted in the Digital Millennium Copyright Act (DMCA) in October 1998 is quite detailed
, if not “fiendishly complicated”
. It is therefore not surprising that this regulation has provoked numerous comments and analyses in the legal literature
. Presenting the details of the DMCA (and all the critical remarks formulated against it) would go beyond the scope of this paper. In general terms, critical comments have been formulated against the DMCA because it is said to create a “pay-per-use society”
. The DMCA has indeed created, by indirect means
, a new “right of access” to the works in favor of the copyright owners. Under the regime of the DMCA, unless the user can benefit from a specific exemption that would allow her to circumvent the technological access control to get access to a digital work
, each access to the work will be submitted to the conditions imposed by the copyright owners (generally the payment of a fee). Technological protection measures might also prevent the making of a copy of the work so that the user is obliged to access to it on-line if she wants to use/enjoy the work again. By comparison, in the present world of tangible objects, if the user buys a book in a bookstore, she owns it and can exclusively decide on its future use, this private use being not submitted to any further payment or conditions imposed by the copyright owners.

This “right of access” is a new concept in copyright law, and neither the Berne Convention nor the WCT do grant an exclusive right of access to the copyright owners
.
The system of the DMCA is therefore said to threaten the balance of interests between copyright owners and users of the works to the advantage of copyright owners
. Thus, the question has arisen: “will fair use survive?”
.  In this respect, even though § 1201 (c)(1) expressly provides that “nothing in this section shall affect rights, remedies, limitations, or defenses to copyright infringement, including fair use, under this title”, this has little practical importance, because fair use is only a defence to copyright infringement, but not to the independent prohibition on circumvention based on § 1201
. In other words, even if fair use exists, fair access does not.

The system of protection of technological protection measures implemented in the DMCA is twofold, and is based on the distinction between access protection and use protection measures
.

B. Circumvention of a technological measure protecting the access to the work

§ 1201 (a) prohibits the unauthorized access to a work by outlawing two different conducts: the act of circumvention (1.) and the business of trafficking in circumventing technology (2.).

1. Act of circumvention

§ 1201 (a)(A)(1) prohibits the act of circumventing a technological protection measure (“No person shall circumvent a technological measure that effectively controls access to a work protected under this title.”). 

Due to the ambiguity of the word “effective” in art. 11 WCT, the DMCA defines the terms “effectively controls access” in § 1201 (a)(3)(B) which provides that “a technological measure ‘effectively controls access to a work’ if the measure, in the ordinary course of its operation, requires the application of information, or a process or a treatment, with the authority of the copyright owner, to gain access to the work.”

§ 1201 (a)(3)(A) provides that “to ‘circumvent a technological measure’ means to descramble a scrambled work, to decrypt an encrypted work, or otherwise to avoid, bypass, remove, deactivate, or impair a technological measure, without the authority of the copyright owner.”

The scope of application of the prohibition on circumvention of access protection measures can be further exemplified by taking two practical examples: 

a) Does the abuse of an identification procedure constitute a circumvention of a technological protection measure? 

As stated above
, the access control to a protected content in the on-line environment can be accomplished through the use of an identification procedure (password and/or identification). The question that arises is to analyze whether someone who uses the password of a third party (with or without the authorization of this third party) to access the protected content violates § 1201 (a)(1).

One could consider that the act of this unauthorized user does not constitute a violation of the anti-circumvention provisions, because her act (entering a password) is not objectively different from the act of a legitimate user. The unauthorized use of the identification procedure therefore does not lead to any circumvention of the technological measure within the meaning of § 1201 (a)(1) and § 1201 (a)(3)(A) because it does not “avoid, bypass, remove, deactivate, or impair a technological measure”, but merely uses it as would an authorized user do. This does not however mean that this unauthorized user (as well as the third party who would have transmitted her personal password to the user) could not be held liable towards the owner of the unlawfully accessed content, in particular on the basis of a violation of the (click-on) contractual agreement. 

A similar issue might arise in connection with technological protection measures implemented in the on-line environment, which are designed to prevent the access to on-line content by people who are located in a given area
. In such circumstances, a user who would declare a false location in order to get access to the protected content, would not circumvent the technological protection measure
, because her false declaration does not constitute an act of circumvention of the technological protection measure for the same reason as the unlawful user mentioned above.

b) Does the use of a “deep link” constitute a circumvention of a technological protection measure?

Another question is to know whether the circumvention of a technology preventing deep linking
 might constitute a circumvention of an access control technology.

As an example, the access to the subpages of the NYTimes on the web is possible only to the subscribers of NYTimes.com. If an unregistered user tries to access to the subpages of the site (by using a link), the access protection technology will directly take the user to the “sign in” page of the NYTimes
. Deep linking is therefore not possible. This means that there is a technology that protects the unauthorized access to these subpages. This technology “effectively controls access to a work”
 within the meaning of the DMCA. What if a person develops a circumventing technology which would allow to bypass this access control (allowing the unregistered user to access to the subpages of the NYTimes) and implements it in a deep link on his own website (linking site)? This type of circumvention fits in the legal definition of “to circumvent a technological measure”, because it avoids/bypasses the access control technological measure
. Now, who can be liable for this circumventing activity? First of all, the person who uses the circumventing technology for the deep links on his website might be considered as “providing” a circumventing technology within the meaning of § 1201 (a)(2) and be liable under that provision
. In addition, the user of the deep link, even if innocent
, could also be held liable under § 1201 (a)(1)(A) that provides that “[N]o person shall circumvent a technological measure that effectively controls the access to a work protected under this title”
. However, § 1203 (5)(A) provides that “the court in its discretion may reduce or remit the total award of damages in any case in which the violator sustains the burden of proving, and the court finds, that the violator was not aware and had no reason to believe that its acts constituted a violation”. The user of a circumventing deep link might be a perfect candidate for this exemption for “innocent violations”.

2. The rulemaking procedure

The prohibition of the act of circumvention has just entered into force on Oct. 28, 2000
.

During the 2-year period since the enactment of the DMCA (on Oct. 28, 1998), the Library of Congress, upon the recommendation of the Register of Copyrights, had to define, according to a rulemaking power based on § 1201 (a)(1)(C), potential “particular class[es] of  works”
 which could be excluded from the general prohibition of circumvention set forth by § 1201 (a)(1)(A). On the basis of this rulemaking power, the Librarian has been required to “publish any class of copyrighted works for which the Librarian has determined, pursuant to the rulemaking conducted under subparagraph (C), that non-infringing uses by persons who are users of a copyrighted work are, or are likely to be, adversely affected, and the prohibition contained in subparagraph (A) [prohibition of circumventing access control technology] shall not apply to such users with respect to such class of works for the ensuing 3-year period.” (§ 1201 (a)(1)(D)).

On Oct. 28, 2000, the Librarian has ruled that only two narrow classes of works will benefit from the exemption of prohibition during the next 3-year period (running until Oct. 28, 2003) (which means, in clear words, that the circumvention of technological protection measures to get access to the following classes of works will not constitute a violation of § 1201(a)(1))
:

· Compilations consisting of lists of websites blocked by filtering software applications
 (example: a compilation of pornographic websites contained in filtering software used to prevent juveniles’ access to such material; the act of circumventing access control measures to gain access to such a list is not unlawful)
.

· Literary works, including computer programs and databases, protected by access control mechanisms that fail to permit access because of malfunction, damage or obsoleteness (the rationale for this exemption is quite clear: “in cases where legitimate users are unable to access works because of damaged, malfunctioning or obsolete access controls, the access controls are not furthering the purpose of protecting the work from unauthorized users.”)

The report of the Librarian of Congress is quite long and complex and its detailed analysis would go beyond the purpose of this paper. However, this rulemaking procedure raises several basic questions that must be mentioned here:

a) Is this rulemaking procedure the appropriate way to regulate the balance of interests standing at the core of copyright law?

Basically, the rulemaking procedure might well become the most important means to define the scope of copyright and the extent of the permissible exemptions to copyright protection in the digital age
. This task has so far been accomplished by Congress and by the courts
, which have helped to design a reasonable and balanced system of copyright protection. The question therefore is: should not Congress and the courts applying the federal statute (thus permitting a flexible application of the statutory principles, in particular fair use), instead of an administrative body, continue to define the precise scope of protection of copyright law
?

The opinion of the Librarian of Congress seems to confirm the difficulty of the task that he has been assigned. At several places in his report, the Librarian of Congress has indeed expressed the view - by requesting the guidance from Congress - that the issue should rather be addressed by Congress and not by him (in the course of the rulemaking procedure). 

A justification of the rather narrow scope of the exemptions granted on the basis of the rulemaking procedure has further been given in the report where it is stated that “these recommendations [made by the Register of Copyrights to the Librarian of Congress] may seem modest in light of the sweeping exemptions proposed by many commenters and witnesses, but they are based on a careful review of the record and an application of the standards governing this rulemaking procedure. While many commentators and witnesses made eloquent policy arguments in support of exemptions for certain types of works or certain uses of works, such arguments in most cases are more appropriately directed to the legislator rather to the regulator who is operating under the constraints imposed by section 1201(a)(1).”

On the other hand, some commentators have spoken in favor of a broader scope of the rulemaking procedure in order to include the “whole of the anti-circumvention provisions”
 of the DMCA (and not only, as it is presently the case, the anti-access circumvention provision), because of the negative effect that these provisions can have on the competition and innovation in the information technology field. In any case, the present rulemaking procedure does not appear to be the appropriate tool to monitor the complex issues of copyright in the digital era.

b) Is it wise or even practicable to base an exemption system on “classes of works”?

As mentioned above, exemptions (allowing to circumvent anti-access protection measures) can be granted only for a “particular class of works”. One of the problems faced by the Librarian of Congress in the course of the rulemaking procedure was precisely to define what is a “particular class of work”. “Class” is similar, but not identical to the “categories” of works mentioned in § 102 of the Copyright Act. In short, this terminological choice appears unwise because it is more the potential uses of the works (for instance uses for research purposes) than the categories or classes of the works, which should be considered in order to decide whether an exception should be granted.

As a result, the narrow concept of classes of work defined by the Librarian of Congress has had the consequence to eliminate several propositions made in order to obtain an exemption from the prohibition on circumvention
. 

c) What about the practical use of the exemptions once granted?

One much more fundamental deficiency of the system is that, even if a specific class of works is identified as not being protected against acts of circumvention (as, for instance, the compilations of websites mentioned above), this exemption might very well lack any practical significance, because a potential user of a circumventing technology, if she is not able to develop it herself, will not be able to obtain it from a third party, because, even if her act of circumventing will be declared lawful as a result of the exemption, the prohibition on trafficking in circumventing technology will still be in force and be applicable to the act of third parties
.
This situation can be exemplified as follows: the user (because of the exemption) has now gained the right to unlock the door of the room where the work is located, but no locksmith has the right to develop and give/sell her the tools (i.e. the key) that she could use to unlock the door (or to open the door for her). As a consequence, if she cannot do it herself, the user cannot practically benefit from the exemption. This shows another major problem resulting from the application of the DMCA.

3. Business of trafficking in circumventing technology

§ 1201 (a)(2) generally prohibits the business of trafficking in circumventing products and devices. This provision provides that “no person shall manufacture, import, offer to the public, provide, or otherwise traffic in technology, product, service, device, component, or part thereof” which circumvent technological protection measures. For a better understanding of the analysis, “traffic” will be used as a generic term for “manufacture, import, offer to the public, provide, or otherwise traffic” and “circumventing technology” will be used as a generic term for “technology, product, service, device, component, or part thereof.”

However, the statute does not prohibit every technology that could be used to circumvent technological protection measures. To be prohibited, the circumventing technology must indeed meet any of the three following (alternative) conditions
:

-
“be primarily designed or produced for the purpose of circumventing” the access technological protection measure (§ 1201 (a)(2)(A)); or

· “Have only limited commercially significant purpose or use other than to circumvent” a technological protection measure (§ 1201 (a)(2)(B)); or

· be “marketed by” the person who traffics with the circumventing technology or “by another acting in concert with that person with that person’s knowledge for use in circumventing” a technological protection measure (§ 1201 (a)(2)(C)). 

This provision has been introduced in order to make sure that manufacturers of usual consumer electronics products or of computer products (be there hardware or software) would not be held liable by the mere fact that their products could potentially be used to circumvent technological protection measures. Some uncertainty might result from the definition of the terms “primarily designed or produced for the purpose of circumventing” and “limited commercially significant purpose or use other than to circumvent” (emphasis added). Suffice is to say that these tests could cause difficulties of interpretation to the courts
. This question will also arise under the application of other legislations because they set up a similar test
. This “primary purpose”/”limited other significant purpose” test departs from the test set forth by the Supreme Court in the Sony case, where the contributory liability of Sony was denied because of the existence of “substantial noninfringing uses” of the Betamax video tape recorders (VTRs)
. As a result, and as noted by a leading commentator, “those who manufacture equipment and products generally can no longer gauge their conduct as permitted or forbidden by reference to the Sony doctrine. For a given piece of machinery might qualify as a staple item of commerce, with a substantial noninfringing use, and hence be immune from attack under Sony’s construction of the Copyright Act – but nonetheless still be subject to suppression under Section 1201.”
 As a consequence, “[E]quipment manufacturers in the twenty-first century will need to vet their products for compliance with Section 1201 in order to avoid a circumvention claim, rather than under Sony to negate a copyright claim.”

§ 1201 (c)(3) provides that manufacturers of consumer electronics, telecommunications, and computing products are not required to design their products to respond to any particular technological protection measure (no mandate provision)
. This provision has been inserted at the request of consumer electronics and computer industries, which feared that section 1201 otherwise might require VCRs and PCs to respond to unilaterally imposed technological protection measures
.

The DMCA however contains one exception to the no mandate provision: § 1201 (k) requests analogue VCRs to respond to the anti-copy Macrovision technology as of April 28, 2000
.

C. Circumvention of technological measures protecting the use of the works 

The DMCA does not outlaw the act of circumventing a technological protection measure protecting the use of the work
, but only prohibit the preparatory activities. For example, the act of circumventing a technological copy control mechanism implemented on a computer software in order to make a copy of this software does not infringe § 1201 (b). The decision of Congress not to prohibit the act of circumventing a technological measure protecting a copyright was made because it would otherwise penalize potential non-infringing uses such as fair use
.

Therefore, only the business of trafficking in circumventing technology is prohibited by § 1201 (b). The definition of traffic with circumventing technology is identical to the one given in connection with the access control protection measure
, while the notion of circumvention has a similar wording
.

§ 1201 (b)(2)(B) defines that a technological measure “ ‘effectively protects a right of a copyright owner under this title’ if the measure, in the ordinary course of its operation, prevents, restricts, or otherwise limits the exercise of a right of a copyright owner under this title.”

On this basis, technological protection measures that do not prevent, restrict or otherwise limit the “exercise of a right of a copyright owner” are not protected under § 1201 (b). As a consequence, region-coding technologies, which do not protect any right of a copyright owner
, are not included in the definition of § 1201 (b)(2)(B). These technologies however are still protected under § 1201 (a) because they are access control technologies
.

D. Limited set of exceptions 

In addition to the exemptions of “particular classes of works” which may be granted in the course of the rulemaking procedure conducted under § 1201 (a)(1)
, the DMCA contains several specific exceptions permitting the circumvention of technological protection measures in particular cases (exemptions for nonprofit libraries, archives, and educational institutions; law enforcement, intelligence, and other governmental activities; reverse engineering; encryption research; exceptions regarding minors; protection of personally identifying information; security testing)
. The narrow scope of some of these exceptions has been criticized for their resulting chilling effect on technological innovation
. For instance, the application of the exceptions for reverse engineering (§ 1201 (f)) and for encryption research (§ 1201 (g)) raised by the defendants in the case relating to the software (DeCSS) decrypting DVDs has been denied
. 

IV. European Union

The legal protection of technological protection measures in the European Union is based on three legal instruments. The first European Directive dealing with technological protection measures was the Directive on the legal protection of computer programs
 which provides (art. 7) that “Member States shall provide […] appropriate remedies against a person committing […] (c) any act of putting into circulation or the possession for commercial purpose of, any means the sole purpose of which is to facilitate the unauthorized removal or the circumvention of any technical device which may have been applied to protect a computer program”
. 

The second instrument is the Directive on the harmonization of certain aspects of Copyright and related rights in the Information Society (Copyright in the Information Society Directive, CISD), which is specifically designed to implement the obligations of the WIPO Treaties in the European Union. On February 14, 2001, the common position of the Council (very slightly amended)
 was adopted by the European Parliament
 and the Directive has eventually been approved by the Council on April 9, 2001
.

The third instrument is the Directive on the legal protection of services based on, or consisting of, conditional access (Conditional Access Directive, CAD)
, which has the general purpose to protect the access to and the remuneration of on line services (among which are copyright protected works). The CAD has further served as a model for the European Convention on the Legal Protection of Services based on, or consisting of, Conditional Access, drafted under the initiative of the Council of Europe, which is open for signature by national States since January 24, 2001
.

One major difference between the DMCA (and other national legislations) and the European Directives is that the Directives are directed to the Member States, and have to be later implemented in national legislations (in a specified deadline). The Directives have the general function to harmonize the national legislations by setting the aims without imposing the means. This could be a reason why the regulation of the DMCA on technological measures is much more detailed than the one provided for in the CISD. 

A. Copyright in the Information Society Directive 

The historical development of the CISD is rather complex. It will not be analyzed in detail in this paper, which will focus on the final version of the provision on technological measures contained in the CISD (art. 6)
. 

Art. 6 CISD sets forth the regulation of technological protection measures. This provision prohibits both the act of circumvention (art. 6 al. 1) as well as the traffic in circumventing technologies (art. 6 al. 2).

1. Definition of technological protection measures 

Art. 6 al. 3 CISD defines technological protection measures as “any technology, device or component that, in the normal course of its operation, is designed to prevent or restrict acts, in respect of works or other subject‑matter, which are not authorized by the right holder of any copyright or any right related to copyright as provided for by law or the sui generis right provided for in Chapter III of Directive 96/9/EC.”

Following the technology-neutral approach adopted in the WCT
, technological protection measures are defined by their purpose, which is to prevent acts that are not authorized by the right holder of any copyright, or any right related to copyright.

On the basis of this definition, the threshold issue is therefore to define whether or not the right holder has authorized the acts for which technological protection measures have been implemented. If the right holder has not authorized an act, any technological protection measures protecting the unauthorized exercise of this act would be within the scope of application of this provision, even if this act is not within the scope of protection of copyright law.

For example, if a copyright owner (for instance an on-line news company) specifically prohibits by contract (in a “click on” agreement
) the quotation for news reporting of the access protected content, a technological protection measure protecting such content would be enforceable (circumventing it would be unlawful) under art. 6 al. 3 CISD, because the act at issue (i.e. the further quotation of the content) has not been authorized by the right holder, even though the quotation for news reporting of protected works might not be prohibited by copyright law
. This example shows that this extensive definition of technological protection measures goes beyond the requirement of the WCT in favor of the copyright owners
.

By contrast, in an earlier version of the Directive, technological protection measures were defined as any device, services, etc. “designed to prevent or inhibit the infringement of any copyright or any rights related to copyright”
. This meant that the legal protection was limited to technological protection measures that prevented acts of infringement of copyright
.  

One could have wished that the present provision had followed more closely the wording of art. 11 WCT, which protects technological protection measures only to the extent that they restrict acts that are not authorized by the authors or permitted by law
.

Art. 6 al. 3 CISD provides that “technological measures shall be deemed ‘effective’ where the use of a protected work or other subject‑matter is controlled by the right holders through application of an access control or protection process, such as encryption, scrambling or other transformation of the work or other subject‑matter or a copy control mechanism, which achieves the protection objective.”

Art. 6 al. 3 CISD provides a test of “effectiveness” for technological protection measures. The rationale for this test of effectiveness is that right holders must first prove that the technological protection measures they have chosen reach a certain level of effectiveness in order to obtain legal protection against their circumvention
. As a consequence, deficient technological protection measures, that is technological protection measures that can be circumvented too easily - or even by accident - cannot be protected against circumvention. Art. 6 al. 3 CISD gives a broad definition of “effective” technological protection measures which cover both access and copy controls, without making any distinction between these types of technological protections measures
. However, by referring exclusively to a “copy control mechanism”, this provision could be interpreted as excluding any legal protection against circumvention of technological protection measures that would protect exclusive rights of the copyright owners other than the reproduction right
.

2. Act of circumvention

The purpose of prior versions of the CISD was to outlaw only the business of trafficking in circumventing technology, and to leave the act of circumvention itself out of the scope of the Directive. This approach has changed in the meantime. In its final version, the Directive expressly prohibits the act of circumvention itself.

Article 6 al. 1 CISD provides that “[M]ember States shall provide adequate legal protection against the circumvention of any effective technological measures, which the person concerned carries out in the knowledge, or with reasonable grounds to know, that he or she is pursuing that objective.” 

The particularity of this definition is that it contains an element of intention. The reason for this element is to make sure that “innocent” acts of circumvention, that is acts, which are accomplished by a person, without knowledge or without reasonable grounds to know, that she is pursuing the objective of circumventing, do not trigger any legal sanctions under the CISD. This element would make a difference for the innocent user of a circumventing deep link, as discussed above in connection with the DMCA
. In that case, the innocent circumventer would not be liable under art. 6 al. 1 CISD.

3. Business of trafficking in circumventing technology

Art. 6 al 2 CISD provides a protection addressing the business of trafficking in circumventing technology which is quite similar to the DMCA. Art. 6 al. 2 CISD provides that “[M]ember States shall provide adequate legal protection against the manufacture, import, distribution, sale, rental, advertisement for sale or rental, or possession for commercial purposes of devices, products or components or the provision of services which:

 (a) are promoted, advertised or marketed for the purpose of circumvention of, or

 (b) have only a limited commercially significant purpose or use other than to circumvent, or

(c) are primarily designed, produced, adapted or performed for the purpose of enabling or facilitating the circumvention of, any effective technological measures.”

As mentioned in connection with the similar provision contained in the DMCA
, this provision might provoke difficulties of interpretation because of the potentially ambiguous terms “limited commercially significant purpose or use other than to circumvent” and “primary designed […] for the purpose of enabling […] circumvention”.

4. “Voluntary measures” used to define the scope of copyright protection

Art. 6 al. 4 CISD contains a very original solution (or more precisely a proposal for a future solution) dealing with the crucial issue of the exceptions to copyright.

Art. 6 al. 4 CISD has the purpose to make sure that the position of the users of the works is also considered while introducing a new protection against circumvention of technological protection measures in favor of the right holders. This provision invites the interested parties (i.e. the right holders, the users and potential interested third parties [producers of consumer electronic goods]) to take “voluntary measures” in order to make sure that users can benefit from the exceptions to copyright law granted under the national legislations. This provision thus delegates the task of defining the scope of copyright (and of the exceptions to copyright) to private entities. This is a good solution as long as the bargaining power of the parties is similar. If not
, the copyright balance might be affected.

By default (if no agreement is reached between the interested parties), Member States are requested to take “appropriate measures” to ensure that right holders “make available to the beneficiary of an exception or limitation provided for in national law the means of benefiting from that exception or limitation, to the extent necessary to benefit from that exception or limitation and where that beneficiary has legal access to the protected work or subject‑matter concerned.” (art. 6 al. 4 par. 1 CISD)

However, in spite of its apparently well-balanced approach, the whole system is jeopardized by art. 6 al. 4 par. 4 which provides that the voluntary agreements defining the scope of the exceptions to copyright protection or, by default, the measures taken by Member states defining these exceptions “shall not apply to works or other subject‑matter made available to the public on agreed contractual terms in such a way that members of the public may access them from a place and at a time individually chosen by them.” As a result, given that this type of use is presently the most important (if not the only) use of copyrighted works in the on-line environment, the effective application of the exceptions to copyright law is jeopardized in the CISD.

5. Monitoring of the application of the CISD and amendments procedure

In addition to the “private rulemaking procedure” set forth by art. 6 al. 4, art. 12 CISD provides that, every three years, the Commission shall submit to the European Parliament, the Council and the Economic and Social Committee a report on the application of this Directive. This report shall examine in particular whether art. 6 “confers a sufficient level of protection and whether acts which are permitted by law are being adversely affected by the use of effective technological measures.” 

Art. 12 al. 1 CISD also provides that the Commission, when necessary to accomplish the internal market, shall submit proposals for amendments to the CISD. 

Art. 12 al. 3 CISD further provides for the establishment of a “contact committee” which will in particular have the task to “act as a forum for the assessment of the digital market in works and other items, including private copying and the use of technological measures.”

This system of permanent monitoring of the impact of the CISD can be compared to the rulemaking procedure conducted under the DMCA, which has a similar function to maintain the balance between the interests of copyright owners and of users
. As for the DMCA, it remains to be seen whether this procedure will prove efficient to deal with the complex issues at stake.

B. Directive on Conditional Access

Technological protection measures protecting the access to a copyright protected work are also protected by the Directive on the legal protection of services based on, or consisting of, conditional access (Conditional Access Directive, CAD)
.

The objective of the CAD is “to approximate provisions in the Member States concerning measures against illicit devices which give unauthorized access to protected services.” (Art. 1 CAD). The interest protected by the CAD is the remuneration of the service provider, and not the content of the service in itself.

The scope of application of the CAD is very broad
. The CAD protects all kinds of on line conditional access services (on line brokerage, banking, healthcare, travel agency, distance learning, etc.), and not only intellectual property products (pay-TV; video-on-demand; electronic publishing)
.

1. Protection of conditional access to a service

As defined by art. 2 (b) CAD, “conditional access shall mean any technical measure and/or arrangement whereby access to the protected service in an intelligible form is made conditional upon prior individual authorisation”. Art. 2 (b) CAD does not only refer to encryption, but also encompasses scrambling and other techniques (electronic locks, passwords)
.

Art. 2 (c) CAD further defines “conditional access device” as “any equipment or software designed or adapted to give access to a protected service in an intelligible form.” 

2. Illicit device giving unauthorized access

Art. 2 (e) CAD defines the circumventing technology as an “illicit device” meaning “any equipment or software designed or adapted to give access to a protected service in an intelligible form without the authorisation of the service provider”.

3. Business of trafficking in circumventing technology

Only the business of trafficking in illicit devices, and not the act of circumvention itself, is prohibited by the CAD. Art. 4  CAD defines the infringing activities as:

“(a) the manufacture, import, distribution, sale, rental or possession for commercial purposes of illicit devices;

(b) the installation, maintenance or replacement for commercial purposes of an illicit device;

(c) the use of commercial communications to promote illicit devices.”

The CAD does not prohibit any activity with an illicit device that is not undertaken for commercial purposes. As a consequence, the possession or manufacture of an illicit device for a personal use is not prohibited.

4. Relation between the CISD and the CAD

The respective purposes of the CAD and the CISD are different: the CAD protects a financial interest (the remuneration) of a service provider while the CISD protects works protected by copyright law.

The EU administration considers that these two pieces of legislation are complementary
. Their scope of protection might however be overlapping in certain circumstances
. 

One main concern resulting from this overlap relates (once again) to the extent to which the exceptions to copyright law will be exercised under the CAD.

A circumventing activity might indeed be considered licit under the CISD (on the basis of a “voluntary agreement” provided for by art. 6 al. 4 CISD), but the same activity could however still potentially be held unlawful under the CAD
. Considered more generally from the point of view of users of copyrighted works, it would not make sense to struggle for and obtain an exception to copyright protection (for example, in order to access content for fair use purposes) only within the copyright specific regulation
, if these acts, which would then be lawful under copyright law, are still unlawful under some other applicable legislations. This potential overlap of legislations therefore illustrates how difficult a regulation of this issue can be if no attention is paid to the surrounding legal environment.

V. Japan

The system of protection against circumvention of technological protection measures in Japan is twofold. It has been implemented by amendments made in part in the Japanese Copyright Law (CL)
, and in part in the Japanese Anti-Unfair Competition Law (AUCL)
. The amendments made to the CL and to the AUCL both came into force on October 1, 1999. The dual protection chosen by Japan can be explained as follows: the amendment made in the CL focuses on the circumvention of technologies protecting against copyright infringement (it relates to technological protection measures designed to “prevent or deter” against infringements of copyright). By contrast, the amendment to the AUCL focuses primarily on the circumvention of access control technologies
. As access control is not protected under copyright law, its protection could not be implemented in the CL, and was therefore introduced in the AUCL. 

A. Copyright law 

Article 2 (xx) CL defines “technological protection measures" as “measures to prevent or deter such acts as constitute infringements on moral rights or copyright mentioned in Article 17, paragraph (1) or neighboring rights.”

Technological protection measures are, once again, defined by their purpose, which is to prevent or deter any infringement of copyright
. 

The term “to prevent” is not defined in the CL, whereas “to deter” is defined
. The CL does not outlaw the act of circumvention itself
, but prohibits the business of trafficking in circumventing technology
. As in the DMCA and in the CISD, there is a test relating to the function of the device used for circumvention (here, the “principal function for the circumvention of technological protection“)
 that might be difficult to apply.

B. Anti-Unfair Competition Law

1. Definition of technical restriction means

Technological protection measures are referred to in the AUCL as “technical restriction means”. 

Art. 2 (5) provides a definition of ‘technical restriction means’ a “means that uses an electromagnetic method (an electronic method, magnetic method or other method that cannot be confirmed by human perception) to restrict the viewing and listening of images and sounds, the execution of programs or the recording of images, sounds or programs; […]” (emphasis added).
These means appear primarily designed to protect the access to the works (“to restrict the viewing and listening of images and sounds”). However, this provision also includes means that restrict the “recording of images, sounds or programs”, which is typically a copy control (use control) function.

2. Business of trafficking in circumventing technology

The AUCL prohibits only preparatory activities, and not the act of circumvention itself.

Two preparatory activities are prohibited by art. 2 AUCL.

Article 2(1)(10) (x) first provides that it is an act of unfair competition “to convey, deliver, exhibit for the purpose of conveying, delivering, exporting or importing equipment (including devices that assemble such equipment) that only have the function of preventing the effect of a technical restriction means and making it possible to view and listen to images and sounds, execute programs, or record images, sounds or programs that are restricted by the technical restriction means that are used in business […]”.

As explained in a commentary to the AUCL
, this subsection covers for instance “the act of selling a Macrovision canceller which removes the copyguard (Macrovision method) that is put on a movie (etc.) image, as well as in the case of CSS (Content Scrambling System) which is attached to a DVD in the process of manufacture, the act of selling a machine (other than a display machine that does not allow you to decode) that illegally decodes the code placed on the content.”  

This example might confirm that the AUCL also addresses the question of circumvention of use control (in particular copy control) measures, and does not only relate to access control
.

Article 2(1)(11) (xi) further provides that it is an act of unfair competition to “convey, deliver, exhibit for the purpose of conveying, delivering, exporting or importing equipment (including devices that assemble such equipment) that only have the function of preventing the effect of a technical restriction means and making it possible to view and listen to images and sounds, execute programs, or record images, sounds or programs that are restricted by the technical restriction means that are used in business in order to disallow the viewing and listening of images and sounds, the execution of programs, the recording of images, sounds or programs by parties other than specified parties, […].”

As explained in the commentary
, this sub-paragraph addresses the problem of unauthorized descrambling of pay-TV services. It therefore prohibits as an act of unfair competition the distribution (etc.) of circumventing device “that unscrambles the scrambling put on subscription satellite broadcasts, subscription cable broadcasts and pay per view services so that those persons other than those who are in a contract are not able to view that content.”

Art. 11(1)(7) AUCL further provides for an exception to the general prohibition which makes lawful to distribute devices used for testing or researching on technological protection measures in order to foster the development of better technological protection measures
.
VI. Australia

As an introductory remark, it should be noted that the concern of the Australian authorities was to implement art. 11 WCT in a way more favorable to the users of protected works than it has been the case in the United States (the DMCA is more right holder protective)
.

As expressed by an author, technological protection measures are “the area in which the difference between the U.S. and Australian legislation is most keenly felt.” 

Australia has very recently enacted its Digital Agenda Act (DAA)
, which amends the Copyright Act of 1968.

A. Definition of technological protection measures

Subsection 10(1) defines the technological protection measure as “a device or product, or a component incorporated into a process, that is designed, in the ordinary course of its operation, to prevent or inhibit the infringement of copyright in a work or other subject-matter by either or both of the following means: 

(a) by ensuring that access to the work or other subject matter is available solely by use of an access code or process (including decryption, unscrambling or other transformation of the work or other subject-matter) with the authority of the owner or licensee of the copyright;

(b) through a copy control mechanism.”

Several elements result from this definition: first, to be protected (within the scope of application of the legal protection) technological protection measures must be designed “to prevent or inhibit the infringement of copyright in a work”. This element directly follows the principle of art. 11 WCT
.

Second, the DAA does not make any legal difference between access and copy controls measures (“by either or both of the following means”)
. However, by referring only to “copy control mechanism”
, the DAA excludes from its scope of application other technological protection measures that would protect against uses of the work covered by other exclusive rights. In that sense, the DAA is not “technology neutral”.

B. Definition of the circumventing technology

The DAA offers a specific definition of circumventing technologies (device and services) that is also based on the test of “limited commercially significant purpose other than circumvention”
. This test might, as already mentioned
, be uneasy to apply in practice.

C. Infringing activity

The DAA is designed to target exclusively preparatory activities (that is the business of trafficking in circumventing technology). As accurately expressed, “there is no offence applying to the mere fact of circumvention in the DAB [Digital Agenda Bill], only those individuals and businesses engaged in breaches of the provisions for profit will be at risk, as opposed to anyone violating the DMCA for “private financial gain” – which could, in its face, extend to obtaining a free copy of a copyrighted work.”
.

However, the infringing preparatory activities are defined very broadly. They in particular expressly include the act of making the “circumvention device available online to an extent that will affect prejudicially the owner of the copyright”
.

D. Exceptions to the prohibition of circumvention

The most notable particularity of the Australian legislation is that it provides an original system of exceptions to the prohibition of the business/traffic in circumventing technologies.

Exceptions to the prohibition of business/traffic in circumventing technologies are granted “where the circumvention device or service is used for a permitted purpose” (art. 116A(3) and (4)). This has the effect of allowing some legitimate manufacture, dealing, advertising, supply, etc., of such devices and services in relation to specific exceptions to copyright owners' exclusive rights. 

These “permitted purpose” exceptions are defined by reference to specific exceptions defined in the Copyright Act of 1968
.

In order to make sure that the circumventing device or service is really used for an authorized use, the DAA obliges the person, defined as a “qualified person”
, wishing to make this use to follow a specific formal procedure. 

The supply of a circumvention device or service to a person for a permitted purpose can be accomplished if the “qualified person” provides the supplier with a signed declaration containing several information: the person's name and address, the basis on which they are a qualified person, the name and address of the supplier, a statement that the device or service is to be used for a permitted purpose, and identification of that purpose by reference to a specific section of the Copyright Act. The declaration must also include a statement that the work or other subject - matter in relation to which the device or service is required is not readily available in a form not protected by a technological protection measure
. 

As a concluding remark, it can be noted that the Australian system is quite original, but it remains to be seen whether it will be efficient and workable in practice. 

The main problem is that the users of the circumventing technologies could sign the required declaration stating that they will use the technologies only for permitted purposes and later use these technologies for unlawful purposes
. In that case, the suppliers of the circumventing technologies (devices or services) will not be held liable because of the valid declaration obtained from the users. And the users themselves cannot be held liable for theirs acts of circumvention, because these acts are outside the scope of the DAA.

VII. Conclusion

It results from the analysis of the different legislations implementing art. 11 WCT that there are as many solutions as there are nations. The complexity of (at least some of) these legislations further confirms the difficulties connected with the making of efficient technology-related regulations
. This is probably best demonstrated by the system of the rulemaking procedure instituted by the DMCA, which does not appear to be the perfect tool to monitor this issue
.

The question therefore arises to know whether implementing a specific copyright-related anti-circumvention regulation is really the best way to proceed
.  However, even if the decision were made that no specific copyright-related protection against circumvention is needed
, the problem of the access to copyright protected works for non-infringing uses (fair uses) will remain, because copyright owners are already protected against unauthorized access to their works by general (non copyright-specific) legal instruments (in the European Union, the Conditional Access Directive). This means that in any case a solution must be found to this question, which will require to strike a balance between the interests of the authors to create and make their works available in a digital format
 and the interests of the public to gain access to their works and to use them under reasonable contractual conditions
. This demonstrates the close connection existing between technological protection measures and contractual protection in the digital world. Combined with technological protection measures, contractual agreements might indeed reduce or even totally eliminate the freedom of users to enjoy the exceptions granted either by copyright law
 or by the anti-circumvention provisions
. 

As a final word, the potential difficulties resulting from the application of the anti-circumvention provisions of these legislations might perhaps remain quite theoretical. As formulated by a scholar and as illustrated in practice
, “if content providers come to believe that a good business model is the best way to protect intellectual property from market-destructive appropriations, perhaps the current debate over the DMCA’s anti-circumvention regulations will seem in time like a tempest in a teapot.”

In any case, it is still too early to predict the precise impact of these legislations.
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� Identification with username and/or password.


� See Dean S. Marks/Bruce H. Turnbull, Technical Protection Measures: The Intersection of Technology, Law and Commercial Licenses, 22 E.I.P.R. 198, 212 (2000).


� The purpose of some of these technological measures frequently goes beyond the protection of copyrighted works, and aims at providing a secure framework for e-commerce transactions, see for instance � HYPERLINK "http://www.verisign.com" ��www.verisign.com�.


� � HYPERLINK "http://www.kudelski.com/nagracard/pages/smartdtv.htm" ��www.kudelski.com/nagracard/pages/smartdtv.htm�: NagraCard smart cards contain an electronic chip which is programmed to operate as a security barrier, granting or refusing access to a given service. In a digital pay television environment, the decoder/smart card pair is the element, which enables the subscriber to receive, along with the scrambled signals, the keys allowing descrambling of the signal.  


� � HYPERLINK "http://www.gracenote.com/cdkeyabout.html" ��www.gracenote.com/cdkeyabout.html�.


� � HYPERLINK "http://www.qualcomm.com/ProdTech/digitalcinema/" ��www.qualcomm.com/ProdTech/digitalcinema/�; see also the website of the Digital Cinema 2001 Conference and Expo sponsored by the National Institute of Standards and Technology at: � HYPERLINK "http://digitalcinema.nist.gov/" ��http://digitalcinema.nist.gov/�.


� � HYPERLINK "http://www.reciprocal.com" ��www.reciprocal.com� which offers a system in which the clients can play a video or a music once, or several times - for a higher fee - and are offered an option to purchase a permanent license.


� Marks/Turnbull, at 199 s.; see also 65 Fed. Reg. at 64557: “the type of technological measures addressed in section 1201(b) includes copy-control measures and other measures that control uses of works that would infringe the exclusive rights of the copyright owner. They will frequently be referred to herein as copy-controls.”


� Under U.S. copyright law, the technological protection measures can protect all the exclusive rights mentioned in § 106 of the Copyright Act; these technologies have therefore been defined as “mesures techniques protégeant les droits d’auteur” (A. Strowel/S. Dussolier, La protection légale des systèmes techniques, (WIPO Document, WCT-WPPT/IMP/2) available at: � HYPERLINK "http://www.wipo.org/fre/meetings/1999/wct_wppt/doc/imp99_2.doc" ��www.wipo.org/fre/meetings/1999/wct_wppt/doc/imp99_2.doc�, at 2).


� Kamiel Koelman/Natali Helberger, Protection of Technological Measures (Institute of Information Law ed.), Amsterdam 1998, at 4.


� A & M Record, Inc. v. Napster, Inc., 114 F. Supp. 896 (N.D. Calif. Aug. 10, 2000), at 909; see also Realnetworks, Inc. v. Streambox, Inc., 2000 U.S. Dist. LEXIS 1889 (W.D. Wash. 2000), at *3.


� A & M Record, Inc. v. Napster, Inc., 114 F. Supp. 896 (N.D. Calif. Aug. 10, 2000), at 909.


� Even by assuming that a RAM copy is made in the computer of the end user during the streaming procedure, such a temporary copy should not be held infringing, because of the very transient nature of the copy made in the course of streaming; on this issue, see Wendy J. Pollack, Note: Tuning In: the Future of Copyright Protection for Online Music in the Digital Millennium, 68 Fordham L. Rev. 2445, 2455 (2000) (stating that this question “remains unsettled”).


� “The term ‘use control’ is used as a shorthand term for technological measures that effectively protect rights of copyright owners under title 17 […] “, 65 Fed. Reg. at 64568.


� Koelman/Helberger, at 4; see the “Copy Switch” function in the Realnetworks, Inc. v. Streambox, Inc., 2000 U.S. Dist. LEXIS 1889 (W.D. Wash. 2000), at *6-*7.


� Prohibition of multi-generation copying; on the definition of “digital audio recording device” (§ 1001 (3), see Recording Ind. Ass’n of Am. v. Diamond Multimedia Sys., Inc., 180 F. 3d 1072 (9th Cir, 1999).


� Eighteen months after the enactment of the DMCA (October 28th 1998) pursuant to § 1201 (k) (1)(A).


� See the technical description at � HYPERLINK "http://www.macrovision.com/acp.html" ��www.macrovision.com/acp.html�. 


� Universal City Studio Inc. v. Reimerdes, 111 F. Supp. 2d 294 (S.D.N.Y. 2000), at 308.


� Universal City Studio Inc. v. Reimerdes, 111 F. Supp. 2d 294 (S.D.N.Y. 2000), at 308.


� Beside the DMCA, the Japanese legislation is also based on such a distinction, see VI below.


� On this rulemaking procedure, see below IV.B.2.


� 65 Fed. Reg. at 64568.


� On this concept, see below III. 


� Basic Proposal for the Substantive Provisions of the Treaty on Certain Questions Concerning the Protection of Literary and Artistic Works to be Considered by the Conference, prepared by the Chairman of the Committee of Experts on a Possible Protocol to the Berne Convention (WIPO doc. CRNR/DC/4 of August 30, 1996).


� See P. Samuelson, Five Challenges for Regulating the Global Information Society, at � HYPERLINK "http://www.sims.berkeley.edu/~pam/papers/5challenges_feb22_v2(final).doc" ��www.sims.berkeley.edu/~pam/papers/5challenges_feb22_v2(final).doc�, at 7; Koelman/Helberger, at 9.


� On this issue, see Thomas C. Vinje, The New Copyright Treaty: A Happy Result in Geneva, 19 E.I.P.R. 235 (1997).


� See � HYPERLINK "http://www.wipo.int/treaties/ip/copyright/copyright.html" ��www.wipo.int/treaties/ip/copyright/copyright.html�.


� Given the similarity between art. 11 WCT and art. 18 WPPT, reference will only be made to art. 11 WCT in this paper.


� It is worth mentioning that no statement about art. 11 WCT has been made in the Agreed Statements Concerning the WIPO Copyright Treaty adopted by the Diplomatic Conference on December 20, 1996.


� S. Dussolier, at 290.


� Koelman/Helberger, at 9.


� André Lucas, Droit d’auteur et numérique, Paris 1998,  274 (« […] le droit n’a pas à venir au secours de celui qui n’utilise même pas toutes les ressources de la technique. »)


� Koelman/Helberger, at 9.


� In this respect, it can be noted that “effective” is used twice in art. 11 WCT, first to qualify the legal remedies (“effective legal remedies”) and second to qualify the technological measures (“effective technological measures”) (emphasis added). 


� Universal City Studio Inc. v. Reimerdes, 111 F. Supp. 2d 294 (S.D.N.Y. 2000), at 318.


� P. Samuelson, The U.S. Digital Agenda at WIPO, 37 Va . Int’l L. 369, at 445 (1997).


� See the definitions made in the DMCA (IV) and in the European Directive (V.A.1.) below.


� Even if art. 11 WCT does only expressly refer to “authors”, this does not exclude the subsequent right holders from enjoying the protection granted by this provision, in the same way as all the other provisions of the WCT (and of the other international copyright treaties, in particular the Berne Convention) granting specific exclusive copyrights do also only refer to authors. 


� Koelman/Helberger, at 9-10, considering that technological protection measures must be used by authors “to exercise copyrights.”


� For instance, in the United States, a mere “sweat of the brow” compilation of data is not sufficiently original to be protected by copyright law after the Feist Supreme Court decision in 1991 (499 U.S. 340).


� A difficult issue arises when a public domain work is "wrapped up" in a new protected work. This problem has been identified by Judge Kaplan in the Universal City Studio case, 111 F. Supp. 2d, at 338 n. 245: "[…] the encryption of such a work [a public domain work] with a new preface or introduction might result in a claim to copyright in the entire combination. If the combination then were released on DVD and encrypted, the encryption would preclude access not only to the copyrighted new material, but to the public domain. As the DMCA is not yet two years old [his decision was filed on August 17, 2000], this does not yet appear to be a problem, although it may emerge as one in the future."; more generally, this issue relates to the protection of “thin copyright” works which are defined as “works consisting primarily (but not entirely) of matter unprotected by copyright, such as U.S. government works or works whose term of copyright protection has expired, or works for which copyright protection is ‘thin’, such as factual works”, 65 Fed. Reg. at 64566; for this type of works, the danger has been identified that a stiff protection against circumvention would have the consequence to create a new legal protection for material non protected by copyright; in spite of this argument, no specific exemption on the prohibition of circumvention has been granted by the Librarian of Congress in the course of the rulemaking procedure of the DMCA, see 65 Fed. Reg. 64566; on this procedure, see below IV.B.2.


� Kamiel Koelman, A Hard Nut to Crack: The Protection of Technological Measures, 22 E.I.P.R. 272 (2000): “Only against circumvention of a technological measure which restricts an act not permitted by the law must protection be provided”.


� As generalized by art. 10 WCT (three steps test).


� Lucas, at 271.


� Koelman/Helberger, at 27.


� Vinje, at 201: “By focusing on acts facilitating infringement, the WIPO provision assures that the sphere of application of the circumvention provision corresponds to that of copyright infringement […]”.


� Some specialists consider that art. 11 WCT requires protecting right holders against the circumvention of access protection measures, thus admitting that art. 11 WCT grants a right of access to right holders.


� One example of this kind of technological protection is the region coding of DVDs, which has "the purpose to prevent the marketing of DVDs of a motion picture in a region of the world where the motion picture has not yet been released in theatres, or is still being exhibited in theatres", 65 Fed. Reg. 64569; this might cause a problem because region coding prevents for instance legitimate U.S. users from playing DVDs which were purchased abroad (and encoded with foreign region codes) on their machines that are encoded to play only DVDs with U.S. region coding; therefore, it has been argued (in the course of the rulemaking procedure set up by the DMCA) that it should be lawful to circumvent this region coding technological protection measure; the Librarian of Congress however did not grant an exception to the prohibition of circumvention and stated that "[S]ince the region coding of audiovisual works on DVDs serves legitimate purposes as an access control, and since this coding encourages the distribution and availability of digital audiovisual works, on balance, the benefit to the public exceeds the de minimis harm alleged at this time. If, at some time in the future, material is available only in digital format protected by region codes and the availability of alternative players is restricted, a more compelling case for an exemption might be made", 65 Fed. Reg. at 64569; on this rulemaking procedure, see below IV.B.2. 


� They are used by authors “in connection with the exercise of” their copyright.


� Koelman/Helberger, at 21; Lucas, at 274.


� As an example, the Dutch Copyright Advisory Board considered (in 1998) that art. 11 WCT does not oblige Dutch law to be changed, since technological protection measures are already protected, inter alia, by provisions on computer crime and unfair competition law, see Koelman/Helberger, at 23 n. 104; more recently, the Dutch Minister of Justice has expressed concerns over proposed Copyright Directive in a letter to Parliament dated May 10, 1999, available at � HYPERLINK "http://www.ivir.nl/Publicaties/engvert1.doc" ��www.ivir.nl/Publicaties/engvert1.doc�; in any event, the Dutch authorities will have to implement the requirements of the European Directive; see below V.A. 


� These acts are also referred to as “preparatory activities”.


� Koelman, at 273.


� Vinje, at 201; see also Strowel/Dussolier, at 7 (“les textes de l’OMPI semblent ne concerner que l’acte de neutralisation même de la mesure technique de protection.”)


� See Dussolier, at 287.


� 17 U.S.C. § 1201.


� David Nimmer, A Riff on Fair Use in the Digital Millennium Copyright Act, 148 U. Penn. L. R. 673, 675 (2000); even though the regulation is concentrated in one section of the statute (§ 1201), it provides for two different technological protection measures [access/use]; sets forth two rulemaking procedures [one of them is designed to take place every three years] and seven specific exceptions to the prohibition on the circumventing activity.


� See among (numerous) other contributions: Nimmer (quoted in the previous note) and P. Samuelson, Intellectual Property and the Digital Economy: Why the Anti-Circumvention Regulations Need to Be Revised, 14 Berkeley Tech. L. J. 519, 563 (1999) (stating that the anti-circumvention provisions of the DMCA are “unpredictable, overbroad, inconsistent, and complex.”)


� Nimmer, at 710.


� That is by generally outlawing the circumvention of access protection measures in § 1201(a)(1).


� On these exemptions, see below IV.D.


� Dussolier, at 291: “This [the right to control access to the work] de facto right goes beyond the criteria of exercise of their rights which justified the protection of TM enacted by the WIPO Treaties”; Koelman/Helberger, at 10 and at 23.


� See the article of Nimmer (quoted above), passim.


� See Julie C. Cohen, WIPO Copyright Treaty Implementation in the United States, Will Fair Use Survive?, 21 EIPR 236 (1999). 


� This view has been adopted by Judge Kaplan in the Universal City Studio v. Reimerdes case, 111 F. Supp. 2d, at 321-324 (on the basis of an interpretation of the “crystal clear” Congressional intent); see however J. C. Ginsburg, Copyright Use and Excuse on the Internet, 24 Col. VLA J. L & Arts 1, at 8-9 (2000).


� On this distinction, see above II.; this distinction does not exclude the possibility that a circumventing technology violates both the anti access and the anti copy provisions of the DMCA, see Realnetworks, Inc. v. Streambox, Inc., 2000 U.S. Dist. LEXIS 1889 (W.D. Wash. 2000).


� II.A.


� See the injunction of November 20, 2000 against Yahoo France in order to prevent the access to unlawful content (auctions of Nazi-related materials) to users located in France (Ordonnance de référé du Tribunal de Grande de Paris of November 20, 2000), available at � HYPERLINK "http://www.legalis.net/jnet/decisions/responsabilite/ord_tgi-paris_201100.htm" ��www.legalis.net/jnet/decisions/responsabilite/ord_tgi-paris_201100.htm�; see also the decision of the German Supreme Court dated Dec. 12, 2000, also related to Nazi-related materials, which leads to the implementation of similar geographic restrictions of access (see comments on this decision at � HYPERLINK "http://www.wired.com/news/politics/0,1283,40669,00.html" ��www.wired.com/news/politics/0,1283,40669,00.html�).


� Provided that such technological protection measures can be considered sufficiently “effective” within the meaning of art. 11 WCT, if they can already be circumvented by a mere false declaration of a user without any further technological control.


� This protecting technology would “kick back” the deep link user to the homepage of the linked-to website in order either to simply get a hit on the homepage for advertising purposes or to oblige the user to get through a user identification system; on the infringing nature of deep linking under copyright law, see Los Angeles Times v. Free Republic, 54 U.S.P.Q.2d 1453 (C.D. Cal., April 4, 2000).


� See the “sign in” page at � HYPERLINK "http://www.nytimes.com/auth/login" ��www.nytimes.com/auth/login�.


� § 1201 (a)(1)(3)(B); the work at issue being any of the subpages of the NYTimes, which contain original literary/pictorial/graphic works of authorship.


� § 1201 (a)(1)(3)(A).


� By analogy, in the Universal City Studios, Inc. v. Reimerdes case, 111 F. Supp. 2d at 325, Judge Kaplan held that by setting up a link on his website linking to the circumventing technology (DeCSS), the defendants "offered, provided or otherwise trafficked in DeCSS"; this liability will come into consideration, if the circumventing technology otherwise meets the requirements set forth by § 1201 (a)(2)(A)-(C); in addition, the person who manufactures, imports, offers to the public, or otherwise traffics in this circumventing technology might also violate § 1201 (a)(2).


� That is, even if the user does not know that she is using a prohibited deep link, usually controlled by an access protection measure implemented by the owner of the linked-to webpage.


� Only civil remedies will be available (criminal remedies are related to willful violation for purposes of commercial advantage or private financial gain, see § 1204 (a)).


� § 1201 (a)(1)(A) second sentence.


� § 1201 (a)(1)(B) provides that “the prohibition contained in subparagraph (A) shall not apply to persons who are users of a copyrighted work which is in a particular class of works, if such persons are, or are likely to be in the succeeding 3-year period, adversely affected by virtue of such prohibition in their ability to make noninfringing uses of that particular class of works under this title, as determined under subparagraph C [§ 1201 (a)(1)(C) defines more precisely what factors of appreciation should be considered by the Librarian of Congress in the course of his rulemaking procedure, among which is the ‘impact of the prohibition on the circumvention on comment, news reporting, teaching, scholarship, or research’.” 


� Exemptions to Prohibition on Circumvention of Copyright Protection Systems for Access Control Technologies, Final Rule, 65 Fed. Reg. 64556 (Oct. 27, 2000) (to be codified at 37 CFR Part 201).


� This class of works can be put in correlation with § 1201 (h) which provides that “in applying subsection (a) to a component or part, the court may consider the necessity for its intended and actual incorporation in a technology, product, service, or device which:


does not itself violate the provisions of this title; and


has the sole purpose to prevent the access of minors to material on the Internet.”	


� Short before the rulemaking was published, a court granted an injunction against the authors of a program decrypting the list of blocked websites, Microsystems Software Inc., v. Scandinavian OnLine AB, No. 00-1503 (1st Cir. Sept. 27, 2000).


� 65 Fed. Reg. at 64565.


� Even though formally the rulemaking procedure do not properly refer to copyright law, but only to access control (which is not one of the exclusive rights enumerated in § 106 of the Copyright Act), it is clear (and has also been identified as such by scholars) that access control is already (and will increasingly be in the future) the most important means to control the use of the protected works in the digital context.


� See Nimmer, at 697, stressing the fact that this rulemaking procedure is a “departure from normal [judicial] practice”.


� Cohen, at 238 (raising another constitutional concern [the violation of the separation of powers]).


� 65 Fed. Reg. at 64562.


� Samuelson (1999), at 561.


� 65 Fed. Reg. 64559 seq.


� § 1201 (a)(1)(E); this problem has been identified and criticized in several articles, see Yochai Benkler, Free as the Air to Common Use: First Amendment Constraints on Enclosure of the Public Domain, 74 N.Y.U.L. Rev. 354, 429 (1999): “[…] there is no software. There is no hardware. There is no service. Providers of circumvention technology are still prohibited, by criminal and civil sanctions, from selling in the United States.”; see also Nimmer, at 734-737.


� For an example, see Realnetworks, Inc. v. Streambox, Inc., 2000 U.S. Dist. LEXIS 1889, at *20.


� As formulated by Dussolier (about the draft European Union Directive), at 291: “what is a commercial purpose? What is principal purpose? Is it 51 per cent of licit use, 75 per cent or 30 per cent? Will a device primarily designed and sold to accomplish a legitimate purpose but being eventually largely acquired because of a circumvention use, be considered as illicit?”; see also Koelman/Helberger, at 29.


� In particular the European Directive, see V.A.3. below.


� Sony Corp. of America v. Universal City Studios, Inc., 464 U.S. 417 (1984); see Koelman/Helberger, at 18.


� Melville B. Nimmer & David Nimmer, Nimmer on Copyright (1999 Supp.), § 12A.18[B].


� Ibid.; see also Realnetworks, Inc. v. Streambox, Inc., 2000 U.S. Dist. LEXIS 1889, at *23 and Universal City Studios, Inc. v. Reimerdes, 111 F. Supp. 2d, at 323 (both quoting this section of the treatise).


� The non mandate provision of § 1201 (c)(3) “does not provide immunity for products that circumvent technological measures in violation of Sections 1201(a)(2) or (b)(1).” If this were the case, “any manufacturer of circumvention tools could avoid DMCA liability simply by claiming it chose not to respond to the particular protection that its tool circumvents.” Realnetworks, Inc. v. Streambox, Inc., 2000 U.S. Dist. LEXIS 1889, at *25.


� Vinje, at 204.


� See Marks/Turnbull, at 202.


� The legal terminology for this type of technological protection measures protecting the use of the work is “technological measure that effectively protects a right of a copyright owner under this title” § 1201 (b)(1)(A). 


� This choice of Congress accurately follows the third requirement set forth by art. 11 WCT according to which only the circumvention of technological protection measures for infringing purposes shall be prohibited, see above III.A.3.


� Compare § 1201 (a)(2)(A)-(C) and § 1201 (b)(1)(A)-(C). 


� § 1201 (b)(2)(A) provides that “to ‘circumvent protection afforded by a technological measure’ means avoiding, bypassing, removing, deactivating, or otherwise impairing a technological measure; […]”


� See above III.A.3, as discussed in connection with art. 11 WCT.


� Although it has been argued that the circumvention of region coding protection should be lawful because these technologies unduly restrict the uses of the works, the Librarian of Congress has denied to grant an exemption for this purpose, see above IV.B.2.


� See IV.B.2 above.


� See § 1201 (d) – (j); see Michael Schlesinger: Exceptions and Limitations on the Prohibition of Circumvention of Access Controls, and on the Prohibition on Circumvention of Technological Measures Protecting Traditional Rights Under Copyright (report to the ALAI Congress 2001).


� See Samuelson (1999), at 537 seq.


� Universal City Studios, Inc. v. Reimerdes, 111 F. Supp. 2d, at 319-321.


� Directive 91/250/CEE of the Council on the legal protection of computer programs of May 14, 1991, O.J. L 122 of May 17, 1991, p. 42.


� As noted by Dussolier, at 286, the potential differences in the conditions/wording of the software Directive and of the Directive on copyright in the information society regarding the circumvention of technological protection measures might prove problematic, even though Recital 50 of the final version of the last Directive expressly provides that the circumvention of computer software should remain governed exclusively by the computer software Directive.


� Common position adopted by the Council on 28 September 2000 with a view to the adoption of a Directive of the European Parliament and of the Council on the harmonization of certain aspects of copyright and related rights in the information society, O.J. C 344 of 1 December 2000, p. 1.


� European Parliament legislative resolution on the Council common position for adopting a European Parliament and Council directive on the harmonization of certain aspects of copyright and related rights in the Information Society, of 14 February 2001.


� A consolidated version of the Directive has been released on May 22, 2001.


� Directive 98/84 E.C. of the European Parliament and of the Council of November 20, 1998, O.J. L 320, November 11, 1998, p. 54.


� The aim of this Convention, which complements the CAD, is to offer operators/providers of pay television and radio as well as remunerated on-line services protection against the illicit reception of their services at the wider European level (larger than the European Union). The Convention requires ratifying States to establish a number of activities in this domain as criminal or administrative offences, for example the manufacturing of illicit decoders or smart cards for pay-TV services or the distribution or commercialization of the latter. The personal use of an illicit decoder or smart card is not made a criminal offence under the Convention, but Parties may go beyond the Convention on this point and notify to the Secretary General that they criminalize such an activity. By the adoption of this Convention, the Council of Europe will be supporting European broadcasters and on-line service providers against the financial losses that they suffer as a result of illegal decoding devices and hacking activities in general. The Convention, which has been adopted by the Committee of Ministers on 6 October 2000, is open for signature in Strasbourg by the member States of the Council of Europe, the other States parties to the European Cultural Convention and the European Community since 24 January 2001 (see � HYPERLINK "http://conventions.coe.int/" ��http://conventions.coe.int/�).


� Given that art. 6 CISD has not been amended at a later stage, the final version that will be analyzed is the one of the common position adopted by the Council on 28 September 2000 with a view to the adoption of a Directive of the European Parliament and of the Council on the harmonization of certain aspects of copyright and related rights in the information society, O.J. C 344 of 1 December 2000, p. 1. 


� See above III.


� Assuming that this contract is enforceable.


� The Berne Convention provides exceptions both for quotation and news reporting (art. 10 al. 1 and art. 10bis al. 1). 


� There is no more convergence between the scope of copyright protection and the scope of the anti-circumvention provision, see above III.A.3.


� Art. 6 al. 3 of the Amended Proposal for a European Parliament and Council Directive on the harmonization of certain aspects of copyright and related rights in the Information Society of May 21, 1999 (COM (1999) 250 final, OJ  C 180 of June 25, 1999, p. 6).


� Koelman/Helberger, at 10.


� Koelman, at 273: “in the wording of the Treaty, the limitations of copyright do affect the extent to which technological protection schemes have to be protected”; see above III.A.3.


� Dussolier, at 290. 


� This approach is different, as seen above III.A., from the one chosen in the DMCA.


� This implies that technological protection measures protecting against streaming might potentially not fall within the scope of protection of the CISD; on the question of streaming, see above II.B.


� See above IV.B.1.b).; the example of deep linking could show that it might be important to maintain a condition of intention in the definition of the act of circumvention in spite of the criticism formulated against it; see Koelman/Helberger, at 19 (commenting on a earlier version of the proposal of the Directive): “A reason not to require proof of knowledge may be that it can be assumed that a person circumventing an ‘effective’ TM [technological protection measure] will (have, at least, a reason to) know he is tampering with a protective measure anyway, and therefore a knowledge test would be redundant.”


� See above IV.B.3.


� This would be the case if the copyright owners can contractually impose conditions, which do no respect the scope of the exemptions granted to the users by national copyright laws. To avoid such a result, the terms of the agreements (“voluntary measures”) could be controlled by an official body (at EU or national level) before becoming effective, for instance the “contact committee” to be created under art.12 CISD.


� See above IV.B.2.


� Directive 98/84 E.C. of the European Parliament and of the Council of November 20, 1998, O.J. L 320, November 11, 1998, p. 54.


�  See art. 2 (a) CAD, defining that protected service “shall mean any of the following services, where provided against remuneration and on the basis of conditional access:


            - television broadcasting, as defined in Article 1(a) of Directive 89/552/EEC,


            - radio broadcasting, meaning any transmission by wire or over the air, including by satellite, of radio programmes intended for reception by the public,


            - information society services within the meaning of Article 1(2) of Directive 98/34/EC of the European Parliament and of the Council of 22 June 1998 laying down a procedure for the provision of information in the field of technical standards and regulations and of rules on information society services (7), or the provision of conditional access to the above services considered as a service in its own right;”


� Dussolier, at 288.


� Koelman/Helberger, at 45.


� See recital (21) of the DCA: “Whereas this Directive is without prejudice to the application of any national provisions which may prohibit the private possession of illicit devices, to the application of Community competition rules and to the application of Community rules concerning intellectual property rights.”


� Koelman/Helberger, at 51.


� See Dussolier, at 294.


� In the European Union, by application of the procedure of art. 6 al. 4 CISD, and in the U.S., in the course of the rulemaking procedure of the DMCA.


� See the Japanese Copyright Law No. 48, promulgated on May 6, 1970 as amended by Law No. 77, of June 15, 1999, available at � HYPERLINK "http://www.cric.or.jp/cric_e/ecolj/cl1.html#cl1+S1" ��www.cric.or.jp/cric_e/ecolj/cl1.html#cl1+S1�.


� Translation of the Act and of the commentaries kindly provided by Michael Schlesinger.


� However, as will be seen below, the AUCL also implements technological measures controlling the use of the works (copy control). 


� As well as moral rights; for the sake of simplicity, moral rights will be implicitly included in the term “copyright” when referring to the Japanese legislation.


� Art. 2 (xx) CL defines “to deter” as meaning “to deter such acts as constitute infringements on copyright, etc. by causing considerable obstruction to the results of such acts.”


� Art. 30 (1) (i) CL however provides that a person who is reproducing a work for private purposes by circumventing a technological protection measure and who knows that this reproduction is made possible by this circumvention cannot benefit from the statutory exception of copyright for private use. This provision does however not generally outlaw the act of circumvention in itself.


� Only criminal remedies are available under art. 120bis CL.


� Article 120bis-[…]


    “(i) any person who transfers to the public the ownership of, or […] a device having a principal function for the circumvention of technological protection measures […] or copies of a program having a principal function for the circumvention of technological protection measures […]” (emphasis added).


� As translated by Mr. Schlesinger.


� Thus, implying a certain overlapping between the CL and the AUCL.


� As translated by Mr. Schlesinger.


� This exception can be compared to § 1201 (j) DMCA.


� On this issue, see S. Fitzpatrick, Copyright Imbalance: U.S. And Australian Responses to the WIPO Digital Copyright Treaty, 22 E.I.P.R. 214, 226 (2000)(making the connection between copyright and trade policies and stressing the difference between the U.S.A., which export copyright products, and Australia, which imports them).


� S. Fitzpatrick, at 223.


� Copyright Amendment (Digital Agenda) Act 2000 No. 110, 2000 which came into effect on 4 March 2001, see at: � HYPERLINK "http://www.copyright.com.au/digital_agenda_bill.htm" ��www.copyright.com.au/digital_agenda_bill.htm�.


� See above III.A.3.


� Which is, as seen above II.C., a good technology neutral solution.


� Like art. 6 al. 3 CISD, see above V.A.1. 


� 10(1): “circumvention device means a device (including a computer program) having only a limited commercially significant purpose or use, or no such purpose or use, other than the circumvention, or facilitating the circumvention, of an effective technological protection measure.” and


 “circumvention service means a service, the performance of which has only a limited commercially significant purpose, or no such purpose or use, other than the circumvention, or facilitating the circumvention, of an effective technological protection measure.”


� In connection with the DMCA, and the European Directive (CISD), see above IV.B.3. and V.A.3.


� Fitzpatrick, at 224.


� Art. 116A (vi).


� Art. 47D. Reproducing computer programs to make interoperable products; 47E. Reproducing computer programs to correct errors; 47F.  Reproducing computer programs for security testing; 48A. Copying by Parliamentary libraries for members of Parliament; 49.  Copying by libraries and archives for users; 50. Copying by libraries or archives for other libraries or archives; 51A.  Copying of works for preservation and other purposes; 183.  Use of copyright material for the services of the Crown.


� The notion of “qualified person” refers to the specific provisions on copyright exceptions mentioned in the previous footnote; in short, a “qualified person” is the beneficiary of these exceptions.


� This requirement has the purpose to make sure that circumventing technology can only be provided if there is no other way for the user to get access to the work at issue in order to exercise one of the specified exceptions to copyright law under the Copyright act.


� Strowel/Dussolier, at 22. 


� As an example, a problem might result from the merger of technological protection measures (protected by art. 11 WCT) with the “Rights Management Information” (RMI, protected by art. 12 WCT and implemented in the U.S.A. by 17 U.S.C. § 1202; see definitions in these provisions); this merger of functions is already realized (see the Macrovision's SafeDisc® and SafeCast™technologies, which provide both “effective anti-piracy and comprehensive rights management solutions” for software products at � HYPERLINK "http://www.macrovision.com/cst.html" ��http://www.macrovision.com/cst.html�); at present, the business of trafficking in technologies which would allow users to circumvent and pirate information contained in the RMI (for instance modifying the conditions of use or the amount of the license fee) is not covered by the prohibition of art. 11 WCT, because these identification technologies (RMI) do not directly protect any exclusive rights (there is no “right to a RMI”) and therefore do not fit in the definition of technological protection measures protected by this provision; this kind of circumvention might however prove to be the most frequently used in the future.


� See above III.B.2.


� As seen above III.B.1., this is not required by art. 11 WCT.


� This approach seems to be preferred by some specialists, see Dussolier, at 295 (who supports a general computer crime legislation); this kind of legislation might however also prove to be quite difficult to implement, due to strongly diverging interests, as this can be seen from the tumultuous adoption procedure of the future international Convention on Cyber-crime prepared by the Council of Europe (which has already been redrafted 25 times, see the 25th version dated January 9, 2001 at � HYPERLINK "http://conventions.coe.int/" ��http://conventions.coe.int/�; see also Koelman/Helberger, at 59 (wondering whether a legal protection of technological protection measure is necessary at all).


� They will generally do it only if they can rely on sufficient protections (technological protection measures as well as sufficient legal protection against circumvention).


� See already Thomas C. Vinje, A Brave New World of Technical Protection Systems: Will There Be Room For Copyright?, 18 E.I.P.R. 431 (1996); This problem of unreasonable licensing terms has been discussed by the Librarian of Congress in the course of the rulemaking procedure under § 1201 (see IV.B.2 above); the Librarian of Congress has admitted that “if copyright owners flatly refuse to negotiate licensing terms that users need in order to engage in noninfringing uses, an exemption [to the prohibition of circumvention of access protection measures] may be justified.” 65 Fed. Reg. 64563.


� On this issue, see the recent article of P. Bernt Hugenholtz, Copyright, Contract and Code: What will Remain of the Public Domain?, 26 Brooklyn J. Int'l L. 77 (2000) and Koelman/Helberger, at 30-31. 


� Copyright holders might contractually prohibit the users from benefiting from the exceptions to the prohibition of circumvention of technological protection measures as defined in the legislation or in the on-going rulemaking procedure ((for the DMCA, see IV.B.2 and IV.D. above).


� For instance, see the “proactive” attitude towards hacking adopted by the Lego company; “Lego: A Hacker's Best Friend” (Nov. 7, 2000), at � HYPERLINK "http://www.wired.com/news/culture/0,1284,39504,00.html" ��http://www.wired.com/news/culture/0,1284,39504,00.html�; Lego has opened up the Mindstorms programming source code and developed a “Software Developer Kit License Agreement”, see at � HYPERLINK "http://mindstorms.Lego.com/sdk2/SDK.asp" ��http://mindstorms.Lego.com/sdk2/SDK.asp�.


� Samuelson (1999), at 565; see also E. Schlachter, The Intellectual Property Renaissance in Cyberspace: Why Copyright Law Could Be Unimportant on the Internet, 12 Berkeley Tech. L. J., 15 (1997).





