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I. Introduction

Private property – a concept and creature of law – has never relied solely on law – and law enforcement – for its protection.  From earliest times owners of private property have used physical means – technologies that are simple – such as fences – and more sophisticated – such as combination locks – to safeguard what is theirs – from trespass or theft.  Whether in lieu of effective laws or to supplement legal power, lock and fence technologies have complemented – and are a necessary corollary to – the law itself.

To me, then, the recent debates about the development and deployment of technological measures to protect copyright are hardly as novel as they might seem to appear.  Of course, it may be difficult to reconcile the nuanced exceptions and limits of copyright law with technical measures.  Technical measures often seem to have an “all-or-nothing” approach to protecting copyrighted works; the same can be said to be true of the new laws that protect such technologies.  Thus, we are presented with subtle and difficult questions of law and policy that this Congress will address.

Intellectual property is not exception – it also has often been the subject of technological protections.  Libraries long have had locks to prevent theft.  Individual books – like personal diaries – have been secured against unauthorized, prying eyes.  More recently, copyright owners have limited their modes of distribution to those that were deemed secure from easy copying and redissemination:  before home taping became widespread with audio recorders and videocassette recorders (“VCRs”), works that were performed publicly – live or by broadcast – were difficult to reproduce and redistribute.  In other words, the broadcast medium itself was, then, a kind of technological protection measure.

To step back, it is often said by rights holders that copyright law itself provides the necessary economic incentives for creation and distribution by authors of the works that enrich our lives, paintings, music, books and more.  Today, however, copyright law, standing alone, may no longer (for some) be an adequate stimulant for creativity.  Without the technological equivalent of the fence, the lock and key, and the vault, the prospect of uncontrolled, unauthorized uses is a real and immediate threat to legitimate exploitation.  In short, without technical measures, the ability of copyright to provide incentives for authorship can be diminished significantly.  If some copyright owners and authors are to be believed, creation can be blocked altogether.

Today, I will attempt to set the stage for this Congress by identifying some technical measures that are now being – or soon will be – used to protect “high value” content – such as movies, music and books.  These measures are legally protected against hacking or other means of circumvention, such as by the Digital Millennium Copyright Act (“DMCA”) in the United States.  But, they also can have the effect of preventing completely legal “fair” or “private” uses.  On this point, perhaps these remarks may be a useful platform for the later panel discussions.

Of course, technical measures can be implemented to prevent unauthorized use.  But, they can be – and are being – deployed to authorize uses expressly.  That is, they are part and parcel of digital rights management systems (“DRMs”).  These systems permit negotiations with consumers regarding the right to use copyrighted material.  And, they permit the exchange of usage information among rights owners and distributors.  In this sense, I hope that this presentation and this morning’s discussion can begin to chart a common vocabulary for, and, even better, an understanding of, so-called DRMs, whether they build on technological protection measures or not.

II. Uses of Technical Measures

Some among us may first have been made aware of the existence of technical measures – and the perceived need to prohibit their circumvention – in the run-up to the 1996 Diplomatic Conference of the World Intellectual Property Organization (“WIPO”).  The two treaties that emerged from the Conference – and the debates in the preceding months – did put those issues front and center.  The WIPO treaties contain broad, general language familiar to us all, requiring Berne members to provide “adequate and effective legal protection and effective legal remedies against the circumvention of effective technological measures.”  How best to implement this new obligation – in a fair and balanced way – has spawned hot debates in the United States, Europe, Australia, Japan and elsewhere.  The National Reports summarize just where we stand, to what extent some Berne member states have fulfilled, or fallen short, of the WIPO treaties’ mandate.

The use of modern technical measures to protect copyrighted materials against unauthorized access – but not copying, as such – long predated 1996, however.  This slide illustrates the use of technical measures in the “analog” world.  Here, cable operators have used analog signal traps – essentially filters – to shut off the cable pipes to non-payers.  Cable systems have employed scrambling for many years.

Direct-to-home broadcast satellite services have scrambled their signals.  So-called “smart card” technology, deployed in set-top boxes, and renewable when these cards were (as is inevitable) hacked, has been used to authorize service.

As a later session will explore in more detail, these types of scrambling or access control measures are now widespread.  To support these technologies, various countries have long outlawed signal theft and pirate descrambling devices.  What may be somewhat curious is that these historic technological and legal developments occurred almost free from the intensive debates – regarding fair and private use, and other limitations on access controls – on which this Congress will focus.

What, then, gave rise to the WIPO 1996 treaties and the ensuing furor over how to implement the treaty obligations?  Fairly, we can all probably agree, the development of digital technology – the opportunities and the threats perceived by copyright owners – is what provided the impetus for (1) new technical measures and for (2) new legal regimes to protect those technologies against circumvention.  Digital formats are very alluring.  For large, commercial copyright owners, digital technologies create potentially vast new business opportunities – DVD and digital broadcasting are cases in point.  Digital formats also enable self-publishing by creators, big and small, whether using recordable disks or digital distribution technologies.  But, the fact that digital technologies empower every person to be a self-publisher of another’s copyrighted works has been anything but comforting to copyright owners.

This slide suggests the well-known risks here, and the differences between analog and digital technologies.  Serial analog copies degrade from generation to generation of copies.  Digital technology enables both serial copying, without loss of quality, and digital distribution – especially through the Internet.  At once, attractive and threatening:  digital formats are a kind of “forbidden fruit” – at least without technical measures that might be used to lessen the risks to copyright owners to manageable levels.

Now, let me make three basic points.

First, if I may be more business-oriented and less abstract, the introduction of a new digital format requires the agreement of various industry groups:  (1) copyright owners – who must be willing to release their content in that format; (2) system operators – who must develop and proliferate distribution technologies, such as cable and satellite; and (3) manufacturers of end products – such as set-top boxes, digital audio tape recorders, digital VCRs, DVD players, personal computers and the like – so that end users can have access to the movies, music, electronic books and more.

Not surprisingly, then, the development and deployment of appropriate and acceptable technical measures for new formats require an accommodation among these disparate interests.  They may all have a common, larger goal in introducing a new format.  But, their interests are not always congruent.  They have different needs and perspectives.  It is difficult to reach consensus among them, and it can take years to do so.  Copyright owners want to use the strongest possible technology to protect their works to the maximum extent possible – with some exaggeration, to use the electronic encryption equivalent of the vaults in the Banks of England and France and the Federal Reserve Bank.  Product manufacturers may want protection, too, to address these concerns; technology companies, however, are always concerned about (a) technological efficiencies, (b) the burdens – such as processing used to decrypt and implement a technology – imposed on their devices, (c) the cost of implementation and (d) the impact of copy protection technologies on a desirable user experience and on customary consumer expectations.  I will illustrate this point more specifically, a bit later, in the context of online music distribution and the Secure Digital Music Initiative.

Without such an accommodation among these interests, however, new digital formats can often be delayed – woefully so – in coming to market.  One example from the late ‘80s and early ‘90s is that of the first major consumer digital recording technology – the digital audio tape recorder (“DAT”).  Until a multi-industry agreement was reached on a technical measure known as the serial copy management system (“SCMS”), the DAT was the subject of controversy and contributory copyright litigation.  SCMS itself is a fairly rudimentary technological measure – two bits signifying whether copyright is asserted and whether the copy is an original or first generation copy.  Laws – such as the U.S. Audio Home Recording Act of 1992 (“AHRA”) – now require certain devices to implement SCMS.  The AHRA does not prohibit consumers from stripping out the bits, but it does prohibit devices or services that have the primary purpose of circumventing SCMS.

Second, as I have foreshadowed, technical measures can fall into two basic groupings:  (1) those that control access to a work and (2) those that enable a copyright owner to control the traditional copyright rights of copying and distribution, as well as performance and display.  In the first camp are such methods as scrambling and signal encryption.  In the second group are such means as SCMS, which prevents serial digital copying.  I will turn to a further set of examples in a few moments, in the three case studies I have chosen to discuss.  As you will see, some of these technical measures combine access control and copy control and also have the intent of controlling unauthorized redistribution.  They do so by a mixture of technology, license provisions and, of course, anti‑circumvention laws that support the entire technological infrastructure.

Third, before turning to a discussion of these examples, let me add something more:  (1) digital rights management systems can depend significantly on technical measures, and (2) such measures can be used to manage the rights that accompany content.

Rights management – at the consumer level – can be simple, on the order of


“Do I have the right to make a copy of this song, or a copy of a copy?”


Or, can be more complex:  “Can I send a copy of music that I have bought to a friend?”


Or, more complex still:  “Does the system permit me only to pay a content owner or distributor for my own right to listen or copy the song, or can I pay for others, including my friends, too?”


Or, even more challenging:  “Can a particular user’s negotiated rights to use content – “usage rights” – be freely transferred and exercised wholly apart from who owns the copy of the content itself?”

Upstream from the consumer experience, DRMs can be used to (1) clear rights, (2) assist in payment for uses and, of course, (3) DRMs can be used to trace – and (4) assist in pursuit of – unauthorized uses and users of copyrighted works.  How DRMs and transaction records are administered, whether locally or through a central administrator, also raises a set of complex technological and business-related issues.  We shall hear more on all these matters after I sit down, I suspect.

III. Case Studies and Types of Technical Protection Measures

Now, let me discuss three examples of technical measures:  (1) the Content Scramble System (CSS), which is used to protect movies on prerecorded DVD disks; (2) the Digital Transmission Content Protection system (DTCP), which will be used to protect movies (and eventually other content) as they travel among devices in the home environment; and (3) digital watermarking, which may carry information regarding ownership and copy control, but is not itself a complete technological solution to access or copy control.  I have chosen just these three examples, out of many, because the use of technical measures to protect a broadcast signal as it transits the ether or a cable to an end user, by means of encryption, for example, is relatively well understood.  However, some of the more difficult challenges are raised by protecting content, once in the home, from unauthorized uses and from further redistribution by the ordinary, “self-publishing” consumer.

I can appreciate that you may be thinking that these examples are largely and perhaps unfairly drawn from the experience in the United States.  But, these technologies are international in scope and they are being licensed for usage worldwide.  Moreover, to the extent that these examples might be somewhat U.S.‑centric, that may largely be a function of the fact that much of the debate on technical measures has been a bit more advanced here.  Some technologies have grown out of monthly inter-industry discussions on copy protection technologies in Los Angeles.  Of course, quite a few, though obviously not all, of the major music and movie companies are located in the United States.

This is not, in any sense, to give short shrift to technologies being developed elsewhere.  In Europe, the Digital Video Broadcasting (“DVB”) standard is being deployed to facilitate the transition from analog to digital broadcasting.  As part of the DVB standardization activity, a very vigorous inquiry is underway on finding appropriate technological measures to protect and manage content distributed over DVB systems.  In fact, shortly, DVB will issue a call for proposals for suitable content protection technologies.

Content Scramble System (CSS)
CSS is a technology that was developed by two major consumer electronics companies to protect movies released in the DVD format.  The CSS system has a set of characteristics that are illustrated on this slide:

· First, the movies on a DVD disk are encrypted.

· Second, the keys that enable a DVD player to access that content are encrypted.

· Third, only devices – DVD players and DVD-ROM drives – that are made in accordance with a CSS license can decrypt and play back the movie on the disk.  As I will mention in a moment, they generally are prohibited from allowing copies to be made of the movie.

· These CSS decryption licenses impose the following set of comprehensive content protection requirements on CSS-enabled DVD playback devices.

· Content, once lawfully decrypted within a device, must be protected securely (from unauthorized access) within the device; what I mean by this is that the device must be manufactured in a “robust” manner, to inhibit tampering or other attack.

· Content can only be sent to certain authorized outputs:

· Analog outputs with technology to prevent copying by, for example, analog VCRs.

· Secure digital outputs, such as DTCP (to which I will turn shortly) that also guarantee that the content will travel to a known destination.

· Devices sold in a particular geographic region can only play back disks authorized for playback in that region.  This restriction has been very controversial worldwide.  In the United States, those who hacked CSS have argued that CSS (and the CSS license itself) ought to be circumvented because people should be able to play here a disk that they had purchased in Europe or Japan, or elsewhere.  More recently, in Australia, this restriction has recently been the subject of inquiry and a possible challenge from the competition authority.  This week, the European Commission launched an investigation into regional playback control, again demonstrating that at least some technical measures are not immune from review by governmental authorities.

· Manufacturers who violate these contractual rules can be sued, have their products enjoined and pay stiff damages.

· In addition, movie studios are given the right to “encode” their DVD movies.  They can prevent any digital copies from being made onto a recorder.

The CSS technology is licensed by a non-profit organization run by international representatives of the major industry groups.  As we can see, both the CSS technology and the license to use the CSS technology combine multiple content protection features:  access control, copy control, control over electronic distribution and even a means of attempting to limit unauthorized geographic redistribution of the DVD disks themselves.

Of course, the effectiveness of CSS, like any technical measure, is determined by how secure it is from attack and circumvention.  CSS, famously, has been hacked by DeCSS.  Indeed, as will undoubtedly be discussed, the dissemination of DeCSS has given rise to a major court test of the anti-circumvention provisions of the DMCA here in the United States, and a decision of the U.S. Court of Appeals here in New York on that law – and its very constitutionality – is expected shortly in the case of Universal City Studios vs. Reimerdes.

More on hacking – and circumvention — in a few minutes.

Digital Transmission Content Protection System (DTCP)
The DTCP technology has been developed by five major consumer electronics and computer companies to address a particular problem:  once content in encrypted form has been received in the home – via cable, satellite or on DVD disk – and then has been lawfully decrypted – so now the end user has “access” – how can we prevent unauthorized distribution – to prevent unauthorized serial recording or redissemination to the Internet?  Content inevitably must be descrambled – it must be “in the clear” at some point – for our eyes and ears – our very human “analog” technology – to enjoy it.  But, can the content then be copied or redistributed?

This slide illustrates how the DTCP technology tries to answer this question.  The technology securely controls content traveling between DTCP “source device,” such as a set top box, DVD player, and a Sony PlayStation, and a DTCP “sink device” (a television set, a personal computer or a VCR) which receives the content.  The “sink device” is obligated to treat the content securely and not, for example, send it out to the Web.

DTCP has three layers of protection.  We will now look at three slides to illustrate these three layers:

· First, DTCP includes encryption on all transmissions between devices in the home, such as between a set-top box and a recording device or a television set, or between a DVD player or Sony PlayStation and a VCR.

· Second, DTCP requires authentication – or a handshake – between all “source devices” and all “sink devices” that are on the system.  Let me explain.  When content is first routed into the DTCP system in the home – through a cable or satellite set-top box – this “source device” must verify that the device to which it is sending content – the “sink device” – is trusted.  Once the authentication handshake between these two devices takes place, then the “source device” may use the DTCP technology to send the content to that “sink device,” with the assurance that the “sink device” will handle the content as agreed.

· Third, DTCP includes provision for “copy control information.”  This is information carried in the bit stream between all source devices and all sink devices.  This information lets “sink devices” know if and when they can make a copy of content received via DTCP.  Generally speaking, no copies may be made from a CSS‑encrypted disk played back on a DVD player to a VCR, but some copying may be allowed from cable or satellite transmissions received by a set-top box.

The DTCP technology also anticipates the possibility of hacking.  In this respect, DTCP allows for the “revocation” of devices that have been hacked – or of pirated clones of hacked devices.  Revoked devices simply will not be able to receive digital content via DTCP.

Like CSS, the DTCP technology comes with a very comprehensive licensing scheme that implements various protections:

· Content owners are permitted to encode certain movies and types of transmissions or delivery services as (1) “copy never” – no copies can ever be made; (2) “copy one generation” – one generation of digital copies is permitted; or (3) “copying is permitted, but with no retransmission” to an unauthorized output such as the Internet.  Naturally, the discussions between the promoters of DTCP and the movie studios to reach agreement on these so-called “encoding rules” – that is, which content can be encoded “copy never” or “copy one generation” – have not been free from controversy.

· DTCP-enabled devices must be built robustly.

· In general, devices can hand off content protected by DTCP only to certain outputs:  (1) copy protected analog outputs and (2) DTCP outputs or other approved, secure digital outputs.  The content can never be sent to the Internet, since connections to the Internet are not, at least at this point, secure.

· Devices can record only if the copyright owner has authorized copying, as indicated by the encoding rules – copy never, copy one generation and so on.

· Any copies made by a DTCP-licensed device must be recorded securely, for example, only by an authorized encryption system, so that the recording itself is encrypted.

Digital Watermarking
Watermarking – or data hiding – relies on the fact that bits of digital information can be inserted in a digital work – movie, music or graphical work – in a manner that is largely imperceptible to the listener or viewer.  These bits can carry information regarding copy control status, or other management information.  Watermarking has an advantage over other systems, such as the SCMS bits, that carry copy control information.  What is this advantage?  In a watermark system, if developed and implemented properly, the hidden data can be difficult to remove and, if it is removed, that process may destroy the integrity of the content itself.  Ideally, efforts to circumvent the watermark – to delete the embedded information – will result in a work that is unusable.

As suggested by this slide, watermarking technologies can be used in various scenarios.

· For example, if a device looks for – and finds – a watermark in an analog signal, it can react properly and, perhaps, not record the work.  This is known as “record control.”

· Watermarks can also be used for “playback control.”  CSS-enabled devices, such as DVD players, may look for watermarks in a movie “in the clear” on a recordable DVD disk, and then refuse to play back that disk.  The entity licensing CSS is now in the midst of a process to look for just such watermarking technology.  When it finds an acceptable watermark technology, and adopts it, then CSS-licensed DVD play back and recording devices will be required to respond appropriately to the watermark.

So, watermarks can be used for controlling both recording and playback.  They are intended to survive digital to analog conversion.  In addition, watermarks can be used for tracing the origin of copyrighted works when they are found on websites or other places they are not supposed to be.

The Secure Digital Music Initiative (SDMI), to which I will turn in a few minutes, has adopted the watermark technology of Verance Corporation as a part of a “screen” that must be included in SDMI-compliant devices.  Watermarked music that has a watermark that reads “no more copies” – that is, that an authorized first generation copy had already been made elsewhere – is “screened out” – it cannot be admitted into an SDMI-compliant product, unless the copyright owner agrees.

Another issue is whether watermarks are an “effective” technological protection measure” under the U.S. DMCA.  This is a complex question, and one that I will not address here.  Information in watermarks is, however, at the very least, copyright management information, which is subject to its own set of legal protections (but separate from the anti-circumvention provisions) under the DMCA.  A recent lawsuit brought by professors at Princeton University against the RIAA, SDMI and the U.S. Government may test the legal status of watermarks under the DMCA.

Comprehensive Copy Protection Architectures
As the foregoing examples illustrate, various technical measures are or soon will be available to address the many pieces of the copy protection puzzle.  How these pieces fit together – and how to find the pieces to close the remaining “holes” – has been a matter of discussion among industry players.  How can we best ensure, for example, that a device will include all necessary technologies and adhere to appropriate restrictions on handling copyrighted works?

Three possible conceptual approaches come to mind:

First, we can envision a set of cascading technologies and legal obligations:  no one copy protection technology will hand off a copyrighted work that it protects to another technological measure unless there is some assurance that the downstream measure will handle the work securely.  By way of example, content that is under the control of a protection technology, such as DTCP, cannot be handed off to another secure digital output technology unless the DTCP license agreement permits such a transfer of responsibility on the basis that the second technology is equally secure to DTCP.

A second, complementary approach is to develop a more comprehensive copy protection system architecture for handling copyrighted works.  Here, the licensing package for the architecture might require that a device use DTCP or other secure outputs, detect watermarks and record in a secure, encrypted fashion where copying is authorized by the copyright owner.

Third, a license to build a product in a particular format may require that specific technical measures be adopted by manufacturer-licensees.  That is, along with the grant of intellectual property rights necessary to build a device to a format specification, the format licensee is required to implement some of the technical measures – access controls, watermark detection, output controls or secure recording controls – as I have described, or perhaps others.

IV. The Problem of Hacking and Circumvention

Based on what I have said so far, it might seem that technologies are a panacea for protecting copyrighted works.  Not so, however.  They have their Achilles heel:  they can, as I have suggested above in the case of DeCSS, be hacked or circumvented, and then that circumvention technology can be disseminated and, perhaps replicated widely over the Internet.

As suggested by this slide, DeCSS was made available, not just on web sites – which are the subject of the Reimerdes case – but also on T‑shirts and in the form of a prime number that embodies the entire DeCSS code.  And, other anti-CSS technologies have been developed.

As was reported in the United States, the watermarking technology that SDMI has adopted – the Verance watermark – was purportedly circumvented just a few months ago by scientists at Princeton University.  They, like other members of the public, were given access by SDMI to watermarked content in an effort to determine how resistant the watermark would be to efforts to remove it from that content.  The scientists said that they had figured out how to do so, and announced that they would publish a paper on the results of their research.  They ultimately decided not to publish, however, after extensive discussions with various interested parties, including Verance, though an earlier version of their paper was made available on the Internet.

Pressure applied on these scientists not to publish their work apparently has backfired, however.  Last week, these professors and other academics sued SDMI, the recording industry and the U.S. Government for a declaration that publication of the paper would be protected by the free speech rights of our Constitution, and that such publication should not violate the DMCA.  [Concern]

Given that many – and maybe even all – technologies may be hacked and circumvented, why should copyright owners go to the trouble of using them at all?  As listed on this slide, I believe that there are four principal reasons:

· First, and perhaps foremost, it has become conventional, and perhaps trite, to say that the standard for all copy protection technologies is “to keep honest people honest.”  In other words, the technologies are just not designed or intended to deter the determined commercial pirate.

· Second, some attacks are more difficult to replicate or disseminate than others.  For example, the DeCSS hack cannot be installed or easily used in connection with a stand-alone DVD player, but can be used in a personal computer environment.

· Third, consumers may find it difficult to install hacking software.  But, if they do overcome the technological hurdle and actually use the circumvention program, inevitably they will be confronted with the unpleasant knowledge that they are clearly doing “something wrong.”

· Fourth, the DMCA, the European Directive and other anti-circumvention laws are being enacted precisely to give copyright owners and governments the legal ammunition to pursue those who provide circumvention technologies and devices.  These legal measures may not be effective against hundreds or thousands of users, where a circumvention technology is distributed widely, as was the case with DeCSS.  But, given both civil and criminal penalties, they arguably have strong suasive force against particular individuals, such as the Princeton scientists.

The ability to circumvent copy protection technologies underscores the need for a critical feature of such systems to which I alluded earlier:  renewability and revocation.  Satellite smart card technology is “renewable” in that new smart cards can be sent out when the existing decryption system is hacked.  The DTCP system contemplates revocation:  “sink” devices will be denied access from upstream devices if their unique device certificates and keys have been cloned, or if they are pirate devices.  By contrast, the CSS technology, installed in millions of DVD players and drives worldwide, has no ability to be renewed, and CSS‑enabled devices cannot be revoked.

A secure system often will have some ability to be renewed or revoked.  In this respect, it should be noted that it can be easier to renew systems that handle transmitted content, or are otherwise connected to a network, than stand-alone devices, such as DVD players.  A movie or music handling application on a personal computer – such as a digital jukebox – for example, can always be connected to the Internet.  If its encryption scheme is broken, then the user can always have access to a new version by downloading it from the distributor’s website.  Such capabilities make renewability of copy protection technologies eminently feasible.

Renewability through downloading an upgrade to a personal computer may well have its downside, however.  Users may be unhappy at being required to upgrade.  They also may have deeper concerns about both their loss of autonomy and their privacy with respect to the in-home usage of copyrighted works.

V. Special Case Study:  Music Distribution Online

Let me finally draw these strands together by illustrating various approaches, some successful and some not, that have attempted to address a problem that’s on the mind of anyone who has not spent the last couple of years on Mars:  the problem of online music distribution.  Everyone here has heard of Napster.  Perhaps some (or at least their children) have even used it.  Everyone is broadly aware of the issues raised for copyright by the problem of peer-to-peer sharing arrangements, which are not only facilitated by Napster, but also by less centralized mechanisms, Aimster, Gnutella, and the like.

The Problem
We have prepared this slide to illustrate the problem succinctly.  CDs are released “in the clear,” without any scrambling or other technical measures.  CD music is then easily ripped – compressed digitally.  The most common compression technology is MP3.  The music is then copied onto the hard drives of personal computers.  Then, the music can be “burned,” or copied, onto recordable CDs (CD-Rs).  In this compressed form, then, the music is easily redisseminated, in a very short time, over the Internet, from hard drive to hard drive.

Realistically, little can be done to stop this practice, at least at the most decentralized level.  Record companies are naturally reluctant to abandon the CD market for more protected forms of distribution, given that there are hundreds of millions of CD players worldwide.

One partial solution is to distribute music in new, high quality secure (that is, encrypted) packaged digital media formats.  Two such technologies are DVD‑Audio and Super Audio CD.  Over time, as more music is distributed in these and other secure forms, presumably less and less will be distributed in the CD format.

In addition, the music industry hopes to implement business models that will securely distribute music electronically from a website.  Approaches are even being explored to secure at least some tracks on a CD, which will have new musical or other material, so that users will have incentives to move to a more secure – technically protected – environment.

Napster itself has adopted a kind of technical measure known as “fingerprinting” in an effort to comply with the court order that has ordered it to remove infringing files from its system.  Like watermarking, fingerprinting on its own neither restricts access to content nor prevents unauthorized copying or distribution.  Fingerprinting can identify copyrighted works – in this case, audio recordings – based on unique characteristics (what is known as the recording’s “waveform”), regardless of audio format, bit rate or signal distortion.  The technique is useful for searching for and tracing content (without having to worry about deceptively incorrect file names).  When fingerprinting is used by Napster’s filtering systems, it can be a potentially powerful tool to monitor file transfers and to ensure that royalties are paid appropriately.  How useful fingerprinting might be for other systems where content owners wish to track content remains, of course, to be seen.

The Secure Digital Music Initiative
To address the problem of unauthorized music distribution over the Internet, and the ability to download MP3 files to portable devices, in December 1998, the worldwide music industry announced the launch of SDMI, the Secure Digital Music Initiative.  SDMI has had broad representation from major industry groups.  SDMI also is based on the assumption that the manufacture of SDMI‑compliant devices would be entirely voluntary.

SDMI also began with relatively high hopes and ambitious goals:

(1) to develop a broad, secure architecture for electronic music delivery by the music industry; and

(2) as indicated earlier, to use a watermark to have SDMI-compliant devices and applications screen out unauthorized content, such as MP3 files of unknown origin; the idea here is that if such screens were widely populated in all devices they would have the effect of, over time, lessening the ability and incentive to rip CDs and send them, as MP3 files, to the world at large.

(3)  SDMI even had hopes of working on the development of interoperable systems for the distribution of music.

Let’s leave these very ambitious goals aside.  From the beginning, SDMI was important just because it brought together multiple industry groups to address various technical approaches to protect copyrighted music.

In mid-1999, SDMI adopted a Portable Device specification.  The basic functions of this specification are set out in this very simplified slide.

First, SDMI adopted a screen, based on the Verance watermark.  This screen would “screen out” – or block – music watermarked as “copy no more” and would detect and respond to copy control information carried in the watermark.

Second, the specification also required that communications between an SDMI-compliant software application (a music jukebox in a personal computer, for example) and a portable device – such as a handheld MP3 player – would be secure – encrypted, authenticated – manner.  In other words, a “secure channel” would move the content from SDMI device to SDMI device and the music would be securely bound (through encryption or other means) to the device or to portable media, such as a memory card.  Manufacture of an SDMI-compliant device was, and is, entirely voluntary, so these “secure” products had to compete with non-compliant products in the marketplace.

This last point – the necessarily voluntary nature of SDMI – moves us to what was and remains a major hurdle to SDMI achieving its goals.  The principal (and perhaps only) reason to manufacture an SDMI-compliant product was to obtain music delivered electronically.  That music, when combined with so-called “open MP3” content handled securely in such a device, potentially would make for a rich consumer experience.

The first and most notable company to manufacture such SDMI-compliant devices was Sony, with only a couple of more to follow.  But, with little, if any electronic music delivery content directed solely to SDMI-compliant products, there was no incentive for consumers to buy such devices.  Too many other, non‑compliant products – products that had no screening function and were not required to handle music securely – are available.

What, then, is SDMI’s future?  Since the 1999 agreement on the “Portable Device” specification, SDMI has considered several technical approaches by which SDMI-compliant products would screen out unauthorized content.  One approach would have required that an SDMI-compliant product be able to tell if music had been compressed, such as by MP3, and then not allow the consumer to have access to that content if it had been compressed without authorization.  Another approach proposed that the consumer could not have access to a CD track unless the table of contents for the entire CD was present in the device.  A third approach contemplated that access to a single song would not be permitted unless all other songs on the CD were also present, in an effort to take advantage of the fact that it takes longer to download an entire album than a single track.  After months of testing and evaluation, earlier this year, and then just last month, SDMI decided not to adopt any of these technologies to supplement the existing watermark-based screen.

Some have suggested that SDMI has reached the end of the road.  Whether or not that may be true, it is clearly the case that, to date, SDMI has not been able to agree on a comprehensive set of secure requirements for applications and devices.  There are several reasons for this.

· Business interests within particular industry groups have differed from time to time.

· More significantly, perceptions on each side of the industry lines are different.

These great differences in perception are the essence of the challenge facing SDMI and any activity to develop, promote and implement technical measures.  Some SDMI participants – particularly music industry representatives – have argued for a very secure system, a system that copyright owners rightfully could endorse.  These interests must be “balanced against” the interests of the technology companies.  Manufacturers of software applications, personal computers and consumer electronics devices understandably have resisted architectures that (1) are technologically burdensome to implement and (2) would result in an unsatisfactory consumer experience.  Where should this balance be struck, given that SDMI-compliant products must be able to compete with non‑compliant products?

Overall, in recent months, SDMI has found it most difficult to reconcile the divergent approaches to securing music.  The bottom line is that the continuing and widespread availability of unsecure products has, realistically, made it difficult for too-secure architectures to compete with existing consumer expectations and experiences.

Maybe SDMI is at a stalemate because the music industry may be seeking other ways of achieving its goals.  Increasingly, technological protection measures to protect copyrighted content are part of very specific bilateral or negotiated contractual arrangements to make music available online.

Based on published reports, the MusicNet initiative of three of the major U.S. labels (Warner, BMG and EMI) and the Duet (recently renamed PressPlay) project of the other two labels (Universal and Sony Music) each propose to adopt comprehensive schemes for securing music as it moves to consumers, with accompanying DRMs to account for usage and to effect transactions.  But, other music downloading systems have been less successful in the past.  Moreover, competition-related concerns with respect to these ventures have been raised by some, including the European Commission.

VI. Concluding Observations

A few concluding observations may be in order.

First, effective technological measures generally must rely on inter‑industry cooperation.  Nevertheless, agreement among industries is time‑consuming and can be extremely difficult to achieve.  In such case, to protect their works, copyright owners may necessarily develop more specific technologies, implemented through bilateral arrangements between them and their content distributors or product manufacturers.

Second, the development of very narrowly focused, or bilateral technical measures to protect copyrighted works, can introduce an additional problem:  a lack of interoperability among systems.  If I, as a consumer, use one system to have access to music and you, as another, use another system, then, if the two systems are not compatible, will we be able to share our music?  Can we listen to the songs that we each have respectively downloaded – even if we are willing to pay to do so and even if each system expressly authorizes such sharing?  In other words, if the DRMs for our systems have usage rules that permit such transactions, how can technology vendors and copyright owners ensure that the two technologies will be able to talk to one another?  At least some suppliers of technical measures and DRMs are focused on just such issues, and I expect that we will hear more from them shortly.  This interoperability problem strikes me, however, as not trivial.

Third, business and consumer pressures eventually will force some movement toward harmonization of technical protection measures, across particular kinds of devices and even across platforms.  At the same time, we are seeing more convergence among technical platforms themselves.  The technological trend here is that stand-alone consumer electronics devices are becoming more and more like personal computers and some computer-like products and applications are coming to resemble consumer electronics products.  On the one hand, such technological convergence may well create challenges for copyright owners who come to rely on technical measures.  This is because circumvention products and software certainly can be replicated and installed more easily in computer-type devices.  On the other hand, it may be easier to renew and upgrade hacked measures in a convergent, more computer-like environment.

In short, over time, copyright owners will be able to take advantage of the combination of convergence and harmonization.  These trends may assure copyright owners of more secure, more certain and more robust technical means of protecting their works in the digital age.

Thank you.


40047599v2

16

40047599v2


