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1.  Introduction

Digital rights management entails the operation of a control system that can monitor, regulate, and price each subsequent use of a computer file that contains media content, such as video, audio, photos, or print.  Electronic access can be administered through rendering software tied to a file that contains a protected work, and can be complemented with encryption, digital signatures, watermarking, or hardware programming.  Depending on the price that a user pays,  owners of protected works may limit listening or viewing by number of plays, duration of access, temporary or partial uses, and the number and location of computers on which the file may be played or displayed.  These enabling access technologies and the services that they provide are broadly classified as trusted systems.
 

Digital rights management and the access control that it implicates is legally different from copyright, which protects the underlying work from unauthorized reproduction, distribution, derivation, public performance, or display.
 Copyright protection is principally limited by term duration,
 fair use,
 the first sale doctrine,
  the idea-expression dichotomy, 
  and exemptions for libraries,
 classrooms and distance learning,
 and the blind and the handicapped.
  In contrast, access protection entails technological procedures that are designed to disallow the circumvention of the digital shield that encases a copyrighted work. In so doing, access protection is technology protection,  akin to measures that disallow “black boxes” to decode scrambled cable signals or devices that circumvent the Serial Copy Management System that prevents the making of  serial digital copies of sound recordings.
  As such, access protection arguably may not be subject to the same legal limitations and user rights now established in traditional copyright. 

The case for legal access protection was set forth by the Clinton Administration’s White Paper, Intellectual Property and the National Information Infrastructure, which argued for laws to forbid the use of  technologies that could be used to circumvent it.
  The White Paper  was a key influence behind the subsequent Digital Millenium Copyright Act of 1998 (DMCA),
 which Congress enacted to “facilitate the robust development and worldwide expansion of electronic commerce, communication, research, development and education” by “making digital networks safe places to disseminate and exploit copyrighted materials.”
 In so doing, the U.S. more than met its treaty commitments that had been established under Article 11 of the WIPO Copyright Treaty and Article 18 of the WIPO Performances and Phonograms Treaty,  which specified that parties must provide “adequate legal protection and effective legal remedies against the circumvention of effective technological measures” used by authors, performers, or producers of phonograms “in connection with the exercise of their rights.”

Under Section 1201(a) of the DMCA, “no person shall circumvent a technological measure that effectively controls access to a work protected under this title.”
   Section 1201(a) further disallows the manufacture, import, offering, provision, or other trafficking of devices that could be used for the purpose of circumventing access protections.
  Section 1201(b) extends the ban on devices to protect embedded technological measures that may effectively protect underlying copyrights.
  The issue of access protection surfaced three times in the year 2000 in litigation that tested the legal use of circumvention technologies.
  In a rulemaking in October, 2000, the Copyright Office examined the degree to which Congress’s statutory rules should be modified to permit exemptions for certain classes of works.

The nation's four national academies (National Academy of Sciences, National Academy of Engineering, Institute of Medicine, National Research Council)  sounded a more cautionary note regarding access protection with the publication of  The Digital Dilemma: Intellectual Property in the Information Age.
   The report echoed earlier legislative concerns that the resulting legal framework would  create a ‘pay-per-use’ society, eliminate fair use, and put into place a regime of superdistribution where copyright owners would attach fees to each subsequent copy of any original download.
  The four academies also feared that digital protection may lead to loss of historic records,  the deliberate non-sharing of content,  constraints on audience activities and access times, and general difficulties that may result as digital presentation comes to replace offline production as the means by which published information is made available.
 One contributing member to the report, Prof. Pamela Samuelson of the University of California at Berkeley, likened the dangers of the resulting system to fascism.
 

The controversy over access protection will now emerge full force through new initiatives in Europe and Canada. Adopted in September, 2000, the Common Position of the European Parliament and the Council of the European Union stated:

In order to avoid fragmented legal approaches that could potentially hinder the functioning of the internal market, there is a need to provide for harmonized legal protection against circumvention of effective technological measures and against provision of devices and products or services to this effect.

Less restrictive than the DMCA, Article 6 of the EU Directive directs the members of the European Union to provide adequate legal protection against the circumvention of technological measures  as well as the manufacture, import, distribution, sale, rental, and advertisement of devices for the provision of such services. Member states can be expected to institute a number of differing laws toward achieving the established goal.   Representing Canada’s commitment to WIPO,  two government ministries issued in June 2001 a Consultation Paper on Digital Copyright Issues, which solicited comments on the “making available” right, the legal protection of technological measures, the legal protection of rights management information, and the liability of network intermediaries. 

In the strange alchemy of law and technology,  access protection and digital rights management now may operate in two domains that substantially differ. Movies, music, and video games are consumer goods that meet final user demands for home entertainment, while library, classroom, and research materials are typically information inputs that are worked up in the further production of still more intellectual property.  In the consumer market, unauthorized digital copies more often substitute for original sales of entertainment product,  depressing sales and conceivably harming producer incentives to provide original content.  In the academic market, copying often complements the demand for initial access.  

This paper examines access protection and digital rights management in entertainment and academic markets from an economic perspective. Together, access protection and digital rights management help reduce unauthorized reproduction and distribution of copyrighted works. They enhance the range of  service offerings that producers profitably make and may actually offer consumers more features with different prices.  With a menu of license options protected by access controls, consumers can voluntarily move beyond the rights granted by traditional copyright if they so choose.  Particularly in academic and library markets, content suppliers have incentives to improve the ease of complementary uses through accommodative licensing that meets user concerns and facilitates the buildout and deployment of the new medium.     

2.   Access Protection in Consumer Markets 

We first consider the economics of access protection in the domain of  entertainment and artistic content now offered for final sale to home consumers.  With digital transmission, cinema fans can access movies at any hour, music fans may sample or download tunes, and purchasers of  e-books may replace visits to libraries and bookstores with convenient downloads of the same material.  Edgar Bronfman, Jr.  predicted hyperbolically that a  “few clicks of your mouse will make it possible for you to summon every book ever written in any language, every movie ever made, every television show ever produced, and every piece of music ever recorded.”
 “In this vast intellectual commons nothing will ever again be out of print or impossible to find; every scrap of human culture transcribed, no matter how obscure or commercially successful, will be available to all,” affirms Charles Mann.

The potential for digital networks to facilitate greatly the dispersal of higher culture is considerable.  A fan put off from spending $80 for a concert seat, or even $35 for a purchase of a video tape, might eventually enjoy a five-night interval with her favorite opera by visiting a virtual rental store controlled by the Metropolitan Opera or  La Scala in Milan.  It may no longer be necessary to fly to Ireland or Germany to view world-class cultural productions at Sean O’ Casey’s Abbey or Richard Wagner’s Festspielhaus.  Handicapped viewers, students, and ersatz tourists of all walks may enjoy narrated pay-per-view tours of the Hermitage, Louvre, or Tate galleries on a come-as-you-are nightly basis, with the additional ability to ask cyber-questions and  chat with other viewers.  Sans passports, foreign audiences can obtain coarsened offerings from American media, such as reality television, rap music, and professional wrestling.  

With digital technology,  curious fans may hyperlink to other related web sites,  join online communities of people with similar interests,  and receive personalized suggestions based on previous online behavior.  Hopefully operating under proper licenses, peer-to-peer software may enable direct transfers of material between two user hard drives.  Through its many possible applications,  digital technology accordingly may facilitate use and widen the user audience. By making much information and cultural material available to those of relatively modest means,  digital technology may actually serve to reduce the cultural divide between the information “haves” and “have nots.”
   

There are two basic economic effects of access protection in markets for  home entertainment.  First, producers with access protection may block reproduction and viral distribution of works that may displace original sales. Additionally, producers with access protection may set different prices to different users depending on their respective intensity of demand.   

3.  Copying and Distribution
Prior to the digital era, copyright did not occupy the attention of more than a few cognoscenti for any sustained amount of time.  Copies were imperfect and most copies were made for self-use. “First sale” rights protected the right to sell or otherwise dispose of a personal copy that had been lawfully acquired.
  Noncommercial uses, such as reproduction for personal reuse, might reasonably have been allowed under the fair use doctrine if no market harm could be proven.
  With less legal foundation,  general copying for lending and distribution to friends and strangers had been deterred by the unavailability of a common technology,  the difficulty of copying,  the inferiority of the copy,  and the incapacity to make copies publicly available for the taking.  Commercial lending of sound recordings, which would have presented opportunities for great copyright abuse, was made illegal.

By contrast, the phenomenon of digital copying implicates a different menu of technical attributes.  As the 64 million users of Napster illustrate,
  copying to a computer hard drive can be a first step in making content available for unauthorized global distribution.  With the potential for viral reproduction,  distributed copies then may reasonably be expected to substitute for legally accessed goods and  harm producer incentive.   The  Council of the European Union summed up the point:

Digital private copying is likely to be more widespread and have a greater economic impact. Due account should therefore be taken of the differences between digital and analog private copying and a distinction should be made in certain respects between them.
     

Prof. Peter Jaszi of the Digital Future Coalition observed critically of access protection that “technologies now exist that permit information proprietors to continue to regulate ‘access’ to digital copies of content after those copies have been lawfully acquired.”
  However, this technical ability to protect against subsequent access to content files, even if lawfully acquired,  may actually be quite reasonable. Persistent access control
  (which is not synonymous with obligatory pay-per-use; see below) seems a practical way of stopping users of future Napsters, or their open-source variants (e.g., Gnutella),  from making  unauthorized viral distributions of copyrighted material.  

As more uses of  digital technology emerge, the enabling networks will evolve due to positive synergies between increased content and buildout of user software and hardware.  For example, as more users have access to preferred titles and genres of digital music, more player software will be installed. As the installed base of player software expands, more music content can be profitably digitized and transmitted. The availability of more content will lead yet more users to install more software, which will encourage production and digitization of yet more content, etc.  The outcome presents an example of a system of network goods that increase in value as the size of the overall system expands.
 

Because no one provider will provide all hardware or software, the benefits of these positive synergies between content and equipment cannot be monetized by any one player and will redound principally to consumers.   However, the ongoing development of ongoing network effects depends critically upon the willingness of content owners to make material available for digital distribution; serious reductions in network synergies can result even if one key provider (e.g., Disney) were to decline to translate from its analog medium to the emerging digital platforms.  This makes access protection a critical element of a network strategy.  Beyond the means of any one player to implement, rules for access protection collectively resolve the problem by enforcing compliance among people who individually may have reasons to circumvent controls.
          

With anti-circumvention,  diverse user rights to access, make and/or lend copies can be monetized and made available as service options to those who value them in different degrees.   Producers who make more diverse options available to different users may actually enhance consumer choices, particularly benefiting  those who had been excluded entirely from previous access.  “No-frills”  users may actually wind up paying less for basic services than they do now.   The next section addresses this matter  in greater detail. 

4.  Price Discrimination and Consumer Choice

The ability to charge different prices for different kinds and levels of usage of  online product is price discrimination.  For example, the right to download, copy, or  lend a legally accessed movie or sound recording may be priced differently than the right simply to download the content without making further transmissions or reproductions. Accordingly, a digital rights system that establishes a menu of  optional rights
 allows the rights owner the ability to price individual components and extract different payments from users with varying demand intensities.
   

Overall, price discrimination is equivalent to offering more personalized options.  The concept is not new in the digital era.  Magazine publishers with the inherent ability to price discriminate may make content available to frequent users at subscription prices,  but may simultaneously sell single copies to light readers at premium prices charged at newsstands.  Price discrimination then  is economically defensible because it allows consumers the choice of a number of service options rather than the confinement of any one.

Evidently, resale or arbitrage between low- and high-end markets cannot be permitted if price-discrimination is to operate effectively.  Besides stopping viral reproduction,  access protection and digital rights management then afford a more positive benefit;  i.e.,  by stopping resale or redistribution of content from one market to another,  access protection and digital rights management widen consumer choice and promote product diversity.  

Price discrimination is profitable because it recognizes that variations in customer demands can be priced differently for greater gain.   Discriminating producers who can extract greater revenue from across the user spectrum will have more incentive to produce and release more content.  Price discrimination is particularly defensible in industries that produce content, where much of the production costs are sunk costs that often cannot be recovered if uniform prices are set.  This explains why studios make films available  through a number of viewing “windows” – each with a different price -- that span  theaters, pay-per-view cable, video rental,  basic cable,  and network television.   

The effect of price discrimination upon users is bifurcated;  the largest and most intense users of any product can be expected actually to pay more under price discrimination than under uniform prices.
   This is because discriminating producers may extract incremental consumer value by charging higher prices for deluxe services,  without worrying about attrition among less intense users.  However, smaller users can be expected to gain because discriminating producers may lower prices for limited basic services without worrying about an offsetting revenue loss at the high end of the usage spectrum.

The net outcome may  present an overall efficiency improvement for three reasons. First, many low-end purchasers might formerly have been excluded entirely from having any form of access.  Second, the demand for pirated works will be reduced as consumers have low-cost “rental access” to copyrighted  material that once may have been made available solely for purchase at higher prices.  Finally,  the producer has greater financial incentive to present deluxe services to high-end  users, and more items in general. “Accordingly , judges should watch for situations in which unauthorized use of coyrighted material undermines price discrimination schemes and should be chary of holding such uses fair.”
 

With strong access protection,  publishers conceivably may encumber or eliminate the ability of consumers to make or distribute certain copies now protected by “fair use”
 or “first sale”.
  Should publishers so choose, there is a possible downside that certain users will lose traditional rights now guaranteed under traditional copyright.  However, it is difficult to imagine why publishers would choose to deny summarily a selection of popular rights that could otherwise be monetized and placed in a menu of choices.  Were a slate of options presented, we would have a  nice market test of just how important traditional rights of “fair use” and “first sale” are to the average  buyer of a copyrighted work, and to what degree consumers may prefer discounted licensing arrangements to copyright protections that would otherwise be obligatory.     

5.   Access Protection in Schools and Libraries 

We now consider how access protection may affect the demand for and usage of copyrighted materials by libraries, schools, and research institutions, which are “knowledge factories” that work up and produce more intellectual property.  Generally speaking, “a system of property rights that might seem natural would be to protect the first innovator so broadly that licensing is required from all second generation innovators who use the initial technology … But such broad protection can lead to deficient incentives to develop second generation products.”
  Consequently, the potential  harm of allocative inefficiency in this product domain can be considerably more serious than comparable harm in home entertainment.  

The potential for digital technologies to improve user convenience and the general quality of research and teaching is evident. Academic researchers may have convenient home and office access to favored journals and conceivably the ability to automatically transmit a selected article to a group of colleagues without making physical copies.  A researcher  who views a particular article may view ongoing commentary, embedded hyperlinks to referenced articles,  and content filtering based on his online behavior or the preferences of similar users in a particular network.
  Teaching gains can be considerable, both with web-enhanced content in a traditional course and the more comprehensive web interfaces of distance learning that will extend the geographic domain of college instruction.
  The capabilities of digital technology will multiply yet further with the further deployment of  voice recognition, multimedia, and personalization.  

Like small users of home entertainment, institutions of modest means may actually benefit from price discrimination as new markets congeal for the provision of basic services.
  However, we can expect publishers to increase prices to high-volume users who purchase deluxe services.
   As mentioned above, price discrimination is particularly defensible in industries with high fixed costs of production,  the case in scholarly publishing where editorial and production fixed costs account for 70 percent of the total costs of publication.

Nonetheless,  researchers and educators are concerned that access protection may actually threaten their ability to perform important complementary activities, such as partial copying,
  criticisms and parody,
 searching,
  dissemination, and transformation.  In a context related to library uses,  five commenting library associations made the point: 

Technological measures define a user's "accessing a work" as not only initial access, but accessing for purposes of printing, copying, extracting or even viewing or reading. Thus, the library patron who is using a lawfully acquired work and who circumvents a technological measure for certain types of lawful, copyright uses, could be exposed to prosecution under Section 1201(a) because each 'use' requires an additional 'access' under the control of the technological  measure.

As the willingness of any person, or group of people, to invest the hours needed to work up inputs into classroom or research product depends on the ease of use, the presence of risk, and the ready flow of product between members of a research team or classroom, researchers may conceivably be dissuaded from initiating cooperative activities in the first place if access protection is a hindrance. Furthermore, a demonstrated negative effect upon research could  dissuade libraries from investing in the startup costs of new technology, network distribution, customer support personnel, and file storage systems.
  

Nonetheless, the expressed concerns of many critics appear overly fearful.  Higher user cost of access --  subsuming money, time, and effort --  has been shown to have a significant depressive effect upon the number of digital articles that  readers access.
 Accordingly, publishers who raise costs, fail to accommodate key user needs, or price gouge on complementary products will face reduced demand for initial product and a lower resulting market price.  With any understanding of university and library concerns, it would be a generally  bad idea for a publisher to affix library lending fees, deny permission to archive,  refuse rights to reserve use,  implement cumbersome passwords,  restrict browsing, disallow academic criticism, and  fail to make promotional material available for preliminary review.  Indeed, a prominent university librarian writes:  “In many cases, librarians ask that the publisher reinstate the ‘public good’ clauses of the Copyright Act into the electronic content license, allowing fair use copying or downloading, interlibrary loan, and archiving for the institutional license and its customers.”

Even if content is proprietary, a profit-maximizing supplier would have no general incentive to withhold or overprice desirable attributes if it can instead monetize some portion of consumer gains in the prices charged for initial access. Furthermore, if the content itself is publicly available (e.g., data), competitive forces and the threat of new entry may constrain the threat of aberrant  behavior yet further.  Finally, the editors of a scholarly journal, who find it incumbent to maximize readership in order to disseminate new ideas and attract interesting manuscripts may choose to switch houses if readers or writers are dissatisfied with publisher rules.  Accordingly, though some unfortunate examples can be expected to continue,
 content suppliers would be better advised to attempt to devise profitable licensing strategies that line up their incentives with user needs that can be monetized.  To this matter we now turn.

7.   Licensing Arrangements

Of particular importance in the next few years will be the capacity of licensing contracts and copyright institutions to expedite arrangements for making digital content available to online users.  We shall now address a few related points. 

As a general rule, we can expect markets to evolve gradually in a manner that will reduce transactions costs and enable ease of use.   A useful instrument that will serve a central role in academic and general applications is the site license.  For periodic fees,  site licensors offer unlimited access at any designated computer location with no additional charge per individual transaction. With site licenses, rights owners may obtain access control without requiring a metered pay-per-use that critics sometimes confuse.
  Rights owners will price usage efficiently at short-run marginal cost (i.e., zero) and have correct incentives to reduce non-monetary transactions costs further in order to stimulate demand for usage and the enabling license.
  

As a prime example of site licensing, college library subscribers to  Elsevier’s Lexis Nexis Division may now offer to online users simultaneous unlimited access to the company’s 1200  scholarly journals.  Fees are paid on a per-student basis with optional sublicenses for offcampus users. The access mechanism is protected through IP validation, which allows access only to computers with Internet Protocol addresses that subscribing institutions supply beforehand.  On-campus students do not need to enter individual passwords. Summarizing the company’s position,  Karen Hunter of  Elsevier understands the drawbacks of pay-per-use and superdistribution: 

[Elsevier’s goal is to give people access to as much information as possible on a flat fee, unlimited use basis. [Elsevier’s] experience has been that as soon as the usage is metered on a per article basis, there is an inhibition on use or a concern about exceeding some budget allocation.

In a licensing variation, SilverPlatter – which makes available 250 online databases -- allows academic libraries to choose from a menu of subscription fees based on the number of allowed simultaneous users from anywhere in the world.  SilverPlatter points out that its modularity meets the varied needs of differently sized institutions.
  The company’s testimony before the Copyright Office evidences a market history of an industry that seems to have encountered and resolved at least some licensing difficulties in a market-based fashion.

Five years ago, database producers typically had geographic restrictions on their products, limited to a particular computer, or a particular building. The market resisted this, and now it is routine to see database publishers … making their products available to authorized users … from anywhere in the world.” 
  

More generally,  database providers seem to have modified their  revenue models since the 1970s,  moving from pricing schemes based on minutes of connect time (which was unpredictable and which discouraged browsing)  to new systems that may include free access to offline hits and prints, as well as  online displays. 

Transactional difficulties may result if  the licensing of a one-time or a limited number of specific uses cannot be efficiently forced into a site-based contract.  Here we can expect pay-per-use, short period  (e.g., hourly, daily)  licensing, and other forms of modular or transactions-based licensing to continue to emerge.   In the academic world, the College Division of Houghton Mifflin is conducting a pilot program with Copyright Direct, a permissions tool of Yankee Rights Management, to provide to users access to on-line material in a real-time basis.  The Division is also working with Reciprocal to provide “secure containers” to permit related information on relevant rights and permissions to be carried online with the related content.
  Finally,  journal publishers may make content available to libraries through generalized subscriptions that permit access to bundles with a prespecified number of individual articles.  This generalized subscription model was found to be a particularly popular alternative to traditional subscription, as few readers take the time to read everything in a particular issue of an academic journal.
 

Users may understandably expect that licensing could prove difficult where the cooperation of several different content providers is necessary, as would be the case – for example – in a film course.  In such situations, each content provider may have incentive to hold out for a greater share of the licensing take.
  However, before reassigning property rights by administrative fiat,  we should here recognize the great potential for consortia,  subscription agents,  copyright collectives, rights clearance centers,  and “one-stop shops”
  to negotiate complex contracts that accommodate online requests, and facilitate collection when sole source licensing is impractical.
   Through digital technology, transactional licensing will move from a domain of letters, emails, and faxes to full online functionality where relevant information is submitted – and permissions obtained -- through web interfaces and service aggregators for search, indexing, display, and delivery.  

Promising improvements in licensing technology are emerging.  In addition to blanket licenses that provide unlimited rights to text reproductions based on industry type and staff size, the Copyright Clearance Center in the U.S now offers transactional services for its catalog of 1.75 million text works controlled by 9,600 owners.
   The  Center’s Academic Permission Service has licensed academic course packs  since 1991,  and the Center’s  Electronic Course Content Service has accommodated  electronic course packs since 1997.
  In June, 2001, Rightsline.com began to offer one-stop online licensing to 1160 diverse members of the International Licensing Industry Merchandisers’ Association, including a wide range of properties in film, music, sports, and publications.
  The Media Image  Resource Alliance now provides on-line access to licenses for over 60,000 photographs.
 Info2clear in Europe provides online licensing for text reproductions that may eventually implicate choice of language.
  At the LIBLICENSE web site, university librarians can propose online contract modifications that may meet specific user needs.
 

Three quotes from three eminent authorities may condense the true evolving state of the market for licenses and copyright clearance.   The vice-chairman of the International Federation of Reproduction Rights Organization, Prof. Daniel  Gervais of the University of Ottawa, offers an important caveat to rights owners who see licensing and access protection primarily as protectionist intruments:

The basic question boils down to this: is the provider’s mandate to minimize unauthorized uses or is it to maximize authorized uses? To limit unauthorized reuse, negative licensing tools are used: encryption, digital containers, and others that limit the options available to the user … by physically preventing uses that the rights holder wants to prohibit … Positive licensing, on the other hand, assumes that users find what they want and are given an easy option to determine terms of use, both at the time they acquire the content and later on …[Positive licensing] allows users to acquire the content on appropriate terms (and at the right price) and then acquire new rights as their needs change and grow.
 [emphasis mine] 

To my mind, it is not difficult to reconcile Prof. Gervais’s remarks with those of Prof.  Laura Gasaway of the University of North Carolina,  a strong advocate of fair use who is supportive of library interests:  

For several decades, libraries have been signing licenses to make information available online to their users; there has been no thought or debate that non-public domain databases  should be provided free … What librarians staunchly advocate is that individual users should not have to pay for information obtained from their public libraries …  So, statements such as  “information wants to be free” may simply  mean free to the individual,  not free to the library.
  [emphasis mine] 


The appropriate synthesizing remarks on the matter belong to Ann Okerson, Associate Director of the Yale University Library,  who stands by the present relevance of comments she made  in 1997 regarding the efficiency of markets and licensing: 

The market has brought librarians and publishers together; the parties are discovering where their interests mesh; and they are beginning to build a new set of arrangements that meet needs both for access (on the part of the institution) and remuneration (on the part of the producer) … [Price issues notwithstanding], libraries are able to secure crucial and significant use terms via site licenses, terms that often allow the customer’s students, faculty, and scholars significant copying latitude for their work …, at times more than  what  is permitted via the fair use and library provisions of the Copyright Act of the U.S.  [emphasis mine]

8.  Anticircumvention Hearings

The policy debate over access protection and the DMCA surfaced in hearings that led to the first triennial review of Section 1201, in which the Librarian of Congress, upon the recommendation of the Register of Copyrights, set out to determine whether users of any  particular class of works are, or are likely to be in the next three years,  adversely affected by a conduct ban on access circumvention.
  The rulemaking sought to assess  whether access technologies that had been implemented were actually diminishing the ability of individuals to use works in ways that had been otherwise lawful.
  Classes of works so adversely affected were to be exempt from a ban on access circumvention that was to be otherwise implemented on October 28, 2000.  

Drawing upon a perceived legislative intent of the underlying statute
 and concurring with points made by strong copyright advocates
,  the Copyright Office considered only demonstrated “adverse impact” to “users of a particular class of work”
 based  on “the attributes of the works themselves, and not by reference to some external criteria such as the intended use or users of the works.”
 [emphasis mine].  The Copyright Office chose in this restricted domain to permit access circumvention only for (1) compilations of lists of websites blocked by filtering software,
 and (2) literary works, programs and databases protected by access control mechanisms that malfunction in some fashion.
  The Office declined to follow comments that suggested exemptions for a number of other uses.

From an economic perspective, there are two problematic aspects to the outcome.  First, interpreting the intent of Congress as best it could, the Copyright Office assigned exemptions to specifically identified products without regard to the underlying consumer market.  In economic reality, the benefits and costs of protecting any technology cannot be practically made without regard to consumer needs and uses in each particular market.
  In the specific matter at hand, the two principal markets – home entertainment and scholarly content  --  cannot be more opposite. 

As a second matter, the Office viewed copy and access protection as two independent domains, with the former beyond the present administrative purview of Section 1201(a).
  The Office dismissed the problem of copy circumvention, pointing out that there is now no restriction in the DMCA that disallows copying for noninfringing uses of materials that have been lawfully acquired or accessed.
  However, the Association of American Universities cautioned that access  “controls can be, and increasingly will be, coupled with usage controls … As technology advances, it will become increasingly difficult to distinguish access control technology from copy control technology.”
  

Nonetheless,  if our economic analysis above is correct,  access and copy protection – even if integrated – will be less problematic than critics now contend.  That is,  producers will have financial incentives to integrate product attributes and capabilities to provide the greatest convenience of use and to accommodate new institutions to reduce transactions cost. However, should markets fail to resolve important transactional difficulties, additional copyright exemptions can be incorporated in Title 17 of the U.S. Code  and specific access exemptions in the remaining body of Section 1201 of the  DMCA. 
  

 A second reform avenue is the common law.  Section 1201(c)(1) of the DMCA  provides a hopeful safety valve that courts may implement in matters of equity: “Nothing in [Section 1201] shall affect rights, remedies, limitations, or defenses to copyright infringements, including fair use, under [Title 17].”
  The key question involves whether fair use extends in any dimension to access protection as well as traditional copyright.
 Conceivably, courts may now have the authority to implement a second stratum of highly contextual fair use rules (possibly including lending rights) to safeguard particular rights to operate in the domain of access circumvention.
    

9.  Conclusion

A Copyright Office statement on a related matter, the implementation of new exemptions to accommodate distance learning, summarizes the policy-making rationale of the agency:

The Copyright Office believes that emerging markets should be permitted to develop with minimal government regulation.  When changes in technology lead to the development of new markets for copyrighted works, copyright owners and users should have the opportunity to establish  mutually satisfactory relationships.  A certain degree of growing pains may have to be tolerated if the government is not to step in prematurely, in order to give market mechanisms the change to evolve in  an acceptable direction. At some point, however, existing but dysfunctional markets may require adjustments in the law. Timing is therefore key.

The Office evidently trusts much to market evolution and the subsequent ability of administrators to adjust ex post to dysfunctional matters.

As an innovative university librarian, Yale’s Ann Okerson would apparently concur. 

Any changes to national guidelines, let alone national law or international treaty, should happen only when the public debate has been extensive and concensus can be reached. What many have come to realize during the current licensing activities is that the license arrangements that libraries currently are making, are in fact achieving legislation’s business more quickly and by other means. Instead of waiting on Congress [or fair use bodies] and allowing terms to be dictated to both parties by law, publishers and institutions are starting to make their peace together, thoughtfully and responsibly, one step at a time.  Crafting these agreements and relationships is altogether the most important achievement of the licensing environment.”
 

From this economist’s perspective,  such a process, which allows markets to evolve and adapts specific rules per emerging need, is procedurally rational.   The approach is purposely and wisely limited and incrementalist  -- restricting considerations, limiting classifications, forsaking measurement, leaving options open, and learning-by-doing.  Incrementalists learn which outcomes are “satisficing” by not acting, forsaking the spectacular imagined gains from an immediate fix for the prosaic benefits of slow judgment and reversible errors.   From a practical perspective, administrative gradualism can be compared favorably with rational comprehensive policy that aims, in theory, for an optimum from the outset.
 Regrettably, the truly relevant information for a comprehensive approach is often lacking, particularly in the open-ended game called the Internet.
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