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Introduction

There is a considerable amount of uncertainty about the technology available for the protection and management of rights in copyright works and other subject matter and a corresponding degree of misunderstanding about its relationship with copyright law. The objective of this presentation is to provide some explanations and observations regarding some key concepts of Digital Rights Management ("DRM") technology. It is very important to understand the difference between various kinds of technology applied to the protection of information, both at a conceptual level and in terms of their application. For the purposes of this presentation information can be understood as referring to audio and video materials, images and text.

The term DRM has now come to be applied to a variety of different technologies, most of which relate to the control of access to information or to its copying. It is essential to understand the difference between these kinds of systems and DRM in its full and original sense. DRM in this presentation means technology systems facilitating the trusted, dynamic management of rights in any kind of digital information, throughout its lifecycle and wherever and however it is distributed. 

DRM technology provides the basis for the creation of specific computing platforms which can automate and secure an entire system for the commercialism of information of virtually any kind. The technology is most often, at present, delivered as software but will increasingly be built into devices either as a specific component of the device circuitry or embedded in some generic processor chip.

DRM technology with rich rights management functionality makes possible a range of operations in relation to information over which a supplier exercises some control and of which information a consumer desires to make some use. The specific nature of these operations is settled by the parties using the technology to effect a particular transaction; the scope of functionality of a DRM platform is thus, in theory, unlimited. Again, this underlines how a DRM platform must be distinguished from other technology systems used, for example, in the secure vending and delivery of data or for the copy control of specific kinds of data.  It should be noted however that these different technologies are not mutually exclusive and may well co-exist in certain environments and applications.

The scope of DRM can be illustrated through a number of propositions:

Proposition # 1

In the field of rights management it is useful to think of 2 conceptual zones: one defined by the presence and application of DRM technology and one that is not. (Given the limited deployment of DRM technology to date, the latter zone predominates at present. This will certainly change.) 

The second zone - the non-DRM zone - can be further subdivided into 2 parts: a part in which there is effectively no technology used in relation to the dissemination of the information other than in the physical support or transmission system; and a part in which some access or copy control or identification technology is used in addition to the support or transmission technology.

There are certain characteristics of each zone which while not exclusive to that zone have a predominance in one or the other. Thus in the DRM zone, information is expressed in digital form; in the other it is in both analogue and digital form. In the DRM zone, by definition, technology is used for management of rights through the application of dynamic, flexible and persistent usage rules to any kind of information on a general purpose basis. In the non-DRM zone protection of information is exercised through technologies which provide either access control, copy limitation or limited non-dynamic usage rules for a single type of information, in a single device. In the DRM zone rights management technology can function on either a centralized or distributed basis; in the non-DRM zone rights management is predominantly a centrally organized process.

DRM technology must involve the use of advanced security systems and tamper resistance because an entire commerce system has to be protected; the security requirements in the non-DRM zone are less extensive because of the more limited scope of the technical protection involved.

The advanced DRM technologies produced by InterTrust and a few other less sophisticated systems populate the DRM zone. Watermarking, fingerprinting, screening, access controls and copy limitation systems are the main technologies encountered in the non-DRM zone.

Proposition # 2

	Information
	  Rules   

	 Events
	 Identity 


Automated and trusted management of rights in digital information, using DRM technology, involves the interaction of different objects to produce a controlled event:

DRM technology uses trust management technologies with which authorization can be granted for the occurrence of certain events (e.g. play the music, print the text, decrement an electronic budget) in relation to certain protected information in accordance with rules established for a user having a particular identity. This authority is expressed through the use of digital certificates. Absent this authorization access to and use of the information are not possible. 

A core element of the InterTrust DRM system is the ability to deliver information and rules for its use to a user, independently of each other. They are brought together where and whenever they are needed – on a PC, a portable music player, a mobile telephone – to allow use of the information on terms agreed between the parties. The system can thus provide for dynamic rule setting for use of the information. Another feature is that the information remains under governance i.e. inaccessible without authorization throughout its lifecycle.

All the processing and security technologies in the system are designed to function as part of a distributed computing environment.

Proposition # 3

Studies and debates about the interaction of copyright law with technology used for the protection and management of rights in information have thus far focused principally on issues in the non-DRM zone: digital lock-up; the absence of bargaining between rights holders and users; the basis for circumventing controls. 

InterTrust has always advanced the proposition that DRM technology should be used for implementing rule sets derived from legal rights and interests and consistent with other regulatory requirements. Accordingly, effectively relating the application of rule sets implemented through technology to the application of law has been a cornerstone of its vision for the deployment of its DRM system. 

Copyright law has traditionally relied heavily on the intimate relationship between the subject matter of protection and the physical support or transmission system used for its dissemination in order to effectively define both rights and the modalities for their enforcement. In the electronic space, more particularly the DRM zone, this relationship is no longer a significant factor. Rights in information and rules for its use as expressed and implemented through technology exist independently from the information to which they are applied. 

New services are emerging in the electronic market place. One example is that of the "content locker" services which are already creating commercial interest: witness the recent announcements regarding Universal and MP3.Com and Bertelsmann and MyPlay. A corresponding "rights locker" concept is also emerging. These locker services involve the idea that a consumer can store rights to use certain information that he has acquired in locker services run commercially by service providers; the corresponding information, in formats required by a consumer for the devices on which he intends to access it, is likewise stored in third party lockers. The consumer calls up the necessary rights and the corresponding information at will. There is no need to store information or rights locally on a device such as a PC or a portable music player.

The notion of a rights locker as a repository of acquired usage rules may offer possibilities in relation to providing access to information on other than standard commercial terms. It is already possible to envisage the development of public rights lockers which would make certain kinds of usage rules, derived principally from public policy considerations, available for particular authenticated users or classes of users: libraries, archives, and educational institutions for example.

Proposition # 4 

Understanding the relationship between the DRM zone and the non-DRM zone helps in the analysis needed to solve other copyright related problems.

Information can be regarded as “crossing” from the non-DRM zone to the DRM zone when it has DRM technology applied to it for the purposes of exploitation.

As information moves from the non-DRM zone, where it is created, into the DRM zone there need to be policies applied to ensure that DRM is not used to exploit illicitly captured information. There must be basic safeguards in place in the interests of both copyright holders and users to prevent DRM technology being used to protect unauthorized distribution of information. Equally, the access and use privileges which attach to information in favor of certain classes of users must be preserved as the information is packaged for exploitation in the DRM zone. There may be a case for instituting codes of practice to ensure that certain rule sets implementing these privileges are attached to the information as it is packaged. Private sector groups such as trade associations possibly have an important role to play here in creating and enforcing the appropriate standards and policies, subject to compliance with competition and other regulatory requirements.

Obviously, the existence of information in the non-DRM zone (i.e. it is available in unprotected form) limits the scope of the protection in the DRM zone. It follows from this that mechanisms for implementing access and usage privileges in relation to information should function as part of the DRM protection and not in parallel to it.

Proposition # 5

The idea of zones is used in this presentation to underline the notion that DRM technology aims to create as far as possible a hermetically sealed environment for the exploitation of information in which both the information and the rights and rules relating to its use remain governed by the technology permanently. This is not, of course, an absolute proposition; information can always be captured as a consequence of its rendering for human perception. Equally, for systems such as these to become sufficiently widely used to create positive network effects, many challenges have to be met including:

1. The complexity of DRM technology

2. The development of new business models 

3. Interoperability between technologies, data structures, languages etc  

4. Issues around so called "digital lock-up"

5. Piracy

6. Competition 

7. Developing the e-commerce infrastructure: e.g. Micropayment systems  

8. Consumer protection, including privacy/ data protection

Conclusions                              

· DRM has to be distinguished from other technologies applied to specific tasks such as access or copy control of information;

· DRM should function to apply rules to the use of information in accordance with and not contrary to rights granted by law or derived therefrom;

· DRM technology can provide ways to give effect to appropriate information access and usage privileges far more efficiently than has been possible to date

· What DRM makes possible in terms of technological rights management should inform and guide the necessary process of effectively relating the legal and technical norms for rights management to each other.


- 1 -

