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Discussions of anti-circumvention naturally focus primarily on publishers and producers and secondarily on authors. The works created by authors and distributed by publishers and producers are the copyrighted works for which technological devices to control access might be applied.  Thus, the interests of authors may be coextensive with those of the publishers and producers in this arena. There is, however, another important interest that should not be overlooked in this discussion, and that is the user of these works, i.e., the public as represented by educational institutions and libraries.

When the Digital Millennium Copyright Act (DMCA) was enacted in the United States as an amendment to the Copyright Act of 1976, an important but controversial provision on anti-circumvention was included.
  Strongly supported by publishers and producers, the original provision made it actionable to produce or distribute devices (including software), the primary purpose of which were to circumvent technological controls imposed by a copyright holder in order to control access to a work.  The provision contained a number of exemptions that recognize certain uses of circumvention devices and permits their use.  These include legitimate encryption research, law enforcement, testing for computer interoperability, and the like.

Although the amendment contained a provision to create liability for individual conduct in actually circumventing technological controls, it was not effective immediately as were the other portions of the anti-circumvention amendment.  Instead, the Librarian of Congress was charged to conduct a study two years after the effective date of the DMCA, October 28, 1998.  The Librarian was directed to consult with the Register of Copyrights and the Assistant Secretary for Communications and Information in the Department of Commerce in order to determine “whether persons who are users of a copyrighted work are, or are likely to be in the succeeding 3-year period, adversely affected by the prohibition …. in their ability to make noninfringing uses …. of  a particular class of copyrighted work.”  The statute detailed a number of issues that were to be considered in the study such as the availability of copyrighted works for use,  the availability of such works for use for nonprofit archival, preservation and educational purposes, and the impact that circumvention technologies might have on fair use and on the market value of such works.

The Register of Copyrights was assigned responsibility for the rule making and to that end held two hearings, one in Washington, D.C. and one in Palo Alto, California, in the spring of 2000 where representatives of library and educational associations testified along with representatives of publisher and producer organizations.  

The Copyright Office interpreted narrowly the statutory language defining the scope of its authority to conduct the rule making to focus on current adverse affect experienced by various groups due to the implementation and use of technological measures to control access by publishers and producers. This interpretation made it difficult for users of copyrighted works who testified in the hearings because it required some proof of current actual harm.  Although the statutory language permitted focus on users of copyrighted works who were likely to be adversely affected with the next three-year period, the Copyright Office chose to require proof of actual harm.  If a user must prove harm caused by such controls, one could argue that, from the users’ perspective, it is already too late.  The harm has already been suffered and there is no way to undo the harm to those users.  While groups testifying were permitted to discuss likely adverse affect, the Office apparently discounted this testimony in its focus on actual harm.

Because of the short time period between the enactment of the DMCA and the hearings, and because so few publishers and producers had actually implemented technological controls, librarians and others were unable to present much evidence of current harm since few technological controls have been implemented.   To date, the access controls that have actually been used on works acquired by libraries and educational institutions include passwords, encryption for certain types of works and date expiring content.  Although some difficulty with passwords and authentication of especially off-campus users was reported, most libraries are able to deal with the problem through negotiations with publishers since passwords apply primarily to licensed products such as databases, full-text electronic journals, and the like.  Encryption technology has been applied primarily to works for entertainment such as motion pictures in DVD format which are purchased by libraries for playing on DVD machines.  Works with date expiring content have been both CD-ROM and online databases.  Certainly, in the future publishers and producers may implement other types of access controls, and it is difficult to assess the likely impact on libraries and educational institutions of such access control devices.  As publishers and producers design and implement access controls, they should take into account uses of works likely to be made by institutional users of the works in addition to uses that an individual might make.

The rule announced by the Copyright Office details only two classes of works that are exempted from the anti-circumvention prohibition.  (1) “Compilations consisting of lists of websites blocked by filtering software applications, and (2) Literary works, including computer programs and databases, protected by access control mechanisms that fail to permit access because of malfunction, damage or obsoleteness.”  While there is nothing wrong per se with exempting these classes, the library and education community complain that the exemptions are so narrow as to be almost meaningless. The first exemption applies only to users who want to evaluate websites for purposes of criticizing them, and access controls have an adverse affect on the ability to do this.  The purpose of the second exemption is to permit users, including libraries, to have access to the works for which they have paid but for which some malfunction interferes with this use.

Both library education associations testified that they did not believe that it was possible to separate the class of work from the use that would be made of those works.  Traditionally, in U.S. copyright law, there are broad exemptions to the exclusive rights of the copyright holder for certain uses of copyrighted works by nonprofit educational institutions and libraries.  This lends support to the position that separating the use to be made of a work from the class of work is impossible.

The higher education community suggested that two classes of works that might be exempted from the prohibition on circumvention for nonprofit educational and library use:  fair use works and those with thin copyrights.  Fair use works were defined as works such as scientific and social databases, textbooks, scholarly journals, academic monographs and treatises, law reports and educational audiovisual works.  Exempting these classes would be tied to the user who is likely to make fair use of them.  Further, these works are the most likely to be used in teaching and learning.  Thin copyright works are defined as works such as scholarly scientific journals, databases, maps and newspapers.  These works are valuable because of the information they contain, and “information” is not protected under the copyright law. 

Libraries sought a much broader exemption because of the concern that technological controls not only control access to works but can and will also control the use made of those works.  This potentially destroys the first sale doctrine as well as fair use of digital works.  
Libraries were also concerned about the preservation of digital information and technological controls that might prevent libraries from fulfilling their roles as the repository and preserver of information.  Preservation of the cultural history of society has long been a purview of libraries and the use of technological controls to block access interferes with this important role libraries have traditionally played.  These concerns prompted library associations to propose that the classes exempted under the anti-circumvention provision should include works embodied in copies which have been lawfully acquired by users who subsequently seek to make noninfringing uses thereof. Both of the requirements must be met for this proposed exemption:  (1)  lawfully acquired access to a work and (2) subsequent lawful use by the library or a library user.   


The DMCA’s anti-circumvention provision contains an interesting exemption for nonprofit libraries and archives.  If such an institution gains access to commercially exploited works solely for the purpose of making a good faith determination about whether to acquire the work the circumvention will be exempted if two conditions are met:  (1) the library retains access only for a reasonable time in order to make a decision about acquiring access and (2) the access so acquired is not used for commercial advantage.

This exemption actually provides very little for libraries.  Publishers and producers typically provide access to material for a limited time period so that a library may make a determination about acquiring access to the work.  But, apparently a nonprofit library or archives now has two choices:  it may engage the services of a hacker to decrypt a work or simply ask the publisher or producer to provide access to make a determination about acquiring access.


The very narrowness of the resulting rule is of great concern to the library community while copyright holders have stated that they do not believe even these two exemptions are needed.  Library and education associations expressed the fear that pay-for-use now will become the norm with practically no controls on publishers and producers, and this could effectively eliminates fair use and the other exemptions to copyright which have long protected the public and served the public interest.  The Librarian of Congress has recognized that the narrow exemption “places considerable burdens on the scholarly, academic and library communities.”  He has therefore called for a review of the time frame for rule making as well as of the appropriate criteria for assessing the harm that might be caused to scholarship and creativity by the anti-circumvention provision.  His proposal is that the next rule making be held in two years.


The library and education communities recognized that there are many problems with the existing anti-circumvention provision, and perhaps it was unrealistic to hope that the Copyright Office’s rule making could undo some of the harm the community perceives that the provision may permit on the part of publishers and producers.  Nonetheless, education and library organizations had high hopes that their interests would be recognized and helped by the rule making.  


In conclusion, the questions below provide important issues to ponder about the use of technological controls on access to copyrighted works.


First, how will the pay for use world affect libraries?  Will a library still be able to license works for its user population or will technological controls mean that individual users have to pay for each access to a work?  The intermediary role of libraries puts them in a unique position, and the copyright law has recognized the value of this role through a variety of exclusions to the rights of the copyright holder.  Will libraries be able to acquire access for their users through license agreements that provide the "key" to unlock these works?


Second, are access and use inexorably intertwined?  Testimony provided by publishers and producers during the hearings for the rule making indicate that some of them want to conflate access and use.  The technological controls model used on  works for entertainment should not necessarily be the model for scholarly works, those most used for teaching and research.


Third, what does statutory language mean: “nothing shall affect other rights…including fair use”?
  Controls on access that also control use of copyrighted works certainly can eliminate fair use of a work and yet fair use seems to be preserved by the statute.  Is this meaningless or did Congress actually mean that access controls will not be permitted to eliminate fair use?  


Fourth, does persistent control of a work requiring pay-for-use eliminate fair use?  Will a user have to pay again to make use of the work even after lawful access is acquired?  How can a user exercise the fair use privilege under these conditions?  How does this apply to libraries acting as intermediaries?  Will this cause significant harm to teaching, research and scholarship?  If so, how can the harm be measured to meet a proof of actual harm standard?

Fifth, will the public ultimately accept technological controls?  There has been little experience to date with access controls, but one certainly remembers the copy controls on computer software often used in the mid-1980s. Users of software objected so strongly that software producers stopped copy protecting their products.  The Universal City Studios, Inc. v. Reimerdes
 concerning the development of the DeCSS software to decrypt DVDs that use CSS encryption may be illustrative of the fact that users of copyrighted works will not accept access controls.  When the purchaser of a DVD seeks to make a copy of a work to use in another format, many and maybe even most members of the public apparently considers this to be a legitimate use of a lawfully acquired work.

Sixth, just because it is possible to “lock up” works is it a good idea to do so?  Copyright should be used to further knowledge and scientific inquiry.  Technological controls may be the antithesis of free inquiry and the sharing of knowledge to create new knowledge, especially in academia.

Seventh and last, what about society’s interest in all of this?  As a society should there not be some consideration given to the purpose of copyright, its extension to control access as opposed to punishing infringing uses of works?  In enacting the anti-circumvention provision, Congress was swayed by the parade of horribles that publishers and producers were able to present.  While there were hearings on the anti-circumvention legislation before Congress, they were rushed, and there was not full consideration of all of the interests in copyright.  Ordinary citizens were not involved in determining whether the implementation of technological controls on access to digital works was a good idea or not.  Society itself has some interests in the availability of copyrighted works, and little consideration has been given to the importance of this matter to the public.  Some European countries appear to be broadly exempting libraries from their anti-circumvention statute recognizing the public good that libraries perform.  Maybe the proper focus is on exempting users or uses of works rather than classes of works and on ensuring that circumvention for commercial uses is prohibited while fair use is not.
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