ALAI 2001 

Demonstration of different kinds of protective measures and

rights management systems in action

Session Chair

Tarja Koskinen-Olsson

CEO

KOPIOSTO (Finland)

IPR-CONTENT ON THE INTERNET

Four basic pillars for secure e-commerce

IPR-content, i.e. works and other subject matter protected by copyright, is increasingly traded in the network environment. While network is for most commerce only an effective ordering channel and the goods are delivered physically to the consumer, copyrighted works may be delivered in digital form, in combination of zeros and ones. Thus, we can talk about “true electronic commerce”.

In my view, four basic pillars are needed is order to protect the delivery of IPR-content and to encourage rights owners to trade with their valuable products and services over the network. These prerequisites for effective trade are:

· Solid copyright legislation;

· Effective protection of e-commerce transactions;

· Reliable licensing mechanisms, including digital rights management systems;

· Secure marketplace, including effective enforcement.

Copyright legislation and enforcement mechanisms are basically legislative measures. During the first panel of the Congress we will devote ourselves to issues relating to the security of e-commerce transactions and rights management systems in action. The panelists will show you in practice how some recently developed systems function and what is their rationale.

The protection of e-commerce transactions

Authors, publishers, producers and content providers are increasingly demanding technological answers to their concerns about copying and dissemination of digital material. In principle, protection mechanisms fall into two main categories, according to their primary aim:

· Identification of IPR-content; 

· Technological protection measures.

The purpose of identification systems is to know what work or other subject matter is in question.  Identification systems do not as such protect the works from unauthorized usage.  They identify the  work for royalty payment purposes and also help in identifying illegal usage. Identification systems fall into three main categories according to their purpose:

· Identifiers; numbers and other similar identification systems;

· Digital signatures mainly for securing authenticity;

· Embedded marks, among others digital watermarks and fingerprints.

The first panelist, Robert Bolick from McGraw-Hill, will present one of the most promising digital identifiers, the digital object identifier (DOI) and draw attention to some e-books standards, as necessary prerequisites in any e-commerce.

Technological protection measures are effective mechanisms that protect the digital content and prevent users to get hold of the IPR-content without permission. For this purpose some access control mechanism is needed. Access can in principle be controlled by two methods:

· Limiting access to the source of the material; or

· Encrypting the material.

The first method, limiting access to the material, can be put into practice by limiting access to the databases. For instance electronic versions of newspapers may be stored in databases with limited access, either totally or partially. Access control may or may not be coped with payment mechanisms.

The delivery of copyrighted material may made secure by putting the material into digital envelopes or wrappers. Opening the wrapper demands an agreement with the content provider and the payment of a license fee, if this is the case. 

By encryption the message is altered into such a form that it is not understandable by a user without a decryption device or equivalent. Encryption has been widely used in satellite and cable television, but the same method can also be used in e-commerce.

Another effective technological protection measure is based on copy prevention. The most widely known is the SCMS-system (Serial Copy Management System) which enables one copy fro man audio-recording, but no further copies of the copy.

Digital rights management systems

Rights owners have an interest to trade with their creations and to secure payments from legitimate usage. Rights clearance for copyright protected works is an essential element in e-commerce. Some systems secure rights clearance alone, mainly in up-stream licensing instances. - The second and third panelists, Daniel Gervais from Copyright Clearance Center, Inc. and Roland Louski from Info2clear, will highlight some of these rights clearance mechanisms. 

There are also many digital rights management (DRM) systems that have been developed for the consumer trade of copyrighted material. They normally incorporate some identification system and one or several technological protection measures. Their aim is to secure rights clearance and revenue collection. They are complete trading systems mainly designed for consumer trade (down-stream licensing). DRM-systems may even include tracking possibilities. - The fourth panelist, Nic Garnett from InterTrust, will highlight some essential elements in DRM systems.

Finally, Kate Wittenberg and David Millman from the Electronic Publishing Initiative at Columbia, will tell about the university perspectives around the issues at stake.

