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June 14, 2001 -- This is a cautionary tale.  Back in 1996, 1997 and 1998, the law prohibiting circumvention of “access controls” was conceived, described and defended on the ground that it was very narrow.  Initially, “access” was intended to mean initial access – the digital equivalent of breaking into a bookstore to steal a book.   Copyright owners, though, insisted that “access controls” should also include devices to facilitate pay-per-view.  Since that would require protecting works against continuing access, copyright owner lobbyists resisted any narrowing language.  Still, when opponents of section 1201 complained to Congress that the language before it might give copyright owners rights to prevent uses that were now completely legal, supporters said “nonsense.  This is a very narrow, limited, targeted provision that goes after pirates and only pirates.”

Section 1201
 is said to have a lot of exceptions – seven or eight – but they are exceedingly stingy.   When the lobbyists got into the traditional horse-trading meetings where exceptions were worked out, copyright owner interests were reluctant to agree to any exceptions that might be exploited later, and so they insisted on loading the few exceptions up with long and complicated limitations and conditions to narrow their scope.
 If, as an experiment, you approached each of the apparent beneficiaries of the express exemptions and asked them how useful their particular exemptions in fact were (leaving aside law enforcement officers, who don’t seem to appreciate either that they have one or why they might need one), the answer you would get would range from “not very” to “not at all.”

What we have been calling the “device prohibitions,” forbidding trafficking in circumvention devices,
 were conceived, described and defended as even narrower.  Congressional committees were repeatedly assured that the only devices prohibited by sections 1201(a)(2) and 1201(b) were evil “black boxes,” and that any attempt to narrow the trafficking provisions and add exceptions would supply pirates with loopholes big enough to drive trucks through.
  Thus, the trafficking provisions are for the most part not subject to even the narrow stingy exceptions that are available under the anti-circumvention provisions.  That makes sense, if at all, only so long as the anti-circumvention and trafficking provisions are indeed read as narrowly as their supporters advertised them.

Once the DMCA became law, though, motion picture studios and record companies made a strategic decision to pursue a very broad reading of section 1201’s prohibitions.
  That strategy is still working its way through the courts, and it is hard to predict how it will all turn out.  My guess, and it is only a guess, is that in retrospect this strategy will look like overzealous advocacy and ultimately unwise lawyering.  I think this is likely because of two distinct, although related, reasons.

First, we have begun to see cases in the courts in which a very broad reading of the scope of the anti-circumvention prohibitions and a narrow interpretation of the applicable exceptions pose a significant possibility that section 1201 will be held unconstitutional under our first amendment. (Let me say that I would personally welcome its demise. I nonetheless would not have thought that the section 1201 that Congress was told that it was enacting would have been especially vulnerable to first amendment challenge.)

Second, and I think more important, the stories told by these cases exemplify a kind of overreaching that has sacrificed copyright owners’ most potent weapon:  the moral high ground.  So long as the discussion is about whether and how authors will get paid, most people support copyright laws.  When the conversation shifts to whether movie studios, software publishers, and record companies can stop people from communicating with each other about technological protection, that is a much harder sell.  This is, after all, the country where it is legal to tell people how to build an atom bomb at home.

Yesterday, Jeff Cunard told us about two cases that I want to focus on:  The DeCSS lawsuit
 and Professor Felten’s suit against the Recording Industry Association of America (RIAA).
  

CSS, as we know, is an access control technology that restricts the play of DVDs to licensed playback devices.  “Access control” in this sense is much broader than the sense I described when I was talking about the enactment of section 1201. If you buy or rent a DVD, after all, you already have a license to view it.  CSS is an “access control” because it fits the statutory definition,
 but the people whose access it restricts are people who have access licenses and are entitled to view the DVD.  Moreover, they have no reason to expect any limitations, legal or technical, on their license to view the DVD.  There are no express limitations on the typical DVD package, inside the package, or on your screen, that would tell you that your license is limited by geographic region or to particular players.

As most of you know, in 1999, a Norweigian teenager wrote a handy little software utility called DeCSS.  DeCSS decodes CSS.  Jon Johansen wrote it as a step toward devising an open source Linux DVD player.  Because it decodes CSS, though, one could also use it to play a DVD from one region of the world in a different region.  Or, at least in theory, one could use DeCSS to decode CSS, save the whole movie to one’s hard disk (assuming a big hard disk), use a different program to compress the file to more manageable size, and then make copies.  

Johansen posted his program on the Internet, and a whole slew of people put up copies.  It was short – it fits on the back of this tee-shirt, for instance.
 A bunch of other folks put up links to it.  Now, there was a certain amount of adolescent-boy-locker-room talk posted about how this program would destroy the U.S. motion picture industry, but the case went through a full-blown trial, and the only incident of actual copyright infringement anyone was able to document was a copy made by the motion picture studios’ expert to prove that it could be done.

U.S. Copyright law doesn’t apply to Johansen‘s creation of DeCSS.
  If it had, Johansen’s writing of the program would probably have been legal.  The provision in section 1201(a)(1)(A) that prohibits individuals from engaging in acts of access-control circumvention had not yet taken effect.  Johansen did reverse-engineer CSS, but his purpose was to create a program that allowed DVDs to be played on devices running the Linux operating system.  We have a couple of on-point cases involving videogames.  They hold that reverse engineering for the purpose of interoperability is fair use.
  

What that means is that there was no actionable circumvention in the case and no actual copyright infringement in the case.  Instead, the case turned entirely on Johansen’s allegedly “offering to the public, providing or otherwise trafficking in” a device or technology designed to circumvent.  And here, the motion picture studios argued that posting the source code for DeCSS was “trafficking”, and that posting hyperlinks to sites that posted the source code was also “trafficking.”

The studios identified and sued three particularly unsympathetic defendants for violating the anti-trafficking provisions, and sent out a slew of cease-and-desist letters to hundreds of other sites posting or linking to sites that posted the code.  Two of the unsavory defendants settled.  One, Eric Corley, the longtime publisher of 2600 magazine, an established if marginal print publication with an associated website, went to trial. The court held that DeCSS was a prohibited circumvention device, that posting it on the Internet was providing or otherwise trafficking in it, and that knowingly linking to a site where it is posted was also providing or otherwise trafficking in it.

 Corley claimed to come within the scope of an exception for reverse engineering.  The court disagreed. The reverse engineering exception is narrow, permitting reverse engineering “for the sole purpose of identifying and analyzing those elements of the program that are necessary to achieve interoperability of an independently created computer program with other programs”, and permitting the results of the reverse engineering to be communicated to others “solely for the purpose of   enabling interoperability of an independently created computer program with other programs…”
 The court held that the provision only applied to computer programs and not to motion pictures fixed on DVDs.  It held, further, that neither Johanson nor Corley acted with the  “sole purpose” of enabling interoperability.  It held, finally, that since Corley was not himself the reverse engineer, he wasn’t entitled to claim the benefit of the exception.  In other words, the reverse engineering exception is a defense to anti-circumvention if you do it yourself and keep it to yourself, but it is not a defense to trafficking.

Corley also claimed to be engaging in fair use.  Judge Kaplan could have held that Corley failed to make out a fair use defense on the facts of the case, but he didn’t do so.  The court instead held that fair use is completely inapplicable to circumvention and trafficking actions:  “If Congress had meant the fair use defense to apply to such actions, it would have said so.”
 There is a good textual argument that Congress did say so in section 1201(c).  Professor Ginsburg makes that argument in the Journal article included in our packet,
 but that was not the way that Judge Kaplan read the law. Fair use was a defense, he held, to actions for copyright infringement, but not to actions under section 1201.
  Judge Kaplan held that Congress had decided to accommodate interests analogous to fair use in the anti-circumvention context with an entirely different approach:  It had directed the Librarian of Congress to engage in a rulemaking to come up with specific exemptions to 1201(a)(1)(a).

David Carson talked yesterday about this rulemaking, and his conclusion that section 1201 does not permit the Register to recognize broad or general exceptions; rather, the statutory language restricts her to only narrow, limited and specific exemptions, and only within subsets of statutory categories of works.  As a fair use alternative, then, that rulemaking cannot work very well.  Fair use, for good or ill, focuses on the nature of the use – precisely what the Copyright Office’s interpretation of the statutory mandate precludes the Register from considering here.

On top of that, there’s the fact that the exceptions the Register recognized do not excuse “offering, providing or otherwise trafficking” in any event.
  If Judge Kaplan’s decision is persuasive to other courts, then offering, providing or otherwise trafficking in anticircumvention technology, broadly defined, and knowingly linking to sites that do so, no matter what your reason, will be illegal even when the circumvention you describe or link to is itself completely legal.

What difference does it make?  Well, Corley argued that if section 1201 were so interpreted, then the law was unconstitutional under the first amendment to the U.S. Constitution.  At first, that seems sort of odd:  as copyright lawyers, we’re used to thinking of copyright law as essentially immune from first amendment scrutiny.  That is because Copyright is the “engine of free expression,” and copyright law has limiting doctrines, such as fair use, that already accommodate the interests protected by the first amendment.
  In the U.S., in other words, fair use is an integral part of our accommodation between copyright and free speech.  But, if section 1201 is not subject to fair use because it isn’t a copyright law, then both of those reasons evaporate, and it ought therefore to be subject to normal first amendment scrutiny.

I am not a first amendment scholar, but I have talked with a number of them.  Opinions differ, but most have told me that if you were to subject section 1201 to normal first amendment scrutiny, it would flunk.  The trial court judge disagreed.  

The case has generated some unpleasant fallout.  The Register told us yesterday about the Copyright Office’s being picketed. The computer science community – I’m not talking about hackers, but about software programmers, computer scientists, cryptographic researchers -- were outraged by the decision.  We’ve seen a spate of utilities designed and posted that decode CSS in ever more elegant ways using as few as 4 lines of code (a couple of those are also available on tee-shirts)
, and versions of DeCSS translated into a song, a bad haiku ballad, a prime number, and a work of graphic art.
 We’ve seen lots and lots of links.  A substantial portion of the computer science community, in other words, views the law as inviting civil disobedience on ethical and moral grounds. 

That’s a bad thing.  Normally, authors and copyright owners occupy the moral high ground.  When a law is perceived as inviting civil disobedience on moral and ethical grounds, copyright owners lose their most compelling argument, and the law loses much of its legitimacy.

In another part of the forest, the recording industry has been searching for some way to release recorded music over the Internet in a sufficiently secure form to ensure that it could not be copied, ever, by anyone, without permission.  As Jeff told us yesterday, one step in that process was to dare the hackers and computer scientists of the world to crack six of the most promising technologies – a task that many of them accomplished, incidentally, with breathtaking speed.  Successful cracks would lead to a monetary reward.

Princeton Professor Edward Felten and his team of researchers defeated four of the six technologies.  They decided to forgo the reward, and declined to sign the nondisclosure agreement that was a condition of claiming the reward.  Instead, they wrote an academic paper describing their research.  As Jeff told us, the RIAA wrote Felten a threatening letter, with carbon copies to his university, to the sponsor of the conference at which he was scheduled to deliver the paper, and to other potential plaintiffs.  The letter urged Felten to withdraw his paper, explaining that disclosing the results of his research “would subject your research team to enforcement actions under the DMCA and possibly other federal laws.”
   Felten, his collaborators and their university and corporate sponsors attempted to reach an agreement that would permit him to present his research without risking liability under the DMCA.  The accounts of who made unreasonable demands on whom differ:  The upshot was that negotiations to arrive at an appropriately expurgated version of the paper failed, and Felten’s team withdrew the paper from the conference.

Last week, Dr. Felten and his team filed a lawsuit.
  They are seeking a determination that publishing the paper is legal, either because doing so is not “trafficking” under section 1201 or because the law violates the first amendment.

The RIAA has insisted that it never intended to actually sue Dr. Felten, but merely to warn him that if he delivered or published his paper, he would be breaking the law.  It’s worth examining that claim for a moment. Remember that the actual circumvention was completely legal, since Felten did so at the invitation of the recording industry.  What the RIAA claimed was illegal was publishing or presenting a paper describing what he did.  If the RIAA’s reading of the law is correct, the law prohibits (and under some circumstances makes criminal) the disclosure of truthful information, lawfully acquired, even when it describes lawful activity.  Similarly, Corley is accused of disclosing truthful information, lawfully acquired, that describes activity that was not itself illegal. Under U.S. free speech jurisprudence, the law can prohibit or even criminalize the disclosure of this sort of information, but the government needs to have a very good reason, and needs to ensure that there’s a very close fit between the means and the ends.  I take it as a given that the government has a very good reason.  It is, however, hard to argue that section 1201 is narrowly tailored to prohibit only the expression that needs to be suppressed.

In addition, the public outrage over the Corley case and the Felten incident ought to remind us that unless the public accepts the legitimacy of access controls, it will refuse to “upgrade” to secure media.  Remember what happened to DiVX.
  The more unreasonable the demands of copyright law seem to consumers, the more justified they will feel in seeking out unlicensed alternatives. Insisting that section 1201 gives the owner of the copyright in any encrypted work the right to prohibit discussions of circumvention (or links to discussions of circumvention posted elsewhere) is not the sort of claim that strikes most people as legitimate.  

Afterword

December 14, 2001 – Two weeks ago, the Felten case was dismissed as moot.  The Recording Industry Association had urged dismissal on the ground that it had no objection to Felten’s publication of his paper.  Indeed, after the lawsuit was filed, Felten and the RIAA reached an agreement that permitted the papers’ presentation.  The RIAA argued that this demonstrated that Felten’s speech was not  “chilled.”  The court agreed.

The following day, the Second Circuit issued an opinion affirming Judge Kaplan’s decision in the DeCSS case.
 The unanimous panel agreed that software in general and DeCSS in particular were speech entitled to first amendment protection.  It upheld the constitutionality of the DMCA’s anti-circumvention provisions as a “content-neutral” regulation of speech, targeted to decryption software’s functional elements rather than its expressive elements.  On the facts of the case before it, the panel concluded that the DMCA did not burden substantially more speech than required to achieve the government’s objective, especially in view of the fact that Corley had not identified a less restrictive regulation that would have accomplished the same result.  The panel declined to reach the key first amendment argument that the fair use exception was constitutionally required; it concluded that Corley lacked standing to raise it.

Meanwhile, on August 28, the United States indicted Russian graduate student Dmitri Skylarov and his Russian employer with multiple felony violations of the anti-trafficking provisions.
  Dmitri Skylarov had written a program in Russia that converted documents encoded in Adobe’s e-book format to Adobe’s portable document format, and thus permitted owners of e-books to circumvent restrictions imposed by the e-book software.  Elmcosoft, Sklyarov’s employer, briefly made the program available to Americans for purchase via the World Wide Web until Adobe complained.  Sklyarov’s lawyers have insisted without contradiction that the program is legal under Russsian law.  Ironically, it would also be legal under U.S. law for consumers to use the program, whether it is analyzed as technology that circumvents access controls or technology that circumvents copy controls.  Consumers’ use of circumvention technology to defeat copy controls is not illegal; the law prohibits only providing the technology that consumers might use.
  Consumers may not circumvent access controls, but the works affected by Sklyarov’s program are in a variety of cases exempt.
 One of the two narrow exceptions recognized by the Register of Copyrights in her rulemaking permits circumvention of access protections on literary works in the event that those access protections malfunction.  The regulation was prompted by numerous reports of malfunctioning e-book access controls.  The Register concluded that the reported malfunctions required an exemption:

In cases where legitimate users are unable to access works because of damaged, malfunctioning or obsolete access controls, the access controls are not furthering the purpose of protecting the work from unauthorized users. Rather, they are preventing authorized users from getting the access to which they are entitled.

The Sklyarov case ratcheted up the public concern over the DMCA in the scientific community several notches.  Sklyarov was arrested when he came to speak at a conference in the United States about the weaknesses in Adobe’s technological protection and held without bail for weeks before being arraigned.  Well-publicized nationwide protests
 persuaded Adobe, which had initially requested the U.S. Attorney’s office to make the arrest, to withdraw its support of the prosecution and suggest that the government drop the case.   The government elected to go forward.  Thus, a Russian programmer faced the possibility of 25 years in prison for writing a lawful program in Russia, because his Russian employer made it available via the Internet to consumers in the United States, where many of them would be legally entitled to use it.  On December 13, the government announced a face-saving agreement that would avoid Sklyarov’s prosecution.  If Skylarov promised to testify truthfully during the government’s prosecution of Elmcosoft, the government would agree to drop the charges against him after the prosecution concluded.  Opponents of the DMCA lost their poster child, while the Justice Department evaded a prosecution it would have had difficulty winning.

In the past six months, the tone of news coverage of copyright in mainstream U.S. media outlets has been significantly more skeptical than in the past.
  The perceived excesses of the DMCA have been an especially popular target.
  

Recently, major record labels have introduced copy-protected CDs,
 which are designed to prevent consumers from using their statutory privilege, under the 1992 Audio Home Recording Act, to make noncommercial copies of recorded music.
  The impulse the record companies are indulging is understandable, but it has only increased the impression that enhanced copyright protection has come at the public’s expense.

This month, major record labels launched their own online music distribution services, MusicNet and PressPlay.  Because of the limitations the labels imposed on access and use of the available recordings, initial reviews of the services have been frosty.
   At the same time,
 recording artists are complaining that the labels had not consulted them before making their recordings available.  The labels insist that they have no legal obligation to seek their artists’ permission, since recording contracts give them all distribution rights without limitation.
  They may be right about that,
 but the dispute undermines record companies’ claims to represent the authors of the sound recordings they control.  

The scorecard six months after the ALAI conference:  Copyright owners seem to have forestalled, at least for now, the most immediate threats that the DMCA would be struck down as unconstitutional.  At the same time, the perceived legitimacy of copyright owners’ efforts to protect their works, already threatened, has continued to deteriorate.  Copyright owners appear even further than they were six months ago from regaining the moral high ground.    
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